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Randomness and the Netscape Browser

January 1996 Dr. Dobb's Journal

How secure is the World Wide Web?

by Ian Goldberg and David Wagner

Tan and David are PhD students in the computer science department at the University of California,
As the World Wide Web gains broad public appeal, companies are becoming interested in using the
Since ordering a product online requires the customer to transmit payment information (such as acr
Internet, there's need for cryptographic protection. By encrypting payment information before transr
purchasing can decode that sensitive data.

Netscape Communications has been at the forefront of the effort to integrate cryptographic techniqu

Layer (SSL). a cryptographic protocol developed by Netscape to provide secure Internet transaction
eryptographic protocol on the Internet, we decided to study Netscape's SSL implementation in detai

o
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Figure 3 shows the key-generation algorithm, also reverse-engineered from Netscape's
browser. An attacker who can guess the PRNG seed value can easily determine the
encryption keys used in Netscape's secure transactions.

RNG_GenerateRandomBytes()
x = MDS(seed);
seed = seed + 1;
return x;

global variable challenge, secret_key;

create_key()
RNG_CreateContext();
tmp = RNG_GenerateRandomBytes();
tmp = RNG_GenerateRandomBytes();
challenge = RNG_GenerateRandomBytes();
secret_key = RNG_GenerateRandomBytes(};

Figure 3: The Netscape v1.1 key-generation process: pseudocode.

N
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In Figure 2, it's important to note that mklepr() and MDS5() are fixed, unkeyed algorithms that
will presumably be known by an adversary. The seed generated depends only on the values of
a and b, which in turn depend on just three quantities: the time of day, the process ID, and the
parent process ID. Thus, an adversary who can predict these three values can apply the well-
known MDS algorithm to compute the exact seed generated,

global variable seed;

RNG_CreateContext()
(seconds, microseconds) = time of day; /* Time elapsed since 1970 */
pid = process ID; ppid = parent process ID;

klcpr(micraseconds);

b = mklcpr(pid + seconds + (ppid << 12));

seed = MD5(a, b);

mklcpr(x) /* not cryptographically significant; shown for completeness */
return ((@xDEECEGED * x + ©x2BBB62DC) >> 1);

MDS() /* a very good standard mixing function, source omitted */

Figure 2: The Netscape 1.1 seeding process: pseudocode.
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Kerberos v4 RNG (1988)

» 1. Time-of-day seconds since UTC 0:00 Jan. 1, 1970
2. Process ID of the Kerberos server process
+ 3. Cumulative count of session keys generated

* 4. Fractional part of time-of-day seconds since UTC 0:00 Jan. 1,
1970 in microseconds

» 5. Hostid of the machine on which the server is running

Kerberos V4 uses the UNIX random function to produce the
random DES keys.

Kerberos first seeds the random number generator with a 32 bit
seed chosen as outlined in above, then it makes two calls to the
random function to get 64 pseudo-random bits. This 64-bit block
has every eighth bit set as a parity bit, leaving a 56-bit DES key.

The random function relies on a 32-bit seed value to determine
the state of the linear feedback shift register used for generating
the pseudo random numbers. Thus, any sequence of numbers
created by the random function, no matter how long, relies solely
on the 32-bit seed value. The entropy of any number sequence
produced by random() has an entropy of only 32 bits.

N

©Petr Hanacek B2A Siide 6

© Petr Hanacek

Strana 1




BZA

Kerberos v4

PHP rand()

RANDOM.ORG PHP rand() on Microsoft Windows

e weess 1D
Seed Component | Tnsider | Outsider
0 <10
0 =
2 Time (pise) . =
20 20
sid 0 20
G Hostid Total Unknown hits | 20 70
T Table 1. Entropy of seed components.
2 prosicuavic i Unpredictable Bits
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TOUR OF ACCOUNTING

NINE NINE $g{', THAT'S THE
OVER HERE NINE NINE SURE PROBLEM
WE HAVE OUR NINE NINE THAT'S WITH RAN-
RANDOM NUMBER RANDOM? DOMNESS:

YOU CAN
NEVER BE
SURE.

GENERATOR.

www.dilbert. com  scottadameBaol com

10|asloy ® 7001 United featere Synaicate. inc

Copyright 3 2681 United Feature Syndicate, Inc.
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Kategorie RNG
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Cryptographic Engineering
» Cetin Kaya Koc: Cryptographic Engineering
» Springer Publishing Company2008
+ ISBN: 0387718168 9780387718163

Cryptographic

Engineering
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number generators

* Werner Schindler: A proposal for: Functionality
classes for random number generatars

» Bundesamt fiir Sicherheitind o
Informationstechnik (BSl), Bo

* Volné dostupné

g
Frmencaier s fot e b ot

©Petr Hanacek

Strana 2




BZA

/ RNG\.

deterministic (true) non-deterministic

/\ AN

pure  hybrid
physical non-physical

/NN

Pozadavky

* (R1) The random numbers should have good
statistical properties.

* (R2) The knowledge of subsequences of random
numbers shall not allow one to practically compute
predecessors or successors or to guess these
numbers with non-negligibly larger probability than
without knowledge of these subsequences.

B2A Side 17

Petr Hanacel
Koc: gryptograpﬁic éngineering, Kap 2

pure  hybrid  pure hybrid
Koc: ggpeggggHrg"Eﬁi%eéngineering, KaE 2 Feaste Koc: gr‘;gggﬂggnﬁﬁegngineering. KaE 2 fon et
Pure DRNG
Generators (DRNGs)
Sp (seed)
I Fiyra;...,Fp1 ER
have been generated, the internal state of the DRNG attains the value s, € S. The
internal finite sets § and R are called the state space and the output space of the DRNG. The
state ------+ 8§, Y —rn=y (Sn) output transition function y: S — R computes the next random number r;, from the
current internal state s,.. Then s, is updated to s, ;| with the state transition function
s .= (S ) 1 random . i.e., 5,41 1= ¢(s,). The first internal state s, is derived from the seed sy, e.g..
n+1:=@ (S, number simply 51 = ¢(s0), or a more complicated mechanism may be used. Clearly, the
seed so determines all internal states 1,52, ... and all random numbers ri,r2,.... In
order to fulfil requirement (R2) the seed must be selected randomly. A pure DRNG
can be described by a 5-tuple
(S.R.¢.w.ps) (2.1)
where ps defines the probability distribution of the random seed. Note, however,
that the seed generation is performed outside the DRNG boundaries. Usually the
seed is generated by a TRNG.
Petr Hanace| B2A Siide 15 Petr Hanagel B2A Siide 16 /
Koc: %agtograghlc ngineering, Kap 2 Koc: %ﬂglograEhlc ngineering, Kap 2
~ ~
Pozadavky Pozadavky
» Backward Secrecy * Forward Secrecy
* (R3) The knowledge of the internal state shall not * (R4) Even the knowledge of the internal state shall
allow one to practically compute ‘old’ random not allow one to practically compute the next
numbers or even a previous internal state or to random numbers or to guess these values with
guess these values with non-negligibly larger non-negligibly larger probability than without the
probability than without knowledge of the internal knowledge of the internal state.
state.
Remark 2.2. (i) Requirements (R3) and (R4) are specific DRNG requirements. For
TRNGs, (R3) and (R4) are usually ‘automatically’ fulfilled if (R2) is valid.
/
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Hybrid DRNG

Sp (seed) &,

internal _ | _ s - — = Wy(sn8,)

additional input

state

random

01 =Py (Sn8n) i number

=3

additional input

Of course, a hybrid DRNG cannot be described by a 5-tuple (S.R. ¢, y, ps) (cf.
(2.1)). Instead, we use a 7-tuple

(S.R.E.On. Y. ps,(gn)nen). 22)

The set £ and the sequence gy Jueny denote the set of additional input data and the
probability distributions of the additional data.

B2A Side 19

tr Han

— oP: o
Koc: ggegtograeﬁi%e ngineering, Kap 2

Example DRNG
* RGB Functional model defined in [NIST800-90]

Consuming Application

Personalisation Siring Additionsl Input

Nonce  Entropy Input

Random Bit Generator (RBG)

Petr Hanace! 824 side 21
01 A%S? g‘t‘mcﬁonait classes _for_random_number_generators

Pet aéek
hitps P ol o Goslide/4805921/

Example: DRNG ANSI X9.17

ANSI X9.17 PRNG
— uses date-time + seed inputs and
3 triple-DES encryptions to
generate new seed & random

Input: two pseudorandom inputs:

— DT, : a 64-bit representation of
the current date/time

— a 64-bit seed V; generated at the
beginning of it" stage

Keys (Ky,K,): all 3DES modules

use the same pair of 56-bit keys

Output: 64-bit pseudorandom
number (R) and 64-bit seed value
Vier)

—R; = EDEy [V, ® EDEy;,[DT|]]
—Vis= EDEy 2[R @ EDEgy o[DTi]]

78

B2A Side 20

“THEORETICAL COMPUTER SCIENTISTS ARGUING

ABOUTRANDOMNUMBER GENERATORS."
BY SIMO GOMEZ 1874

Generators (PTRNGs)

analo® I digital external interface
! i
i i
noise : algorithmic . !
source — postprocessing | buffer 44'
i :
1 (optional) |
i (optional; with or
I without memory)
digitalised internal r.n. external r.n.

analog signal
(das-random numbers)

N
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Koc: gapeggggﬂgneﬁgeéngineering, Kap 2

Priklady realizaci

Radioaktivni rozpad
Sumové diody
Pomalubézné oscilatory
PUF

824 Side 24
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Petr Hanacel
01 A%ﬁ gﬂmcﬁonail classes_for_random_number_generators

PTRNG with two noisy diodes

» Basic design of RNG with noisy diodes

W_ -
digitised
noise
' :
' signal
o]
i
L} 1

[T

ZS§ |

i

! i

B2A Side 25

01

PTRNG with two noisy diodes

+ Variant of the basic design of RNG with noisy
diodes

* The advanced variant of the basic design outputs
the number of Schmitt trigger impulses

T

digitised
noise
signal

N
I -

Petr Hanacek. B2A Siide 26
A%ﬁ gﬂmctlonall classes_for_random_number_generators

Pet ac
01 A%S? ?\‘Aﬁgﬂgﬁa ity classes for_random_number_generators

Examples of self-protection in PTRNG
based on noise diodes

» Examples of self-protection in PTRNG based on
noise diodes

Stability against changes of

power supply

I

iH

Total falure tes!
of noise source!

Quality st
of intemal random numbers

B2A Side 27

P
Koc: %ﬂeglograghlc ngineering, Kap 2

Non-physical True Random Number
Generators (NPTRNGs)

digital data external interface
entropy algorithmic
source | * |postprocessing| —, "|buffer| =
(with or without | (oPtional)
memory) |
random raw bits internal r.n. external r.n.

tr Hanacel B2A sido 28

0

Example of NPTRNG

* Example: Linux NPTRNG E E
= ]

Petr Hanacek B2A side 29
1 A%S? g‘t‘mc ionality_classes_for_random_number_generators

N
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Functionality classes

/. PTG.3 |+ Highest class: strong physical
DRG

noise source with crypto-

graphic postprocessing
PTG.2 |~ Pure RTRNGs
|

— Increasing requirements
— Increasing requirements

RNG class

+ DRG.A1

— DRNG with forward secrecy according to [ISO18031]
- DRG.2

— DRG.1 with additional backward secrecy according to [ISO18031]
+ DRG.3

— DRG.2 with additi I} d back
+ DRG.4

— DRG.3 with
* PTG.1

— Physical RNG with internal tests that detect a total failure of the entropy source and
non-tolerable statistical defects of the internal random numbers

d secrecy

forward y (hybrid DRNG)

© Petr Hanacek

+ PTG.2
D RG [ PTG . 1 ] [ NTG B 1 ] — additionally a stochastic model of the entropy source and statistical tests of the
raw random numbers (instead of the internal random numbers)
+ PTG.3
DRNGs PTRNGs NTRNGs — PTG.2, additionally with cryptographic post-processing (hybrid PTRNG)
* NTG.1
\ / — Non-physical true RNG with entropy estimation /
Credigm!err#earrgtﬁsl#dler s 01 A%%%"ﬂ%gﬂgﬁ;ﬁm classes_for_random_number_generators s
e DRG.1 DRG.2 N
DRG.3 DRG.4
Seed Seed
Seed
y v
(P Internal (p Internal Internal Internal
state state (p state state
Output Output
Output Output i ?
Random number Random number
\_ Random number Random number generator output generator output Y
01 generator OUtPUt generator OUtpu‘ OTA%%q";L‘Aﬁgégga ity classes for_random_number _generators e
PTG.1, PTG.2 PTG.3
PTG.1 PTG2 PTG.3
Raw random Raw randem
signal signal Ra\:l;zr’;?om
Raw random Raw random
sequence sequence Raw random
sequence
Post- Post-
processing processing
Internal Intemal DR
randem random
random
sequence
Petr Hanace 822 5ide 35 Petr Hanace 822 5ide 36 /
01 A%S? H‘L‘mc ionality_classes_for_random_number_generators 01 A%S? H‘L‘mc ionality_classes_for_random_number_generators
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Raw random

signal
Rated
raw random
sequence
Entropy
pool

EJ

hialat it

o
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Petr Hanacel
01 A%ﬁ gllmc(alonail classes_for_random_number_generators

P
Sourc%:

NIST Test Suite

The NIST Test Suite consists of 16 statistical tests that were

developed to test the randomness of binary sequences .

The Frequency (Monobat) Test
Frequency Test within a Block
The Runs Tests

Test for the Longest-Run-of-Ones
in a Block

The Binary Matrix Rank Test
The Discrete Fourier Transform

L1. The linear Complexity Test

%

(Spectral) Test {. The Sum
T'he Non-overlapping Template (Lusu

Matching Test 15. The R ur
The Overlapping Template 16. The

Matching Test Test

ﬁ‘gl}lanééek B2A Siide 38

NIST Test Suite

The NIST Statistical Test Suite

xRNG/LinuxRNG_EN.pdf
« Documentation and Analysis of the Linux R}

Generator

Version: 25

Documentation and Analysis
of the Linux Random Number

TS

©Pﬁ{§(“a"é"ff

© Petr Hanacek

T
Documentation and Analysis of the Linux Random Number Generator Version: 2.5 htty s:?

nternal state kept in three entropy pools:

> Primary (512 B), secondary (128 B), and urandom (128 B)

» Entropy sources add data to the primary (or secondary) pool
» Qutput generated from secondary/urandom pool

\ o I
Lol o] ciiion |—sism iasvtsncom
| e (Rl O o

| Entropy Sources/ Py
] " Poal
V7 ¢ +| tewe

N e — MavuTIRGSM
it ] | ! get_random_bytes
\_ / ! B —
\ / T i -

» Entropy extraction/transfer => feedback (hash of extracted bits)
» Each pool has its own entropy estimation counter
* Important especially for secondary pool

Strings Viewed As Look for Complexity/
Random Walks Patterns Compression
Frequency Runs Long Rank
Runs
Block Aperiodic | Universal | Spectral
Frequency Templates | Statistical
Cumulative Sum | Periodic Serial Lempel-Ziv
Templates Complexity
Random Approximate Entropy | Linear
Excursions Complexity
(Variant)
Sourg!’mélﬁanééek B24 Elde 23 k ©Petr Hanacek BZA Siide 40 /
Pools and counters
https://www.bsi.bun: hare Dowr]| o |

5 wn e
A 2% ~xkrhovj/lectures/2006_PA168_LinuxRNG._sldes.pdf
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Pools and counters I

entrapy
sources

entropy
lestimation)

entropy :

input pool ]

Blocking
(re R T2

idev/random

idevjurandom

transfer A

entropy extraction random number
generation

B2A Side 43

ha Petr Hanaé
ht(E:/Eseersricségeﬁfgh%amck/sl\des/s\ides devrand pdf

Relationship of entropy pools, ChaCha20-
DRNG and entropy sources

. URL
. /devirandom Jdeviurandom
getrandom) getrandomi)
stract antragy_stors atruct cmg_state
blocking_pool
) haCh:
{Output-Pool) echess
T R
-
struct entrogy_stere e
RO - —
S ang % rast_peel
"'Ac\.\,“

fast_pool
i

Time variance
calculation with
300 _tiner_randomnets

8dd device add hwgenerator add _input  add disk  add_interrupt
rand r

%

Petr Hanag B2A Side 44
Docu%\enlal\"{‘)n ande nalysis of the Linux Random Number Generator Version: 2.5

ChaCha20
* ChaCha 20 is a stream cipher developed by Daniel
Bernstein.
« Itis a refinement of the Salsa 20 cipher.
* ChaCha 20 works on 4 byte words, takes 16 words
of plaintext and outputs 16 words of ciphertext

la b e r

—

Initial state of ChaCha
Cons Cons Cons Cons -—

[E7
Petr Hanaéek

https://en.wikipedia.org/wiki/Salsa20

Noise sources

+ Device drivers may provide data that the device driver author believes to
contain some randomness via the add_device_randomness API.

« The Linux kernel implements device drivers for hardware random number
generators. They may provide true random data via the
add_hwgenerator_randomness API. Such hardware random number
generators are available in specialized hardware only.

« HID such as keyboard or mice form the next noise source used by the
Linux-RNG and may provide entropy via the add_input_randomness
API. The data obtained by HID events such as a pressed key or mouse
movementis supplemented with a time stamp that the Linux-RNG obtains
when an event arrives using the add_timer_randomness function.

« Hardware events pertaining to any kind of block devices such as hard
disks are obtained by the Linux-RNG with the add_disk_randomness
API forming another noise source. Events cover read and write
operations of a hard disk. The Linux-RNG adds a time stamp to each disk
event by invoking the add_timer_randomness function.

* When an interrupt arrives, the Linux-RNG is triggered with the
add_interrupt_randomness API. For each received interrupt, the Linux-
RNG obtains a time stamp and supplemental data which is fed into a
fast_pool instance that is local to the CPU on which the interrupt is
processed. The use of fast_pool instead of injecting the data directly into /

k © Wéﬁ RGWWWWWW— B2A Side 48
Documentatiol anoe nazz\s of the Linux Random Number Generator Vérsion: 2.5

add_input_randomness

* The add_input_randomness function uses the
following values as event value that will eventually
be mixed into the input_pool:

 low 4 bits of the event type @ event code & high 4
bits of the event code @ event value

Pet acé
Docuontation S Analysis of the Linux Random Number Generator Version: 2.5

B2A Side 47

Physical Unclonable Functions

(PUFs)

824 Side 48

HanaRbR' 894185 ~ Cryptography for WSN

© Petr Hanacek
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(PUFs)

» Extract secrets from a complex physical system

» Because of random process variations, no two integrated circuits
even with the same layouts are identical

— Variation is inherent in fabrication process
— Hard to remove or predict
— Relative variation increases as the fabrication process advances

» Delay-Based Silicon PUF concept

— Generate secret keys from unique delay characteristics
of each processor chip

Response

Challenge
n-bits

c-bits I

Combinatorial
I Circuit

An Arbiter-Based Silicon PUF

c-bit 0 0 !

Challenge l l l

1 if top

I path is
Rising faster,
Edge else 0

Response

«Compare two paths with an identical delay in design

—Random process variation determines which path is
faster

—An arbiter outputs 1-bit digital response
<Multiple bits can be obtained by use different challenges

Credits: Steve Trimberge:

BZA Side 49

Fh\néﬁgf(','gﬂér?& — Cryptography for WSN

—Each challenge selects a unique pair of delayitpaths Trimberger

B2A Side 50

\_ N
Hana®6R' 874785 — Cryptography for WSN

mechanisms
* PUF can be used in practice for four different
security mechanisms - for creating unique
identifiers for a particular hardware chip (chip
signature), for cryptographic authentication, as a
source of cryptographic keys for the specific
device and as a random number generator.
Implementation of cryptographic mechanisms uses
three basic properties of PUF:
— « Inter-chip variation - when generating a bit string using PUF
on two different chips, we get two different bit strings.
— < Intra-chip variation - when generating multiple bit strings
using the same PUF chip, we get different bit strings.
— * Challenge-response property - when generating a bit string
using the PUF by entering different challenges we get different
responses.

B2A Side 51

rﬁé@éﬁ{g%ﬁ?&é — Cryptography for WSN

~ s /

©Petr Hanacek

© Petr Hanacek
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A proposal for: Functionality classes for randonminer generators

4.

256

257

4.1.

258

259

260

261

262

Pre-defined RNG Classes

This chapter defines classes of PTRNG, NPTRNG aRM® for typical use cases. These
classes are hierarchically organized. The defimitmf these classes is accompanied by
application notes explaining their security cagtied and quality metrics.

This chapter also identifies the minimum informatiExpected from the technical point of view
to fulfil the assurance requirements addressechénRP or ST. The following paragraphs
identify the lowest assurance elements descrildiegrélevant evidence. If the ST requires a
component hierarchical to the mentioned assuraongonent, the equivalent element of the
hierarchically-higher component will require analegnformation.

Overview of pre-defined RNG classes

This section defines pre-defined RNG classes basedhe component FCS _RNG.1. It
describes the specific evidence necessary forvakiation of an RNG class based on a chosen
EAL according to the CEM.

The security functional requirements of the RNGsslaare described by means of the
component FCS_RNG.1 where

the RNG type is selected,
the security capabilities are assigned,
the quality metric is assigned.

The developer shall provide specific informatiorsatibing how the RNG meets the assurance
requirements expressed in a PP or ST for the $gdumctional requirements described in
FCS_RNG.1.

If the ST defines in FCS_RNG.1 that the TOE supponrte of the pre-defined RNG classes, the
developer is expected to provide specific inforaratand evidence for the assigned security
capabilities and quality of the random numbers sdiog to the content and presentation of
elements for the assurance components selectdueilST. If the ST requires a component
hierarchical to the mentioned assurance componém, equivalent element of the
hierarchically-higher component will require analegnformation.

The pre-defined RNG classes relate to those destiibb [AIS20] and [AIS31] as follows
(coarse comparisons):

Comparable to
[AIS20] or [AIS31] Comment
class

RNG
class

Physical RNG with internal tests that detect a lfota
PTG.1 AIS31, P1 failure of the entropy source and non-tolerabléstteal
defects of the internal random numbers

PTG.2 AIS31, P2 PTG.1, additionally a stochastic model of the gutro
source and statistical tests of the raw random musnhb

18 September 2011 AIS 20/ AIS 31 page 67



A proposal for: Functionality classes for randonminer generators

D

) to

RNG Comparable to
[AIS20] or [AIS31] Comment
class
class
(instead of the internal random numbers)
PTG.2, additionally with cryptographic post-prodegs
PTG.3 No counterpart (hybrid PTRNG)
DRG.1 | AIS20, K2, partly K3 DRNG with forward secrecy according to [ISO18031
DRG.1 with additional backward secrecy accordin
DRG.2 AIS20, K3 [1S018031]
DRG.3 AIS20, K4 DRG.2 with additional enhanced heaid secrecy
DRG.3 with additional enhanced forward secrecy
DRG.4 No counterpart (hybrid DRNG)
NTG.1 No counterpart Non-physical true RNG withrepy estimation

263 The following figures illustrate different classeSRNGs. We point out that other realizations
of these classes are possible. The pictures sh@inlnthe total failure tests, in red the online
tests and in dark green known-answer-tests.

PTG.1

Entropy
source

Raw random
signal

Total failure test
of the source

=" =
Raw random Raw random
sequence sequence
P
Post-
processing processing

Internal Internal
random random
sequence sequence J

v y

Output Output

PTG.2

Entropy
source

Raw random
signal

Total failure test
of the source

Figure 3: Example of PTRNGs that belong to thege®red classes PTG.1 and PTG.2

18 September 2011

AIS 20/ AIS 31 page 68



A proposal for: Functionality classes for randonminer generators

PTG.3 NTG.1
Entropy Entropy Entropy Entropy
source 50‘:"33 sot;rce sot:'rce
Raw random
signal v Raw random
. signal
Total failure test
of the source
Rated Entropy estimation
RaW randan raw random of the input
sequence sequence
y
DRNG |
Internal
random
sequence J
y

Figure 4: Example of a PTG.3 and NTG.1 that beldndke pre-defined class PTG.3 and
NTG.1

264 The DRNG classes are illustrated by the followimifes @ - state transition functiot,
output function,A—}l— B - symbol for a one-way functiar the state transition functiog
and the extended output functign* ):

18 September 2011 AIS 20/ AIS 31 page 69



A proposal for: Functionality classes for randonminer generators

Figure 5: Examples of DRNGs that belong to thedqefred classes DRG.1 and DRG.2

Figure 6: Examples of DRNGs that belong to thedqefined classes DRG.3 and DRG.4

DRG.1

Seed

Output

'

Random number
generator output

DRG.3

Seed

v

Internal
state

v

Output

'

Random number
generator output

DRG.2

Seed

Output

'

DRG.4

Internal
state

Vv

Output

'

Random number
generator output

Random number
generator output

refresh

18 September 2011
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4.2.

265

266

267

268

269

270

4.3.

271

272

4.3.1.

273

General Remarks (Exemplary applications, side-charel attacks, fault attacks)

In the description of the particular pre-defined ®RNtlasses below possible (exemplary)
cryptographic applications are mentioned that ghaliivate the class definitions. We point out
that these examples are informative only. In suclinarelated real-world applications there
might be special (additional) requirements on #r@om numbers, which make it necessary or
at least advisable to select an RNG from a higHassc Similarly, possible progress in
cryptanalysis might implicate the selection of FgRNG classes in the future. The designer of
an application is responsible for the choice odppropriate RNG.

Implementation attacks, in particular side-charattdcks and fault attacks, constitute serious
threats against cryptographic implementations.diyally, also RNGs might be concerned.

(DRNGS): Although irrelevant from a cryptanalytitodical) point of view in the light of
implementation attacks (in particular, of side-amelnattacks) we recommend to use different
instantiations of a DRNG for different applicatiorsd maybe even for different tasks within
one application (e.g., random numbers remain se@etiom numbers remain unknown apart
from legitimate users, random numbers might belaked later, random numbers are open).
Otherwise the attacker might try to perform a sslannel attack, which exploits the known
random numbers to recover the internal state, whlietermines at least all future random
numbers.

(DRNG): To prevent side-channel attacks it mighté@mmendable not to keep secret parts of
the internal state constant. This would be the, ,dasenstance, for a DRNG that uses a block
cipher with constant secret key in OFB mode.

(PTG.3) + (DRG.4): Hybrid RNGs combine security gedies of both PTRNGs and DRNGs.
One may hope that the combination of both an an@lqmart and algorithmic post-processing
might also help to harden RNG implementations agaitle-channel attacks and fault attacks.

From a logical point of view statistical tests dme toutput data of a cryptographic post-
processing algorithm are pointless. However, onte®s might serve as additional security
measure that might detect fault attacks.

Class PTG.1

The class PTG.1 defines requirements for PTRNG&hwimight be used to generate random
numbers for cryptographic applications, where th@dom numbers need not meet any
unpredictability properties, neither in the pastimahe future.

The required quality metric of PTG.1 does not prévilnat the random numbers might be
guessed.

Security functional requirements for the RNG clas$TG.1

The functional security requirements of the claB&R are defined by component FCS_RNG.1
with specific operations as given below.

FCS_RNG.1 Random number generation (Class PTG.1)
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FCS_RNG.1.1 The TSF shall provide physicaf® random number generator that
implements:

(PTG.1.1) A total failure test detects a total dad of the entropy source immediately
when the RNG has started. When a total failureateded, no random
numbers will be output.

(PTG.1.2) If a total failure of the entropy souroecurs while the RNG is being
operated, the RNG [selection: prevents the outfuiny internal random
numbers that depend on raw random numbers generafted the total
failure occurred, generates the internal random bers with a post-
processing algorithm of class DRG.1 until the owitpf further internal
random numbers is prevented)].

(PTG.1.3) The online test detects non-tolerabletisdsieal defects of the internal
random numbers. The online test is [selection:geiged externally, applied
after regular intervals, applied continuously, ajgpl upon specified internal
events]. When a defect is detected, the outputrtsfer random numbers is
prevented.

(PTG.1.4) Within one year of typical use, the piuliy that an online alarm occurs is
in the order ofLO™® or larger if the RNG works propeffy

FCS_RNG.1.2 The TSF shall provide [selectibits, octets of bits, numbers [assignment:
format of the numberkthat meet:

(PTG.1.5) Test procedure A [assignment: additiosEndard test suites] does not
distinguish the internal random numbers from outpeguences of an ideal
RNG.*

4.3.2. Application notes

274 An RNG of class PTG.1 shall generate true randomhaus based on an entropy source. A
total breakdown of the entropy source causes zetomy for future raw random numbers.
Moreover, a failure of the digitization of the amglie signal of the post-processing algorithm
might cause defects of the internal random numbigne. total failure test and the online test
shall detect those types of errors, and the TOR prevent output of random numbers of poor
quality.

275 The total failure test may detect
(i) the breakdown of the entropy source by analyzire raw random signal, or

(i) the total failure of the entropy source indlugl the digitization by analyzing the raw
random number sequence.

?[selection:physical, non-physical true, deterministic, hyhpiaysical, hybrid determinisfic
21 [assignmenttist of security capabilitids
2 [assighmenta defined quality metrjc
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The total failure test must consider the physicaigiple of the entropy source. In case (i), the
total failure test may measure the physical entiffgct. In case (i), the breakdown analysis of
the entropy source usually identifies characterigi@atterns in the raw random signal (e.g.,
constant sequences, meanders) that can be detgit&ty by a suitable test.

If a total failure of the entropy source occurstittal failure test might need some time to detect
this failure, and the post-processing mechanisnhtriglay the effect of the non-random raw

random numbers on the output random numbers. Ti® REG.1.1 clause (PTG.1) explains

the response of the RNG when a total failure of éméropy source has been detected:
preventing the output of random numbers. FCS_RNCGlhuse (PTG.1.2) addresses the time
between the occurrence and the detection of a fatale. The selection covers two types of

post-processing algorithms:

Case (i): The post-processing mechanism genenatizmal random numbers that depend only
on some fixed number of raw random signals (eltg, ihternal random number might be
calculated from a raw random number sequence shsiored in a first-in, first-out memory).
After a total failure, the raw random signal losesy randomness, and the generated raw
random numbers affect the generated internal rangembers in a deterministic way. After
some time, the internal random numbers are gemkm@iéy from non-random raw random
numbers. No later than this point the RNG shallen the output of internal random numbers
because they hawmmpletely been generatafter a total failure of the entropy soutce

Case (ii): The internal random numbers might ppatly depend on an unlimited number of
raw random numbers (memory!), although the intestate is finite (e.g., the internal random
numbers are calculated from raw random numbersatteastored in a feedback shift register).
Therefore, the internal random numbers still depemdtruly random” raw random numbers,
which have been generated before the entropy sdwasdroken down.. The RN@enerates
output with a post-processing mechanism of clas& RRintil the RNG prevents the output of
internal random numbersyhich ensures the quality of the internal random numbdarsg the
time between occurrence and detection of a totiairéa as required by element FCS_RNG.1.1
clause (PTG.1.2).

The online test shall detect non-tolerable statitilefects of the internal random numbers. As
distinct from a total failure, these defects uguakn be detected only by statistical tests. The
FCS_RNG.1.1 clause (PTG.1.3) addresses the camglitioder which the online tests shall be
executed. The FCS_RNG.1.1 clause (PTG.1.4) ensia¢the online test is sharp enough to
detect statistical defects. Theurse of one year of typical use of the Ris@efined by the use
of the TOE or by additional evidence provided by tleveloper. If the internal random numbers
pass the online test, the TOE design shall enqwaethe output random numbers meet the
quality described in (PTG.1.5).

If the tot test and / or the online test are not pathe TOE but to be implemented later as an
external security measure the applicant must suarsgiecification of the test(s), a justification

for effectiveness and a reference implementatidre Juitability of the tot test and the online

test shall be verified based on the reference imeigation. In the positive case the RNG is said
to be PTG.1 compliant under the condition thatfih@ implementation meets the specification

in the user manual (to be checked in a composdahkiation).

The developer may or may not assign additionaldstahtest suites (i.e. the assignment may be
empty) in the element FCS_RNG.1.2 clause (PTG.I'g element FCS_RNG.1.2 clause
(PTG.1.5) demands that the application of test gutape A and - if assigned — of additional
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4.4,

282

283

284

285

4.4.1.

standard test suites does not reject the null ingsid “the internal random numbers were
generated by an ideal random generator”. The samérement is demanded for classes PTG.2
and DRG.1. The efforts of testing depend on theneld resistance (in the ST) against attacks
(cf. selected component of the family AVA VAN). Thevaluator may apply additional
statistical tests as penetration tests. Note thiatrequirement does not necessarily imply that
the rejection probability for the internal randomnmbers equals the rejection probability of
sequences from ideal RNGs. Moreover, even this resdth property is weaker than
Requirements PTG.3.8, DRG.2.5, DRG.3.5 and DRG.4.7.

Class PTG.2
The class PTG.2 defines requirements for RNGs d&eério generate, for example:
cryptographic keys (e.g., for block ciphers oriR8A),
random padding bits,
seeds for DRNGs of the classes DRG.1, DRG.2, DRGIRG .4, or

cryptographic applications with similar requirenger(in particular, secrecy of the
random numbers)

(cf. also par. 265). Roughly speaking, PTG.2 cantort RNGs generate high-entropy random
numbers. These random numbers may not be pragticallstinguishable from independent
uniformly distributed random numbers (output from i@eal RNG). The entropy shall in

particular prevent successful guessing attacks.pamticular, class PTG.2 includes the
applications for class PTG.1.

The PTG.2 class specification allows that the maerandom numbers may have a small
entropy defect, e.g. due to a small bias. When feethe generation of ephemeral keys for
DSA signatures or ECDSA signatures, for examplpo@@ntial attacker might try to combine
information from many signatures, resp. on seveglemeral keys. Although no concrete
attack is known to date to stay on the safe sidaeght be favourable to use a class PTG.3 RNG
as a measure of precaution. Similar consideratioitg for any other applications, too, where an
attacker might be able to collect information onngpnanternal random numbers. The practical
relevance of this potential vulnerability clearlgpnds on the concrete application.

The PTG.2 class specification does not require st-jpancessing algorithm if the raw random
numbers are already good enough. However, evenittmeight be reasonable to apply a post-
processing algorithm with memory. The post-progessalgorithm might smooth a bias or
short-term dependencies. Even if it is not datajm@ssing the entropy of its internal state
might compensate entropy defects of the raw randembers provided that in the course of the
time more random raw bits are fed into the postessing algorithm than outputted by the
PTRNG.

For a PTG.2 RNG the post-processing algorithmt (#ists) may not be cryptographic. If the
post-processing algorithm belongs to class DRG&&p.reven to DRG.3, (viewed as a free-
running DRNG) this extends the reaction time upomotal failure of the entropy source

(PTG.2.2), resp. the PTRNG may even belong to ¢¥d$3.3 (cf. PTG.3.6).

Security functional requirements for the RNG clas$TG.2
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286 Functional security requirements of the class PT&e defined by component FCS_RNG.1
with specific operations as given below.

FCS_RNG.1 Random number generation (Class PTG.2)

FCS_RNG.1.1 The TSF shall provide ghysical®® random number generator that
implements:

(PTG.2.1) A total failure test detects a total fiafl of entropy source immediately when
the RNG has started. When a total failure is det,cho random numbers
will be output.

(PTG.2.2) If a total failure of the entropy souroecurs while the RNG is being
operated, the RNG [selection: prevents the outfuiny internal random
number that depends on some raw random numbers tthae been
generated after the total failure of the entropuree, generates the internal
random numbers with a post-processing algorithnclags DRG.2 as long
as its internal state entropy guarantees the claimetput entropy].

(PTG.2.3) The online test shall detect non-tolezabtatistical defects of the raw
random number sequence (i) immediately when the R&iGstarted, and
(if) while the RNG is being operated. The TSF nmastoutput any random
numbers before the power-up online test has fiisuecessfully or when a
defect has been detected.

(PTG.2.4) The online test procedure shall be affectto detect non-tolerable
weaknesses of the random numbers soon.

(PTG.2.5) The online test procedure checks theitguaf the raw random number
sequence. It is triggered [selection: externallyt eegular intervals,
continuously, applied upon specified internal espnThe online test is
suitable for detecting non-tolerable statisticalfelds of the statistical
properties of the raw random numbers within an atable period of timé'

FCS_RNG.1.2 The TSF shall provide [selectibits, octets of bits, numbers [assignment:
format of the numberkthat meet:

(PTG.2.6) Test procedure A [assignment: additiosEndard test suites] does not
distinguish the internal random numbers from outpejuences of an ideal
RNG.
(PTG.2.7) The average Shannon entropy per intaaralom bit exceeds 0.997.
4.4.2. Application notes
287 The class PTG.2 includes the requirements of cRE&.1 for the security capabilities

(PTG.1.1) (PTG.1.3) and (PTG.1.4) as defined indlement FCS_RNG.1.1. It reformulates
(PTG.1.2) in the form of (PTG.2.2). The securitypahility of an online test of the internal

3 [selection:physical, non-physical true, deterministic, hyhpiaysical, hybrid determinisfic
24 [assighmenttist of security capabilitids
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random numbers is replaced by online tests of alaerandom number sequence, i.e., tests are
oriented towards the entropy source. It adds reqénts for the minimum entropy of random
numbers.

The element FCS_RNG.1.1 clause (PTG.2.2) addressmrgity capabilities that shall ensure
the quality of outputted internal random numbensvieen the occurrence and the detection of a
total failure of the entropy source. It allows thetput of some internal random numbers that
depend on some raw random numbers with zero enifdipg post-processing algorithm can be
viewed as a DRNG of class DRGIR2.the PTRNG had worked properly before the total
breakdown of the entropy source, the entropy ofititernal state should be maximal, which
limits the maximal number of internal random nunsbitat may be outputted (PTG.2.7). Let
denote the ratio of the bit length of the interstate of the DRNG and the bit size of the internal
random numbers. Under the assumption that the DRBESappropriate mixing properties the
RNG may output at mostinternal random numbers that depend on some ragdora numbers
that have been generated after the total failutbeentropy source in order to ensure sufficient
entropy of the internal random numbers. (Recall BBG.1.2 only demands a post-processing
algorithm of the weaker class DRG.1, and therecisupper bound for the outputted internal
random numbers.)

The entropy source might be affected, for instartpe,aging, tolerances of components,
environmental stress, or events like the failureaiticular components (e.g., if the PTRNG
comprises more than one entropy source). Thesersactight decrease the entropy of the raw
random signal, but might not result in total fadwf the (overall) entropy source. Such defects
shall be detected by the online test of the raw@annumber sequence required in the element
FCS_RNG.1.1 clause (PTG.2.3).

The element FCS_RNG.1.1 requires in clause (PTa2®nline test that detects non-tolerable
statistical defects of theaw random numbersThe online test of the raw random number
sequence in (PTG.2.3) analyses the digitized ranglgnal before post-processing while online
tests of the internal random numbers in (PTG.10Bkitler the post-processed random numbers.
Note that the online tests for the raw random numiiskall be selected such that the tested
statistical properties correspond to possible @ntrdefects. This is usually not the case for
blackbox tests. The rationale for the online te$tthe raw random number sequence must be
based on stochastic models of the entropy souttee.ofiline test procedure shall consider the
statistical properties of the raw random numbelsisTthe online tests are usually applied to the
raw random numbers. Note, however, that this reguént does not categorically exclude that
(in exceptional cases) the online test might opecat analogue values (e.g., to estimate the
jitter) or on the internal random numbers. Examplesume that the RNG generates iid (maybe
strongly) biased das random bits (stochastic model), and that the post-processiggri#hm
Xors non-overlapping pairs of das random bits. Tieninternal random numbers are also iid,
and the online test could be applied to the interaradom numbers as well, indirectly verifying
the quality of raw random numbers. In this scenarformation on statistical properties of the
raw random numbers (here: bias) can easily bel&i@asinto information on the raw random
numbers, and this essentially corresponds withopgtr However, even then it might be
reasonable to test the raw random numbers sinega tleviation of the distribution of the raw
random numbers implies only a significantly smatlewiation in the internal random numbers,
which might be more difficult to detect.

If the tot test and / or the online test are nat pathe TOE but to be implemented later as an
external security measure the applicant must suarsgiecification of the test(s), a justification
for effectiveness and a reference implementatidme Juitability of the tot test and the online
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test shall be verified based on the reference imelgation. In the positive case the RNG is said
to be PTG.2 compliant under the condition thatfihal implementation meets the specification
in the user manual (to be checked in a composdakiation).

292 If the post-processing algorithm does not reduae dkerage entropy per bit, the average
entropy per internal random bit equals at leasttlerage entropy per raw random bit.

293 The term “power-up test” in clause (PTG.2.3) adskeesthe online test of the raw random
number sequence when the RNG is started after @ flas been powered up (after being
powered off), reset, rebooted etc., or after theragon of the RNG has been stopped (e.g., to
reduce the power consumption of the TOE). If thdRRG does not apply a post-processing
algorithm (or formally: if it applies the identitpapping), the internal random numbers coincide
with the raw random signals. In this case, the sdau(PTG.2.3) and (PTG.2.5) will cover
(PTG.1.3) and (PTG.1.4). If the RNG applies a gwstessing algorithm, the raw random
signals and the internal random numbers usuallg lifferent statistical properties. If the raw
random number sequence passes the online testf dhe post-processing algorithm works
correctly, the internal random numbers will haverapriate properties (in particular, sufficient
entropy). A temporary or permanent failure in tmeplementation of the post-processing
algorithm might result in non-tolerable entropyetd$ of the internal random numbers (at least
the post-processing algorithm does not work as @rg® For many post-processing
algorithms, it seems hardly possible to implemeffiéctive statistical tests on the internal
random numbers, e.g., because post-processingasdienplicated dependencies between the
internal random numbers. The correctness of theefahnistic) post-processing may be
checked while the PTRNG is in operation, e.g., lsnawn answer test (cf. FPT_TST.1 TSF
test).

294 The element FCS_RNG.1.2 clause (PTG.2.7) demaradgite average Shannon entropy is at
least 0.997 per internal random bit. If the rawd@n numbers are binary-valued the entropy
may be checked by the statistical test proceduses Blescribed above. (Note that if the raw
random numbers are Markovian, i.e. if there are mgher dependencies than 1-step
dependencies, Step 1 and Step 2 of test procedinéidate an entropy defect per das random
bit of less than 0.002. If the das bits are iid ¢éiméropy defect per bit does not exceed 0.0002.)
Note that the Min-entropy is the most generallylaaple entropy measure that can be used to
estimate the guesswork in vulnerability analysig,the min-entropy is difficult to quantify.

295 The developer may or may not assign additionaldeites (i.e. the assignment may be empty)
in the element FCS_RNG.1.2 clause (PTG.2.6). Temeht FCS_RNG.1.2 clause (PTG.2.6)
demands that the application of test procedure d\-ahassigned — of additional standard test
suites does not reject the null hypothesis “therimdl random numbers were generated by an
ideal random number generator”. The same requireisedemanded for classes PTG.1 and
DRG.1. The efforts of testing depend on the claimesistance (in the ST) against attacks (cf.
selected component of the family AVA_VAN). The awator may apply additional statistical
tests as penetration tests. Note that this reqeinésioes not necessarily imply that the rejection
probability for the internal random numbers equlsrejection probability for sequences from
ideal RNGs. Moreover, even this enhanced propertweaker than Requirements PTG.3.8,
DRG.2.5, DRG.3.5 and DRG.4.7.

4.4.3. Further aspects

296 The developershall provide evidence that the entropy of the intemaldom numbers is
sufficiently large. The evidence comprises a stetibanodel (cf. subsection 2.4.1 on pp. 39)
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tailored to the TOE design and substantiated kiststal tests. There is only one level of detail
in the description of the stochastic model, irretipe of the chosen EAL. Below this guidance
describes explicitly two evaluation methods Mett#odnd Method B, which may be applied to
PTRNGs that generate 1-bit raw random numbers.

Method A

A.1 On the basis of the stochastic model, the dgezlshows that the raw random numbers are
stationary distributed, and that there are no Smmt (long-step) dependencies, which are not
covered by the statistical tests from test prooediur

A.2 The raw random numbers pass the statistical pescedure B under all relevant
environmental conditions.

A.3 The developer verifies that the post-processilggrithm does not reduce the entropy per
bit. Alternatively, the developer provides evideticat the average entropy per internal random
number remains sufficiently large.

A.4 The internal random numbers pass the statistiest procedure A (and other statistical
standard test suites if applied) under all releesmvironmental conditions.

Method B

B.1 On the basis of the stochastic model, the dgeslshows that the raw random numbers are
stationary distributed, and that there are no Bagnit (long-step) dependencies that are not
covered by the statistical tests from test prooediur

B.2 The developer verifies on the basis of thelsstic model that due to the post-processing
algorithm the entropy per internal random numbersisficiently large. Under suitable
conditions test procedure B might support this goal

B.3 The internal random numbers pass the statigtsa procedures A (and other statistical
standard test suites if applied) and test proceduBeunder all relevant environmental
conditions.

In Evaluation Method A, the raw random numbers phssstatistical test suite B under all
relevant environmental conditions. In particultie tiverage entropy per raw random number is
sufficiently large. Hence, the post-processing algm need not increase the entropy per bit.
The identity mapping is allowed, which means ‘ngtgarocessing’.

If Evaluation Method B is applied, three casespassible: (i) test suite B does implicitly verify
the entropy of the raw random numbers, and tede diis passed; (ii)_test suite B does
implicitly verify the entropy of the raw random nbars, and test suite B fails; or (iii) test suite
B cannot be applied or is not applicable to the ramdom numbers, e.g. because there is no
access to the raw random numbers or the raw ramdombers are not binary-valued.

Evaluation Method A and Evaluation Method B consitlie case that the PTRNG generates a
single raw random bit per time unit. If the entragmyurce generates gk1) — bit raw random
numbers, additional problems might occur (e.g.,edeencies between the bits of each k-bit
raw random number, different statistical behavioluthe particular bit traces) and thus must be
considered. The evaluation may follow the line ofaliation Method A or of Evaluation
Method B described above. Depending on the con&€RNG design, this might require the
specification of a new test suite B’, which shadl & least as effective as test suite B under the
conditions of Evaluation Method A, or of Evaluatibtethod B, respectively. The effectiveness
of the chosen test suite B’ shall be verified.

In the definition of the different evaluation metisp environmental conditions are viewed as
relevant if they either (i) belong to the specifi@shge of admissible working conditions, or (ii)
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lie outside that range but cannot reliably be detbby anti-tamper measures (e.g., by sensors)
although they may affect the behaviour of the gmtrsource.

301 Every statistical test considers only particulaatistical properties. In particular, there are no
generally-applicable blackbox tests that providibée entropy estimates for random numbers.
To be recognized as effective for a positive vesifion of security properties, a statistical test
must be based on a stochastic model.

45, Class PTG.3

302 The class PTG.3 defines requirements for RNGsdthalt be appropriate for any cryptographic
applications, in particular including those for PEZGUnlike PTG.2 - PTRNGSs the security of
PTG.3 - PTRNGs does not only rely on one secunitghar but on two security anchors:
information-theoretical security ensured on thegitgl part of the RNGand computational
security ensured on the properties of the crypfgcapost-processing algorithm. In particular,
the internal random numbers will not show any Inieisshort term dependencies.

303 PTG.3 is the strongest class that is defined & deicument. PTG.3 conformant PTRNGs may
be used for any cryptographic application. TypiEdlG.3 applications are the generation of
ephemeral keys for DSA signatures and for ECDSA&igres, for instance.

304 Class PTG.3 demands a post-processing algorithmmeéimory that (interpreted as a DRNG) is
DRG.3-conformant (cf. chapter 4.8) even if its indata are known at some point in time. In
particular, the state transition functigh and the extended output functign* of this DRNG

are cryptographic one-way functions.
45.1. Security functional requirements for the RNG clas$?TG.3

305 Functional security requirements of the class PT&e defined by component FCS_RNG.1
with the specific operations given below.

FCS_RNG.1 Random number generation (Class PTG.3)

FCS_RNG.1.1 The TSF shall providehgbrid physicaf® random number generator that
implements:

(PTG.3.1) A total failure test detects a total fiafl of entropy source immediately when
the RNG has started. When a total failure has beetected no random
numbers will be output.

(PTG.3.2) If a total failure of the entropy souroecurs while the RNG is being
operated, the RNG [selection: prevents the outfudny internal random
number that depends on some raw random numbers tthae been
generated after the total failure of the entropyree, generates the internal
random numbers with a post-processing algorithntlafs DRG.3 as long
as its internal state entropy guarantees the claimetput entropy].

(PTG.3.3) The online test shall detect non-tolezabtatistical defects of the raw
random number sequence (i) immediately when the RMN@rted, and (ii)

% [selection:physical, non-physical true, deterministic, hyhpiaysical, hybrid determinisfic
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while the RNG is being operated. The TSF must ogiub any random
numbers before the power-up online test and thdisgef the DRG.3 post-
processing algorithm have been finished succegstulwhen a defect has
been detected.

(PTG.3.4) The online test procedure shall be dffectto detect non-tolerable
weaknesses of the random numbers soon.

(PTG.3.5) The online test procedure checks the nawvdom number sequence. It is
triggered [selection: externally, at regular integ, continuously, upon
specified internal events]. The online test is ahlg for detecting non-
tolerable statistical defects of the statisticabperties of the raw random
numbers within an acceptable period of time.

(PTG.3.6) The algorithmic post-processing algorithmlongs to Class DRG.3 with
cryptographic state transition function and cryptaghic output function,
and the output data rate of the post-processingriigm shall not exceed
its input data rate.

FCS_RNG.1.2 The TSF shall provide [selectibits, octets of bits, numbers [assignment:
format of the numberkthat meet:

(PTG.3.7) Statistical test suites cannot practigatlistinguish the internal random
numbers from output sequences of an ideal RNG. ifiteenal random
numbers must pass test procedure A [assignmenitiawaial test suites].

(PTG.3.8) The internal random numbers shall [sétectuse PTRNG of class PTG.2
as random source for the post-processing, haveigasgent: work factor],
require [assignment: guess work]].

4.5.2. Application notes

306

307

308

The security capabilities in element FCS_RNG.lduskt (PTG.3.2) ensure the quality of the
output in the time period between the occurrenas the detection of a total failure of the
entropy source. The internal state of the postgssing algorithm shall ensure that the
outputted internal random numbers contain sufficientropy in this time period. Clause
(PTG.3.6) ensures enhanced backward secrecy (BIG(®3)) even if the entropy source has
broken down and if the internal state is comprothise

Clauses (PTG.3.5) and (PTG.3.8) shall ensure tieagjtiality of the internal random numbers is
sufficiently large unless a noise alarm occurs.

The security capability (PTG.3.8) separates PT®@#armant PTRNGs from DRG.4-

conformant DRNGs. Essentially, clauses (PTG.3.6) @irG.3.8) demand that the average
entropy (over the time) of the input data of thgoaithmic post-processing algorithm should not
be smaller than the average number of internala@nbits in the same time period; a small
entropy defect might be tolerable. Since the Imgta of the internal random numbers is usually
much larger than the bit size of the input datthefpost-processing algorithm, this requirement
might not be fulfilled in short time intervals. Hewer, the entropy of the internal state shall
compensate such time-local effects for any timeratl, i.e., the entropy of the input data shall
not be smaller than the number of internal randdsirhinus the bit length of the internal state
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of the algorithmic post-processing algorithm. Thewity capabilities (PTG.3.3) and (PTG.3.5)
ensure that the internal random numbers contairuginentropy while the PTRNG is in
operation.

A PTG.3-conformant PTRNG may be viewed as a contiposof an “inner” PTRNG with a
DRNG post-processing where the output data of TRRNG serve as input data for the DRNG,
which updates / refreshes its internal state. Theet” PTRNG itself may comprise an ‘inner’
algorithmic post-processing algorithm. In particuldie output data of the inner PTRNG need
not necessarily be raw random numbers but maydjrea algorithmically post-processed.

If we view a PTG.3-conformant PTRNG as a compasitdd an inner ‘PTRNG’ part and a

DRNG part, we may distinguish two cases: (i) theemPTRNG is PTG.2-conformant, or (ii)

the inner PTRNG is not PTG.2-conformant. For célseéhe RNG may principally be operated
in three modes: (a) as a PTG.3-PTRNG, (b) as a PPERNG if the output data of the

physical part are used directly, or (c) as a DRGRNG if the input sequence of the

algorithmic post-processing algorithm is ‘extendeldor case (ii), only options (a) and (c)
remain. Security requirements and functional rexognts of particular cryptographic

applications might make such a diversification niegfiul. Conformity to the particular classes
must be verified in separate evaluation proce€Sesuation results clearly may be used for all
these evaluations.

The post-processing algorithm belongs to class BRBen if the PTRNG random source has
totally broken down and an attacker knows or i dblguess its output (i.e., the input of the
post-processing algorithm). Of course, this demdhalsthe internal state of the post-processing
algorithm was unpredictable at the time of the kdesn, which is the case if the PTRNG had

worked properly for at least a short time. In tteses of a total breakdown, of course, the
PTRNG must not output more internal random bitttiee size of the internal state in bits.

Otherwise, the RNG belongs to class DRG.3 aftaritistant.

Unlike for PTG.3-conformant PTRNGs, DRG.4-confortn®@RNGs may ‘extend’ the input
data, i.e., DRG.4 conformant DRNGs may computeelargtput sequences from short input
sequences. In particular, there is no minimum @ytlmund per internal random bit (cf. chapter
4.6 for details).

The element FCS_RNG.1.2 clause (PTG.3.7) requirats dtatistical tests cannot practically
distinguish the internal random numbers from ougrguences of an ideal RNG. The feature
that statistical test suites cannptactically distinguish the RNG output from uniformly
distributed random bit sequences depends on thmedain the ST resistance against attacks
(cf. selected component of the family AVA_VAN). Tlk#ort of testing is defined by the used
test suites and the amount of test data. The deseleill provide functional tests with test suite
A and maybe other appropriate tests suites. Théuaest may additionally apply further
statistical tests as penetration tests. Theserteside tailored to the RNG design. Requirement
(PTG.3.7) is stronger than (PTG.1.5) and (PTG.2.6)

The clause (PTG.3.8) provides three methods désgrihe quality of the output. The work
factor and the guess work may be used directhénviulnerability analysis of the application
using the random number output. The selection RIBRNG of class PTG.2 as random source”
together with (PTG.3.6) allows an indirect verifioa of the output quality.

If the DRNG post-processing algorithm maps the irgata from the inner PTRNG bijectively
onto the output space, its entropy remains conslatite inner PTRNG is PTG.2-conformant,
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the (Shannon) entropy per random bit is sufficietdkge. Since PTG.2-conformant PTRNGs
generate stationary random raw sequences, the &maamtropy provides an appropriate
estimate for the work factor unless the sequeneeta short, which is not the case for DRG.3-
conformant DRNGs. An example of a bijective DRGoBHormant post-processing algorithm is
a block cipher that is operated in OFB mode whieeinternal random number is given by the
whole ciphertext block. Before a new internal ramdoumber is output, a fresh random bit
string from the inner PTRNG is XORed to that pdrthe inner state of the DRNG that stores
the previous internal random number (= last ciphd)jt Then the updated part of the internal
state is encrypted and output (internal random raujmiand then a one-way function is applied
to the updated internal state.

DRG.3-conformity requires a one-way state transitfanction. One-way functions usually
reduce the entropy per bit unless the length ofripat data significantly exceeds the length of
the output. One usually models one-way functionseaBsations of random mappings. Section
5.4.4 investigates the effect of random mappingsumifiormly distributed input data. Output
sequences of PTG.2-conformant real-world PTRNGsatedeal, but should be close enough
to the uniform distribution so that it appears ceeble to assume that the figures from section
5.4.4 are also valid for input data from PTG.2-confant PTRNGs (see section 5.4.4 for
further details). An example of this type of postgessing algorithm is the following:
Whenever an internal random number shall be outpufresh n-bit string from the inner
PTRNG is XORed to the internal state. Then an nhégth valuglm<n) of the internal state

is output, and the internal state is updated byyapp(another) one-way function.

If the tot test and / or the online test are nat pathe TOE but to be implemented later as an
external security measure the applicant must suarsgecification of the test(s), a justification

for effectiveness and a reference implementatidre Juitability of the tot test and the online

test shall be verified based on the reference imelgation. In the positive case the RNG is said
to be PTG.3 compliant under the condition thatfih@ implementation meets the specification

in the user manual (to be checked in a composdatiation).

Under certain conditions class PTG.3 allows a caitpaevaluation. For example, a software
developer might use the output of a PTG.2 RNG, twhécimplemented in hardware on the

device, as input for a DRG.3 RNG with memory. I® ttomposite evaluation it has to be
checked whether all requirements that concern t&-grocessing algorithm itself and its

interaction with the PTG.2 output are fulfilled.tlfis is the case the composite RNG (PTG.2 +
DRG.3 conformant post-processing) is PTG.3 confotma

4.5.3. Further aspects

319

320

The developershall provide the evidence required in ATE_FUN.{1,2}.PB@ clause
(PTG.3.8), i.e., the developer shall provide evadethat the entropy of the internal random
numbers is sufficiently large. The evidence congwia stochastic model (cf. subsection 2.4.1
on pp. 39) tailored to the TOE design and substetdi by statistical tests. There is only one
level of detail in the description of the stochastiodel, irrespective of the chosen EAL. The
stochastic model shall consider the situation leeftre application of the DRG.3 post-
processing algorithm, i.e., the input data of thestgrocessing algorithm (as for PTG.2-
conformant PTRNGSs) and the effect of this post-pssing.

For the non-post-processed data, this guidanceidescMethod A* and Method B*, which
may be applied if 1-bit raw random numbers are ge#rd. These evaluation methods are
related to Method A and Method B for PTG.2-PRNGs.
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Method A*

A.1 On the basis of the stochastic model the d@eslshows that the raw random numbers are
stationary distributed, and that there are no gt (long-step) dependencies, which are not
covered by the statistical tests from test suite B.

A.2 The raw random numbers pass the statisticalstete B under all relevant environmental
conditions.

A.3 The developer verifies that the inner post-pssing algorithm (if one exists, resp. if it is
different from the identity mapping) does not reglibe entropy per bit. Alternatively, the
developer provides evidence that the average entpap internal random number remains
sufficiently large.

A.4 The internal random numbers pass the statistigsd procedure A (and other statistical
standard test suites if applied) under all releesmvironmental conditions.

Method B*

B.1 On the basis of the stochastic model the deeelshows that the raw random numbers are
stationary distributed, and that there are no 8ot (long-step) dependencies that are not
covered by the statistical tests from test suite B.

B.2 The developer verifies on the basis of thelsetic model and the inner post-processing
algorithm (if it exists, resp. if it is differentdm the identity mapping) that the average entropy
per input bit of the DRG.3-post-processing exceeaertain entropy bound (to be specified).
B.3 The internal random numbers pass the stafisést procedure A (and other statistical
standard test suites if applied) under all releesmvironmental conditions.

Method A* guarantees average of 0.997 bit Shannunogy per input bit (i.e., 7,976 bit
Shannon entropy per input octet) of the post-pmiogsalgorithm. To estimate the average
entropy per output bit, one may apply results ardoan mappings or random permutations.

Evaluation Method A* and Evaluation Method B* requithat the PTRNG generates a single
random raw bit per time unit. If the entropy sougemerates k-bit raw random numbers (k > 1),
additional problems (e.g., dependencies betweerbiteeof each k-bit raw random numbers,
different statistical behaviour of the particulait braces) might occur and thus must be
considered. The evaluation may follow the line ehlEation Method A* or of Evaluation B*
described above. Depending on the concrete PTRN{@mdhis might require the specification
of a new test procedure B’, which shall be at lemsseffective as test procedure B under the
conditions of Evaluation Method A* or of EvaluatioMethod B*, respectively. The
effectiveness of the chosen test procedure B’ flgadixplained.

In the definition of the different evaluation metlso environmental conditions are viewed as
relevant if they either (i) belong to the specifimthge of admissible working conditions, or (ii)
lie outside that range but cannot reliably be dettby anti-tamper measures (e.g., by sensors)
although they may affect the behaviour of the gmtrsource.

Each statistical test considers only particulatigtteal properties. In particular, there are no
generally-applicable blackbox tests that providebée entropy estimates for random numbers.
To be recognized as effective for a positive veaifion of security properties, a statistical test
must be based on a stochastic model.

Statistical tests, which estimate the entropy ohidom sequence, (tacitly) assume that the
sequence has specific properties. The rationalmth¢he evaluation methods A* and B* is that
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statistical tests cannot effectively be appliethinternal random numbers because the DRG.3
post-processing algorithm causes complicated depwigs within the internal random number
sequence.

4.6. Class DRG.1

328 The class DRG.1 defines requirements for detertitnRNGs. It shall not be possible to
distinguish the generated random numbers from osgguences from an ideal RNG by simple
statistical blackbox tests. DRG.1 conformant DRN@svide forward secrecy.

329 An RNG of class DRG.1 might be used for applicaidmat need fresh data that are distinct
from previously-generated data with high probajilite.g., to generate challenges in
cryptographic protocols or initialization vecto block ciphers in special modes of operation,
provided that previous random numbers need notditeqied. DRG.1-conformant DRNGs may
be used for zero-knowledge proofs (cf. par. 265).

4.6.1. Security functional requirements for the RNG clasPDRG.1

330 Functional security requirements of class DRG.1d&#ned by component FCS_RNG.1 with
specific operations as given below.

FCS_RNG.1 Random number generation (Class DRG.1)

FCS_RNG.1.1 The TSF shall providedaterministi¢® random number generator that
implements:

(DRG.1.1) If initialized with a random seed [selent using a PTRNG of class PTG.2
as random source, using a PTRNG of class PTG.&iadam source, using
an NPTRNG of class NTG.1 [assignment: other requinets for seeding]],
the internal state of the RNG shall [selection: édassignment: amount of
entropy], have [assignment: work factor], requir@asgignment: guess
worK]].

(DRG.1.2) The RNG provides forward secréty.
FCS_RNG.1.2 The TSF shall provide random numbextsitieet:

(DRG.1.3) The RNG, initialized with a random seads[gnment: requirements for
seeding], generates output for which [assignmenimber of strings]
strings of bit length 128 are mutually differenttwprobability [assignment:
probability].

(DRG.1.4) Test procedure A [assignment: additiosEndard test suites] does not
practically distinguish the random numbers frompautsequences of ideal
RNGs?®

4.6.2. Application notes

% [selection:physical, non-physical true, deterministic, hyhpiaysical, hybrid determinisfic
%" [lassignmenttist of security capabilitids
8 [assighmenta defined quality metrjc

18 September 2011 AIS 20/ AIS 31 page 84



A proposal for: Functionality classes for randonminer generators

331

332

333

334

The vulnerability analysis shall shdhat an attacker is not able to guess the intestas of the
DRNG with the attack potential that is claimed metST. The value assigned in clause
(DRG.1.1)shall meet the attack potential identified in the vulislity analysis component.
The entropy of the initial internal state is an @ppound of the entropy of the generated random
number sequence. The entropy of the internal staiedecrease over the lifetime of the DRNG
instantiation. The internal state of the DRN#Ball contain sufficient entropy to prevent
successful guessing attacks within the lifetim¢éhef DRNG instantiation. Table 12 gives lower
entropy bounds for the internal state. Its bit thngust at least equal the minimal entropy
bound.

It is natural to generate the seed of a DRNG wiT&.2- or PTG.3-conformant PTRNG. If the

internal state of the DRNG is initialized in thisayy and if the internal state is at least 25%
larger (in bits) than the Min-entropy bounds givenTable 12, an explicit assessment of the
Min-entropy is not necessary. This is justified thye fact that PTG.2-conformant PTRNGs

generate stationary output sequences with largar@imaentropy, which ensures a large work
factor. Similarly, PTG.3-conformant PTRNGs also g@te high-entropy random numbers (see
also the application notes for class PTG.3). Watpnit that tighter entropy bounds for PTG.2
and PTG.3 than the generic 25% margin (allowingllemanternal states) should be possible in
most cases but require justification (cf. stocltastodel).

Table 12: Attack potential, Min-entropy, and recoemued length of the internal state

Component of the vulnerability analysis Required-mi Recommended
entropy of the length of the
CC version 2.3 CC version 3.1 internal state internal state
AVA_VAN.1, 2 > 40 bit = 80 bit
(basic)
AVA_SOF.1,| AVA_VLAZ2 AVA_VAN.3 > 48 bit > 96 bit
low (low) (enhanced basig)
AVA_SOF.1,| AVA_VLA3 AVA_VAN.4 > 64 bit > 128 bit
medium (moderate) (moderate)
AVA_SOF.1,| AVA_VLA4 AVA_VAN.5 > 100 bit = 200 bit
high (high) (high)

The (Min-)entropy of the internal state clearly deg@s on the initialization procedure with a
random seed, but also on the state transition ifum@ and possibly publicly known input. If
the state transition function is bijective (i.&=¢@(S,i) for each publicly known inpuit), it
maintains the entropy of the internal state. If #tate transition function behaves like a
randomly-selected mapping, it will reduce the numbg possible internal states for some
observed public input data(i.e. |¢(S,i)| < |ﬂ ), thus reducing the entropy of the interstalte

(cf. [FIOd89] for details about statistics of randonappings). The publicly-known input does
not increase the overall entropy of the system,ibuatight influence the process of entropy
reduction of the internal state over time and nmatk&cks more difficult.

The security capability (DRG.1.2) forward secrecgams the following: subsequent (future)
values cannot be determined or guessed with noligitdg probability from current or
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previous output values [ISO18031]. In particuldre tdesign of the DRNG shall prevent a
successful guess the internal state, allowing teutation of future output. The forward
secrecy capability requires that the internal skesie sufficient entropy to prevent guessing as
well as the confidentiality of the current interrsthte is protected by the design of the DRNG
(e.g., one-way extended output function) and thmursly architecture of the TSF (cf. self-
protection accessed in ADV_ARC).

The security capability (DRG.1.3) requires the DRiGgenerate mutually different pseudo-
random numbers. The first assignment in the eleff€@& RNG.1.2 describes the requirements
on the seeding procedure (e.g., the entropy ofsteal, how many random numbers can be
generated between two seeding procedures). Undeassumption, clause (DRG.1.3) defines
the capability of the DRNG to generate an assignadber (let's sak) of fresh random strings
with given length of 128 bit being mutually diffettewith at least the defined probability (let's
sayl—-¢&, i.e. € is the probability of at least one coincidencéthe DRNG generates shorter
output values (random numbers) several consecwiidput values are concatenated and, if
necessary, these joint random bit strings are ¢&utatber 128 bits. The selection of the
parameter& ande depends on the intended application of the DRN€&riged in the guidance
documentation:

the requirements for seeding shall fit to the ideshuse cases, and

during the lifetime of the DRNG instantiation (j.during the time between two seeding
processes) the DRNG must not produce more randosnthéin the product of the
assigned numbdr of output strings by their bit length.

The assigned number of strings, string length is, @nd probability shall allow to provide

evidence demonstrating that this requirement isilled. The parameters assigned in the
element FCS_RNG.1.1 shall meet the attack poteit@idtified in the vulnerability analysis

component.

Table 13 provides necessary conditions to resiatlks, which are based on the repetition of
random strings generated by the RNG and are eapleiin the intended environment with the
identified attack potential. The TOE might be vultde if the RNG is used for purposes that
require other properties of the RNG. In this cdbe, developer shall consider an RNG with
additional security features, like class DRG.2 higgher.
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Table 13: Requirements for the parameters in (DRpdepending on claimed attack potential

Component of the vulnerability analysis ParameteK denotes the
_ number of output strings that
CC version 2.3 CCversion 3.1 | shall be mutually different wit
probability>1 — ¢
AVA VANJ{1, 2} k>2" ande<2®
(basic)
AVA_SOF.1,| AVA _VLA.2 AVA_VAN.3 k>29 ande <27
low (low) (enhanced basic
AVA _SOF.1,| AVA VLA3 AVA_VAN.4 k>2% ande<2™?
medium (moderate) (moderate)
AVA_SOF.1,| AVA VLAA4 AVA_VAN.5 K>2* ande <2716
high (high) (high)

For an ideal RNG the probability for at least omdligion within the firstk 128 bit output
strings is approximatel{— exp(—k2 /229) . The expected number of bit strings until thetfirs

collision can be approximated Byj772%° (cf. formulae (30) and (31)).

The developer may or may not assign additionaldstah test suites (i.e. the assignment is
empty) in the element FCS_RNG.1.2 clause (DRG.THg.effort of testing to demonstrate that
test procedure A and the assigned test suites tractically distinguish the RNG output from
uniformly distributed random bit sequences depeamdthe resistance against attacks as claimed
in the ST (cf. selected component of the family AWAAN). The quality metric (DRG.1.4) is
different from (PTG.1.5):

the class PTG.1 generatiese random numbers, which cannot be distinguished from
ideal random numbers by tests with the test praseduand - if assigned in clause
(PTG.1.5) — with the additional standard test silite

the DRG.1 generateteterministic random numbers, but they cannot be distinguished
from ideal random numbers by tests with the testg@dure A and - if assigned in
clause (DRG.1.4) - with the additional standard seftes.

The DRNG gets its initial random state from a ranboselected seed. The most straight-
forward methods are to use the seed as the imtainal state or to apply the state transition
function to the seed. The output string from thédtidh internal state is part of the
deterministically-generated output sequence. Th@py of the output string (and, therefore, of
the random numbers generated) cannot be greaterthkaentropy of the seed. Depending on
the seeding procedure of the DRNG, the tests goiedto one or more output strings.

4.6.3. Further aspects

339

In many cases it may be practically infeasiblefgec#fy the distribution pof the first internal
state. It suffices to specify a set of distribuidhat contains gf all elements of this set fulfil
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the requirements of class DRG.1. Example: The se¢ebpy exceeds a certain lower entropy
bound, e.g. because the seed has been generateirwiRNG that is conformant to class
PTG.2, PTG.3 or NTG.1. The security architecturescdption shall describe the secure
initialization process of the RNG.

4.7. Class DRG.2

340 The class DRG.2 defines requirements for detertienRNGs. It shall not be possible to
distinguish the generated random numbers from ouspguences from an ideal RNG by
statistical tests, and the generated random nunsiegrsence shall have at least some minimum
amount of Min-entropy (contained in the seed), Badkward secrecy is ensured. The class
DRG.2 includes the properties of class DRG.1.

341 RNGs of class DRG.2 may be used for the generatiaryptographic keys and parameters,
pseudo-random padding bits, etc. (cf. par. 2658 T8F protects the internal state of the RNG
from being compromised.

4.7.1. Security functional requirements for the RNG clasP©RG.2

342 Functional security requirements of the class DR&g defined by component FCS_RNG.1
with specific operations as given below.

FCS_RNG.1 Random number generation (Class DRG.2)

FCS_RNG.1.1 The TSF shall providedaterministi¢® random number generator that
implements:

(DRG.2.1) If initialized with a random seed [selent using a PTRNG of class PTG.2
as random source, using a PTRNG of class PTG.aadam source, using
an NPTRNG of class NTG.1 [assignment: other requinets for seeding]],
the internal state of the RNG shall [selection: égassignment: amount of
entropy], have [assignment: work factor], requir@asgignment: guess
worK]].

(DRG.2.2) The RNG provides forward secrecy.
(DRG.2.3) The RNG provides backward secr&cy.
FCS_RNG.1.2 The TSF shall provide random numbextsnieet:

(DRG.2.4) The RNG, initialized with a random seads[gnment: requirements for
seeding], generates output for which [assignmenimber of strings]
strings of bit length 128 are mutually differenttwprobability [assignment:
probability].

(DRG.2.5) Statistical test suites cannot practigadlistinguish the random numbers
from output sequences of an ideal RNG. The randanbers must pass test
procedure A [assignment: additional test suité%].

# [selection:physical, non-physical true, deterministic, hyhpiaysical, hybrid determinisfic
% [assighmenttist of security capabilitids
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4.7.2. Application notes
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344

345
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347

Class DRG.2 includes the requirements of class RR@. the security capability (DRG1.1)

and the quality of the random numbers, (DRG.1.2) @RG.1.3). The application notes for
class DRG.1 are valid for class DRG.2, as well. TARG.2.4) parameters must meet the
conditions in Table 13.

The class DRG.2 requires assigned quality of imderstate in (DRG.2.1). The clauses
(DRG.2.2) and (DRG.2.3) require forward and backlrsecrecy according to [ISO18031], i.e.,
that unknown previous or future output values cafmeodetermined from known output values
(random numbers). The developer should select ptagyaphic function for the one-way
extended output function and should consider (burtat requested to choose) a cryptographic
one-way function for the state transition functias,well. The whole internal state is viewed as
input, including cryptographic keys. Hence, keyadpbdbions, typically coming from strong
block ciphers, also count as one-way functionss@ttion 5.3 for details).

If the DRNG is intended for the generation of cographic keys, the entropy in the element
FCS_RNG.1.1 clause (DRG.2.1), should meet the Bedevel of the cryptographic algorithm.

If no cryptographic weaknesses are known, the #gcla@vel of a symmetric cryptographic
algorithm is assumed to be equal to its key lerfgtih.example, if the assignment in the element
FCS_RNG.1.1 clause (DRG.2.1) assign$28 bit Min-entropy to its internal state, the D&N
may be used to generate AES-128 bits. If the ialestate contains less entropy, the AES key
generation by means of such a DRNG might be vieagd potential vulnerability of the
cryptosystem.

The element FCS_RNG.1.2, clause (DRG.2.5), reqtirasstatistical tests cannptactically
distinguish the random numbers from output sequeatan ideal RNG. The effort of testing in
order to demonstrate that the statistical tesesuiinnot practically distinguish the RNG output
from uniformly distributed random bit sequencesead&fs on the resistance against attacks as
claimed in the ST (cf. selected component of thmilfaAVA VAN). The effort of testing is
defined by the used test suites and the amounesif data. The developer shall provide
functional tests with test procedure A and mayleioappropriate tests suites or specific tests
that are tailored to the particular DRNG. The eatdu may provide additional statistical test as
penetration tests. Of course, clause (DRG.2.5ueed ‘unfair’ tests that exploit the knowledge
of the given internal state.

Note that the one-way property of the output fuorctis a necessary condition for forward
secrecy, but not a sufficient condition for gooditistical properties of the DRNG output. For
example, if the DRNG outputs the hash value ofitibernal state, the output is expected to be
indistinguishable from the output of an ideal RNfathe DRNG output function concatenates
statistically weak strings (e.g., a sequence nurobére output) to this hash values, this might
no longer be true.

4.7.3. Further aspects

348

In many cases it may be practically infeasiblegecsy the distribution p of the first internal
state. It suffices to specify a set of distribuidhat contains gf all elements of this set fulfil
the requirements of class DRG.2. Example: The se#tpy exceeds a certain lower entropy
bound, e.g. because the seed has been generatecrwiRNG that is conformant to class

%1 [assighmenta defined quality metr]c
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PTG.2, PTG.3 or NTG.1. The security architecturescdption shall describe the secure
initialization process of the RNG.

4.8. Class DRG.3

349 The class DRG.3 defines requirements for detertitnRNGs. It shall not be possible to
distinguish the generated random numbers from outpquences from an ideal RNG by
statistical tests, and the generated random nunslegrsence shall have at least some minimum
amount of Min-entropy (contained in the seed), enldanced backward secrecy is ensured. The
class DRG.3 includes the requirements of class RRG.

350 RNGs of class DRG.3 might be used for the genaraifocryptographic keys and parameters,
pseudo-random padding bits, etc. (cf. par. 265y Aompromise of the internal state of the
DRNG shall be detected, and re-seeding shall beresd before further use of the RNG.

4.8.1. Security functional requirements for the RNG clasPDRG.3

351 Functional security requirements of the class DR&e defined by component FCS_RNG.1
with specific operations as given below.

FCS_RNG.1 Random number generation (Class DRG.3)

FCS_RNG.1.1 The TSF shall providedaterministi®® random number generator that
implements:

(DRG.3.1) If initialized with a random seed [selent using a PTRNG of class PTG.2
as random source, using a PTRNG of class PTG.Zadam source, using
an NPTRNG of class NTG.1 [assignment: other requinets for seeding]],
the internal state of the RNG shall [selection: édassignment: amount of
entropy], have [assignment: work factor], requiraspignment: guess
worK]].

(DRG.3.2) The RNG provides forward secrecy.

(DRG.3.3) The RNG provides backward secrecy evémeifcurrent internal state is
known?2®

FCS_RNG.1.2 The TSF shall provide random numbextsitieet:

(DRG.3.4) The RNG, initialized with a random seads[gnment: requirements for
seeding], generates output for which [assignmenimber of strings]
strings of bit length 128 are mutually differentiwprobability [assignment:
probability].

(DRG.3.5) Statistical test suites cannot practigadlistinguish the random numbers
from output sequences of an ideal RNG. The randanbers must pass test
procedure A [assignment: additional test suit&s].

%2 [selection:physical, non-physical true, deterministic, hyhpiaysical, hybrid determinisfic
%3 [assighmenttist of security capabilitids
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4.8.2. Application notes

352

353

354

The class DRG.3 includes the requirements of claB$.2 for the security capabilities
(DRG.2.1), (DRG.2.2), and (DRG.2.3), and the guatitetrics in (DRG.2.4) and (DRG.2.5).
The application notes for class DRG.2 are valid foe class DRG.3 as well. It adds
requirements for security capabilities referringetdhanced backward secrecy in (DRG.3.3).

While (DRG.2.2) and (DRG.2.3) require forward arathward secrecy (i.e., unknown output
value cannot be determined from known output vglube security capabilities (DRG.3.2) and
(DRG.3.3) additionally require enhanced backwarttesgy. This means that previous output
values cannot even be determined with knowledghefcurrent internal state and current and
future output values. Enhanced backward secrecitnhig relevant, for instance, for software
implementations of a DRNG when the internal state heen compromised while all random
numbers generated in the past shall remain sexet ¢ryptographic keys).

Clause (DRG.3.3) essentially requires a cryptogra@iate transition function. DRG.3-
conformant designs with non-cryptographic outpubctions may exist. However, it is
recommended to apply a cryptographic output functio

4.8.3. Further aspects

355

4.9.

356

357

49.1.

358

In many cases it may be practically infeasiblegecsy the distribution p of the first internal
state. It suffices to specify a set of distribuidhat contains gif all elements of this set fulfil
the requirements of class DRG.3. Example: The se¢ebpy exceeds a certain lower entropy
bound, e.g. because the seed has been generatecrwiRNG that is conformant to class
PTG.2, PTG.3 or NTG.1. The security architecturescdption shall describe the secure
initialization process of the RNG.

Class DRG.4

Class DRG.4 defines requirements for hybrid deteistic RNGs that primarily rely on the

security imposed by computational-complexity, whiglenhanced’ by additional entropy from
a physical true RNG. RNGs of class DRG.4 clearly rba used for the same cryptographic
applications as DRG.3-conformant DRNGs, and adutifly for applications that require

enhanced forward secrecy.

Class DRG.4 is based on class DRG.3 but may noamsxternal source of randomness for the
seeding process. RNGs of class DRG.4 contain @nniait source of randomness for seeding
and reseeding, resp. seed-update (to ensure fosgardcy).

Security functional requirements for the RNG clasDRG.4

Functional security requirements of the class DR&#! defined by component FCS_RNG.1
with specific operations as given below.

FCS_RNG.1 Random number generation (Class DRG.4)

% [assighmenta defined quality metrc
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FCS_RNG.1.1 The TSF shall providehgbrid deterministi® random number generator
that implements:

(DRG.4.1) The internal state of the RNG shall [sete: use PTRNG of class PTG.2
as random source, have [assignment: work factogfjuire [assignment:
guess work]].

(DRG.4.2) The RNG provides forward secrecy.

(DRG.4.3) The RNG provides backward secrecy evémeifcurrent internal state is
known.

(DRG.4.4) The RNG provideenhanced forward secrecy [selection: on demand, on
condition [assignment: condition], after [assignnietme]].

(DRG.4.5) The internal state of the RNG is seededrb[selection: internal entropy
source, PTRNG of class PTG.2, PTRNG of class PTGitgr selection]]*

FCS_RNG.1.2 The TSF shall provide random numbextsitieet:

(DRG.4.6) The RNG generates output for which [assent: number of strings]
strings of bit length 128 are mutually differenttwprobability [assignment:
probability].

(DRG.4.7) Statistical test suites cannot practigadlistinguish the random numbers
from output sequences of an ideal RNG. The randombers must pass test
procedure A [assignment: additional test suit&s].

4.9.2. Application notes

359

360

361

Class DRG.4 includes the requirements of class BR@.the security capabilities (DRG.3.1)
and (DRG.3.3) and the quality metrics of (DRG.3a#a) (DRG.3.5). The assignment in clause
(DRG.4.1) should meet the conditions presentedabld 13 (cf. also the application notes for
DRG.2). The assignment in clause (DRG.4.6) shoukktnthe conditions of Table 13.
(DRG.4.1) and (DRG.4.6) do not depend on an extarnaopy source because the RNG is
seeded by the internal random source identifiedDRG.4.5). Under this consideration, the
application notes for class DRG.3 are applicabteéHe class DRG.4.

DRG.4 includes the forward secrecy according t@®fl8031], i.e., subsequent (future) values
cannot be determined from current or previous dutlues, and adds requirements for
enhanced forward secrecy (DRG.4.4), i.e., afteritlemtified event or time, the subsequent
(future) output values cannot be determined fromezu or previous output values, even if the
current internal state is compromised.

The selection in FCS_RNG.1.1 clause (DRG.4.4) dépeon the implementation of the
reseeding process, resp. of seed update proceessTOE may provide forward secrecy on
demand, e.g., if the RNG is used for the generatibsensitive cryptographic keys like a

% [selection:physical, non-physical true, deterministic, hyhpiaysical, hybrid determinisfic
% [assignmenttist of security capabilitids
37 [assighmenta defined quality metrc
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signature-creation key in a smart card. The TOE prayide forward secrecy on condition or
after time, e.g., if the RNG gets continuously frestropy from the internal entropy source.
The assignments shall consider the seeding proeedht the entropy, which is provided by the
internal physical true RNG.

362 The security capability of forward secrecy in (DR@) requires fresh entropy that is provided
by the internal source of randomness for reseedingeed-updating the internal state. If
“internal entropy source”’is selected in clause (DRG.4.5), the RNG shall lemgnt
mechanisms (entropy estimator) to ensure that titernial entropy source has provided
sufficient entropy to ensure forward secrecy. A boration of an online test of the internal
entropy source and the condition selected in (DRIp.fhay ensure a (suitably large) lower
entropy bound. If physical true RNG of class PTG @ “physical true RNG of class PTGI8
selected, these tests are required as securitpitiipa of the PTG class (cf. to class definition
above). Note that the selection in clauses (PTgdnt (PTG.4.5) shall be consistent if an
internal entropy source is used for seeding.

363 The (first) seeding of the internal state mightdome within a personalization process with an
external entropy source. This ensures that thenakstate is unknown from the beginning even
if forward secrecy is assured only on demand antidffirst application does not apply for
forward secrecy.

4.9.3. Further aspects

364 In many cases it may be practically infeasiblepgec#fy the distribution pof the first internal
state. It suffices to specify a set of distribuidhat contains ff all elements of this set fulfil
the requirements of class DRG.4. Example: The se¢ebpy exceeds a certain lower entropy
bound, e.g. because the seed has been generdteshviRNG that is conformant to class PTG.2
or PTG.3. The security architecture descriptiorlstescribe the secure initialization process of
the RNG.

365 The security architecture must protect the intestate of a DRNG as one aspect of self-
protection. If the internal state has been compsethibackward secrecy DRG.4.3 ensures the
secrecy of all previous random numbers while eobdriorward secrecy DRG.4.4 ensures the
secrecy of the random numbers that will be gendrafter the next reseeding, resp. the next
seed update. However, if an attacker knows thesntimternal state he may calculate all output
values that are generated before the next reseadsm the next seed update.

4.10. Class NTG.1

366 The class NTG.1 defines requirements for non-playdime RNGs that rely on information-
theoretical security (similar as physical RNGs) bsg external input signals as entropy source.
Additionally, a suitable cryptographic post-proéegsalgorithm shall provide a second security
anchor.

4.10.1. Security functional requirements for the NPTRNG class NTG.1

367 Functional security requirements of the class NT&eldefined by the component FCS_RNG.1
with specific operations as given below.

FCS_RNG.1 Random number generation (Class NTG.1)
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FCS_RNG.1.1 The TSF shall providean-physical tru& random number generator that
implements:

(NTG.1.1) The RNG shall test the external inputadatovided by a non-physical
entropy source in order to estimate the entropy emdetect non-tolerable
statistical defects under the condition [assignmergquirements for
NPTRNG operation].

(NTG.1.2) The internal state of the RNG shall hatvieast [assignment: Min-entropy].
The RNG shall prevent any output of random numbati the conditions
for seeding are fulfilled.

(NTG.1.3) The RNG provides backward secrecy evdreiturrent internal state and
the previously used data for reseeding, resp. dedsupdate, are knowit.

FCS_RNG.1.2 The TSF shall provide random numbextsnieet:

(NTG.1.4) The RNG generates output for which [assnt: number of strings]
strings of bit length 128 are mutually differentiwprobability [assignment:
probability].

(NTG.1.5) Statistical test suites cannot practigatlistinguish the internal random
numbers from output sequences of an ideal RNG. ifiteenal random
numbers must pass test procedure A [assignmenitiauial test suites].

(NTG.1.6) The average Shannon entropy per intaarailom bit exceeds 0.997.
4.10.2. Application notes
368 A non-physical true RNG comprises three parts:

the input pre-computation block, which computesitipait for the internal DRNG from
several external input signals provided by (ususdlyeral) entropy sources,

the entropy pool, which collects entropy and corapuhe output,

the control block, which prevents the output ofd@am numbers until the RNG has
sufficient entropy to ensure the randomness obtliput.

369 The class NTG.1 combines security capabilitiesedédministic RNGs and security capabilities
similar to those of physical true RNGs. By clausg G.1.3) the entropy pool with its updating
mechanism and output function (viewed as a DRN®RS.3-conformant.

370 The security capability (NTG.1.1) checks the exaéinput signals from the entropy sources
with regard to total failure and non-tolerable weedses. Usually, an ‘entropy counter’
(applying heuristic rules) is kept to provide plbilgy that enough fresh entropy in mixed up
with the current internal state. The entropy coumeuces the (estimated) entropy of the
internal state byn whenevem bits are output. If the value of the entropy ceuris smaller

% [selection:physical, non-physical true, deterministic, hyhpiaysical, hybrid determinisfic
%9 [assignmenttist of security capabilitids
40 [assignmenta defined quality metr]c
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than m the output of an m-bit string is prohibit€he says the input is “rated for entropy
estimation”.

371 Online tests for NPTRNGs, however, will usuallyussy different from online tests for classes
PTG.2 or PTG.3 because locally the input data BTRNGs may provide only low entropy;
they might be biased or strongly dependent. Itgsally impossible to formulate a precise
stochastic model for input data of NPTRNGSs.

372 The security capability (NTG.1.2) is the same aBR@X2.4). The security capability (NTG.1.3)
of enhanced backward secrecy is the same as (DRGBhe class NTG.1 includes the
requirements for the quality of the random numi§BPRG.1.3), (DRG.2.5), and (PTG.2.7).
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