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Maly navrat ke smartkartam

* https://www.fi.muni.cz/~xsvenda/jcalgtest/
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« Uvod do vykonové analyzy

« Casova analyza (TA)

* Vykonovd analyza (PA)

* RSA algoritmus v praxi

« Dalsi priklady

* Ochrana proti Utok(im na postranni kanaly

* Vychazime z knihy: Koc C.K. (2009) About Cryptographic Engineering. In:
Kgc C.K. (eds) Cry{:tographic(Engin)eering. S;';\ﬁngegr, goston,%VIA &

* Kap. Side-Channel Attacks and Countermeasures

Postranni kanal

* Klasické utoky:

Adversary

* PFistup k systému jako k black boxu
* Vstup, vystup
« Utok na algoritmus

side-channel

Postranni kanal

* Kryptografické algoritmy musi bézet
na redlnych zafizenich

* Aty maji néjaké fyzikalni vlastnosti

« Zafizeni neimyslné vyzatuji informace tykajici se kryptografickych
algoritmd, kli¢a a zprav

Adversary

side-channel

« Utok na implementaci

* K itoku tedy vyuZivdme informace, které se nam podafi ziskat sledovanim
riznych charakteristik zafizeni

« Casto vyuzivame statistiku
« Z téchto informaci se snazime zjistit néjaké informace o systému, o kli¢i atd.




31.01.2022

Informagni
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Konvegni zpiisoby ttoku

Zdroj: Martinasek: Kryptoanalyza postrannifi kandly

Postranni kanal

* Provozovatel systému nikdy nevi, jaké vSechny postranni kandly jdou
monitorovat a zneuZit k Utoku

« Stale pfichazi nové utoky

« Védéli jste, Ze Vas jde odposlouchavat pomoci reproduktord?

« Appendix A: Mordechai Guri, Yosef Solewicz, Andrey Daidakulov,
Yuval Elovici. SPEAKE(a)R: Turn Speakers to Microphones for Fun and
Profit). 2017

* https://www.youtube.com/watch?v=ez308alZCDM

Postranni kanal

« Typy postrannich kandld
« Casovy
« Odbérovy/vykonovy
* Elektromagneticky
* Chybovy
* Opticky
* Akusticky
* Atd..

Postranni kanal

Existuji dvé zékladni analyzy:
« jednoducha (Simple Analysis, SA)
« Utoénik se snazi urdit kli¢ pfimo napf. ze zmé&ené spotieby
* Musi existovat pfimd nebo nepfima zavislost proudové spotfeby na hodnoté
Sifrovaciho kli¢e.- single/multishot analysis — jeden proud vs. vice proudd
« diferencialni (Differential Analysis, DA)
* PouZivd se tam, kde jednoducha analyza selhava kvdli pfilisnému Sumu v
nasnimanych datech
* Srovndva data nasnimand béhem mnoha béhi systému, ne jenjednoho
* VyuZziva matematicky aparat, statistické metody, neuronové sité, atd.

Postranni kanal

* vs. skryty kanal:

* Postranni je dusledkem fyzicke implementace

 Skryty je v rdmci systému, napf. sdileny soubor, z4téZ procesoru,
registry...

Maly ndvrat do kryptografie — chybovy
postranni kanal
« S.Vaudenay. ,,CBC Padding: Security flaws in SSL, IPSEC, WTLS".

EUROCrypt’02
« Konkrétni atoky realizovany nad SSL, IPSec, nékolika webovymi frameworky
véetné JavaServer Faces, Ruby on Rails a ASP.NET, i SW (napf. Steam klient).
* Rozsiteni i na bezpeény HW
« Appendix B (2012, efektivni i na kryptograficky HW):
Romain Bardou, Riccardo Focardi, Yusuke Kawamoto, Lorenzo Simionato,
Graham Steel, et al. , Efficient Padding Oracle Attacks on Cryptographic
Hardware”. [Research Report] RR-7944, 2012, pp.19. ffhal-00691958v2f

* POZN: paper obsahuje i Bleichenbacher(v utok, budete probirat v KRY
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CBC Padding

* SSL/TLS, IPSEC, WTLS — zprava je nejdfive pfedformatovéna
* po desifrovani je format opét zkontrolovan
* postranni kanal
+ chybova zprava — chyba pfi desifrovani
+ chybova zprava — chybny format
* slozitost Gtoku O(NbW)

* N-—pocet blokd, b — pocet slov v bloku, W — pocet moznych slov (usually 256)
+ 8kB msg=>1000 blocks * 8 words * 256

RFC2040

* RC5-CBC-PAD, kazdy blok ma 8 slov o 8 bitech
« zprava je doplnéna n slovy s hodnotou n
« ziskdme sekvenci blokd xy, ..., X,
« Sifrovani y,=C(IV @ x,), y;= Cly,, ® x))
* desifrovani:
« desifrovani, kontrola paddingu, odstranéni paddingu
« kontrolu korektnosti paddingu pouzijeme jako “véstirnu” (z angl. oracle)

Nepravdépodobny utok

* pfedpokladejme Ze Sifrové bloky y, y; jsou shodné
* potom platiy,; @y, =x @ x
« dale vyuzijeme redundance v textu k ziskdni x;, X; z .y, Yj.1

« pravdépodobnost — narozeninovy teorém
o pal-eNNEm = eNN(28%)

* rozumnou pravdépodobnost 39% ziskame aZ pro data o délce 32 GB

Uéinny Utok |

* pouzivame “ordkulum” O — vraci 1, pokud ma desifrovany text korektni
padding, jinak vraci 0
* O je definovano sifrovym textem a IV
* chceme spocitat posledni slovo bloku y
« necht r=r, ..., jsou ndhodn slova, podvrhneme 3ifrovany text r|y
+ pokud O(r|y)=1 pak C'}(y) @ r skonéi s platnym paddingem
* nej 3 &3 padding je 1 ida pouze 1 byte), miizeme ovéfit pousitim r'=
T, o= 1y’

Ucinny Gtok II
*O(rly)=1=>Cy) ®r =01resp. 02 atd..

Clly)=(ya)®p  CHy)®r =01

N\

/
((y) ®p)®r=01

Uginny utok 11

* nyni chceme desifrovat blok — block decryption oracle
w8 <= C(y)
* pouzijeme O k ziskani posledniho slova a,,
* cosap?-3a;
* zatatek je stale nahodny ry...r,, konec je r=ay @ (b-j+2)
* pouzijeme padélany 3ifrovany text r|y pro desifrovani
« druhy blok je r ®a, tedy posledni b-j+1 blok je b-j+2
* pokud O(r|y) = 1 tak vime, e r; ® a, = b-j+2 => tedy ziskame a

ca=a
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Priklad

b=8 W=256 y,=Cly,, ® x), ;= C{y) ® v,

=3c68 74 6d 6¢ 3e 3c 68 | 65 61 64 3e 3c 6¢ 69 6e
=0000000000000000=r;r,r3r,rsrgryrg

* zkousime

0(65 61 64 3e 3c 6¢ 69 6e | 00 00 00 00 00 00 00 rg)

+ kde rg béZi od 0 -> ff, dostaneme O()=1 pro rg = f3 a desifrovani posledniho bajtu “6e” je s
nejvétsi pravdépodobnosti 01 @ 3 = ag

dalsi bajt - ry = a5 @ 2 a dle zkousime viechny hodnoty r,

0(65 61 64 3e 3c 6¢ 69 6e | 00 00 00 00 00 00 r; f2)

pokud O()=1=>r, ®a,=2=>a,=r,®2

Jiny priklad

« SIFRA: 4D A8 B5 17 64 59 26 B7 | FA 0B 47 2C 04 04 62 33

* Inicializa¢ni vektor: 121212121212 1212
* r;:4C50585A5F31545C
* r,: 07FDF633645E2082

P =12 ®5C @ 01 = 4F
py=12©54®02=44
P1=12©31©03=20

Py =B7 ®B2©01=04
Pyy=26©20®02=04
Pas =59 ®SE®03 =04

pll=12®4CO08=56 p, =4D D07 D08 =42

VELMI DOBRE!

Experimentalni prostfedi pro analyzy

Oscilloscope
e ranster

Am s
retrieve fle

Currant waveform|
acquisition
Server Main PC
stores fles. runs Acquisition
and runs Treatment software
sofware

command emission

o Card extention

Card
roader

Protaction box

Casovy postranni kanal

* VlyuZiva toho, Ze stejné operace nad rtznymi daty (hlavné klicem)
mohou trvat rizné dlouho

* Informace o trvani unikd a jsme schopni ji mé¥it

« Casto musime provést mnoho méteni, jejich vysledky ukladat a
statisticky zpracovat

* Musime znat implementaci (jinak nevime, k éemu namérené hodnoty
pouzit)

TA — Ovéreni hesla

« Utok na aplikace se zakladni implementaci kontroly hesel

* Algoritmus:
for i = 0 to 7 do
if ( E[i] !'= P[i]) then return false
end for

return true

— E — 8 bytové pole obsahujici uZivatelem zadané heslo
— P — 8 bytové pole obsahujici spravné heslo

TA — Ovéreni hesla

« Jak dlouho trva ovéfeni hesla...
« kdyz uzivatel zadd spravné heslo?
* Kdyz uZivatel zada Spatné heslo, které...
« se lisi znakem na prvni pozici?
« se lisi znakem nékde uprostfed?

for i = 0 to 7 do

if ( E[i] != P[i]) then return false
end for

return true
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TA — Ovéreni hesla

* Na vystupu dostanu jen true or false

* Ve skute¢nosti mam ale jesté dalsi informaci: jak dlouho trvalo
ovéfovani hesla?

* Pokud vim, Ze je ovéfeni implementovano podle tohoto algoritmu,
mohu to vyuzit

TA — Ovéreni hesla

« Algoritmus utoku:

1. Pro0..n..255 vyzkousim hesla E=(n,0,0,0,0,0,0,0) a ukladam si,jak
dlouho pro které n trvalo ovéfeni

2. Ton, pro které ovéfeni trvalo nejdéle, je to spravné. Tim jsem urcil
prvni bajt — P[0].

3. Pokracuji obdobné, ale vyuziji znalost prvniho bajtu — zkousim pro
0..n..255 hesla E=(P[0],n,0,0,0,0,0,0)...

TA — Ovéreni hesla - efektivita
* Brute-force: 25678 = 264
* Tento Utok: 256*8 = 2411

* ... a pfitom jsme neobjevili Zddnou chybu v algoritmu

TA —Ovéreni hesla - obrana
« Zkusime pfidat do funkce nahodné zpozdéni

* Pomiize to?

TA — Ovéfeni hesla - obrana
« Zkusime pfidat do funkce ndhodné zpozdéni

« Utok: pro kazdé n na kazdé pozici méfime ¢as x-krat, primérujeme,
porovnavame priméry => Staci nam x-krat tolik pokust

« Spravné: zajistit konstantni ¢as bez ohledu na zadané heslo

TA - RSA

« Utok na RSA podpis
« Utoénik mGize volit vstup, ktery mu ma systém podepsat
* Mdme zpravu, spocitdme z ni hash a ten podepiseme...
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TA-RSA

* .. umocnénim na soukromy exponent modulo modul:
+ s=h(m)rd modn
* Algoritmus podpisu:
« Square and multiply
res = 1; tmp = h
for i = k-1 downto 0 do
tmp = tmp”2 mod n
if d[i]==1 then res = res*tmp mod n
end for

return res

* h = hash zpravy

o
1

d(k-1]..d[0] = soukromy exponent
* n = modul

TA — RSA — Square and multiply

res = 1; tmp = h
for i = k-1 downto 0 do
tmp = tmp”~2 mod n
if d[i]==1 then res = res*tmp mod n
end for
return res

« Algoritmus pro umocovani

X69 binarn&"69 = x"64 * x4 * x\1

. x"/\ﬁg = [):"64)"1 * x"SZ"‘G ';ix"lﬁ 0 *
(xA8)0 * (x"4)R1 * (xA2)80 * (x"1JAL

=1000101

* https://asecuritysite.com/encryption/sqm

TA — RSA — Montgomery

res = 1; tmp = h
for i = k-1 downto 0 do
tmp = tmp*2 mod n
if d[il==1 then res = res*tmp mod n
end for
return res

* Montgomeryho nasobeni modulo
« Efektivnéjsi a rychlejsi nez naivni vynasobeni a operace modulo, ale...
* ...vraci hodnoty mezi 0 a 2n, kde n je modul, takZe...

v kone¢né fazi nékdy potfeba odeéist n...

... a to trvd néjakou méfitelnou dobu

TA —RSA
* Chceme zjistit soukromy exponent d

« Utok vyuZivéa riznou dobu vypoétu montgomeryho algoritmu pro
razné vstupy

« Utok je iterativni, haddme bit po bitu

TA—RSA

* Algoritmus:
1. Pfedpokladame, ze uz zndme n bitQ, chceme ziskat bit d[k-n]
2. Tipneme si, Ze d[k-n]==1
3. Nahodné zvolim t zprav m1...mt a rozdélim je na dvé skupiny
A) Montgomeryho multiplikace povede k ode¢tu
B) Montgomeryho multiplikace nepovede k ode¢tu
... €Oz umim, protoZe uz znam predchozich n bitd
4. Kazdou zpravu nechdm podepsat. Po&itdm priimérny &as podpisu, pro A a B zvIast
5. Pokud priméry jsou podobné, znamena to, Ze se multiplikace neprovédéla. Tedy jsem
tipnul spatné a bit je 0. Pokud se lisj zhruba o dobu, jakou trvd odcitani, multiplikace se
provadela. Tipnul jsem tedy spravneé 1.
6. n=n+l, goto 1)

Efektivita a opatfeni

* Pro 128 bitd, Gtok ziska 2 bity/sec pro mnozinu zprav L = 10 000
* Pro 512 bitd, Gtok ziska 1 bity/sec pro mnozinu zprav L = 100 000

« Efektivitu |ze zvySovat pfi zapojeni dalSich postrannich kanalt

* Nefunguje pouze pro smartkarty, ale i na servery, pocitace a dalsi..

* Opatfeni:
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Efektivita a opatreni

* Pro 128 bitd, utok ziska 2 bity/sec pro mnoZinu zprav L = 10 000
* Pro 512 bitd, utok ziska 1 bity/sec pro mnoZinu zprav L = 100 000

« Efektivitu Ize zvySovat pfi zapojeni dalSich postrannich kanald
* Nefunguje pouze pro smartkarty, ale i na servery, pocitace a dalsi..

* Opatfeni:
* Zajisténi konstantniho ¢asu zpracovani ptipadné alespori néjaka
randomizace

Odbérovy postranni kanal

* Spotieba energie se u zafizeni méni v zavislosti na
* Provadénych instrukcich
* Zpracovévanych datech

* Spotfebu mizeme monitorovat pomoci osciloskopu vlozenim
rezistoru zapojeného v sérii se zemi

Odbérovy postranni kanal

« Existuji rizné modely zavislosti spotfeby na datech/instrukcich

* Hammingova véha dat nebo kédu instrukce
* pocet “1” bitd
« H(0)=0
* H(1)=H(2) = H(4) = H(8)
* H(3) = H(5) = H(6) = H(9)

* Hammingova vzdélenost mezi daty v sou¢asném stavu a daty v
néjakém minulém stavu (napf. pfed provedenim poslednim instrukce)
* hd=hw(stav1l XOR stav2) > pocet riznych bitl

PA — zjisténi instrukce

* Zname model zavislosti spotfeby — Hammingova vzdalenost

* Méjme nezndmou funkci f:
* V uritém okamziku smart karta na¢te hodnotu x do akumulatoru a aplikuje
binarni operator (instrukci) nad x a 0

* Chceme zjistit, jakou instrukci zafizeni provadi
* Vime, Ze zafizeni ma v registru vstupni data a provede nad nimi operaci.

* Pro hodnoty 0, 1, 7 a 255 (Ob, 1b, 111b, 11111111b) provedeme
instrukci a zaznamenavame prabéh napéti

* Naneseme tyto prabéhy do jednoho grafu (x, spotfeba(x))

PA — zjisténi instrukce

* Nahraj hodnotu do P1 a proved XOR s P2 = 0 tak, ze P1=0; 1; 7; 255

.y |
\ |

\ -\“ Vi
A \M\JHJ\

[V ; | |
\. TevRf :v%\c w} e \-{r T |cyt‘\c 1;1 Tever J'[
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PA — zjisténi instrukce

* Vybereme si néjakou signaturu

* Pro tuto signaturu zmé¥ime spotfebu pro viechny vstupni hodnoty
0..255 a zaneseme do grafu (x,spotieba(x))
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PA — zjisténi instrukce PA — zjisténi instrukce

« Tento graf budeme porovnévat s druhym grafem: « Jeden z 256 grafC (x,hw(i,x))
* Pro kazdou z hodnot i=0..255, nakreslime graf (x,hw(i XOR x))
« Vime preci, Ze modelem spotieby je Hammingova vzdalenost...

[
* ...a ze Hammingova vzdalenost je polet riznych bitd... i | (. |
* ...ato je to samé, jako pocet bitd, které se zméni pfi nahrazeni jedné g W N 01 ) N1t o
hodnoty druhou... B VLN 00 TN N d | N AN )
al N | ('
« ...atoje presné to, co se déje v registru, kde data pred vykondanim '{ AR i I FT N NN ; A ‘,‘ ‘,| BRI :
instrukce, nahradime daty po vykondni instrukce. B g (AT i I 1T
« Z grafti vybereme ten, ktery je nejpodobnéjsi plvodnimu grafu ! i (‘ !

« Tim zjistime spravné i, coz je kdéd pouzité instrukce w C 0 = =

SPA — (tok na RSA

| s
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SPA — Utok na RSA SPA — Utok na RSA

« Testovaci hodnota kli¢e: OF 00 FO 00 FF 00 * Testovaci hodnota kli¢e : 2E C6 91 5B F9 4A

2 9 4 A
00101 1 10 110001 10100 10001010 11011111 1100 10100 10 10
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Diferencialni odbérova analyza

* Pouziva se tam, kde obycejna odbérova analyza selhava kvali
prilisnému Sumu v nasnimanych datech

* Vlyuziva statistické metody

* Srovnava data nasnimana béhem mnoha béh( systému, ne jen
jednoho

DPA — Bit Tracing

« Slouzi k nalezeni mista, kdy se vykonava urcity kéd — tedy sleduji
pribéh spotteby zatizeni a chci z néj vycist, v jakou chvili probiha
néjaka operace

* Napt. data jsou nejdFive zasifrovana a pak nékam kopirovana. Ktera
¢ast grafu odpovida kopirovani?

DPA — Bit Tracing
* Méjme funkci D, kterd pro kazdy vstup x vraci 0 nebo 1

* DPA ma dvé faze:

* Nasbirdm nékolik zdznamu spotteby
* Vytvofim mnoziny:

* LO={x| D(x)=0}

* L1={x| D(x)=1}

DPA
curve

Average

DPA — Bit Tracing

* (Cas,avg(spotiebal(t,L1)) — avg(spotieba(t,L0)))

it ’ " | ‘ [

,.NMM.MWMMJ LJMM PR TR T TSR YORTY SR VER TR YO Ty

Bt of the st byte i of the last byte

MW

DPA — Bit Tracing

* Pro 8bit zafizeni, které se chova podle modelu hammingovy vahy:
« D definujeme tak, Ze vraci hodnotu nejnizsiho bitu
* L0 tedy ma prdmérnou hammingovu vahu 3.5
* ProtoZe jeden bit je urcité 0 a ostatni nevime
* L1 ma primérnou hammingovu vahu 4.5
* Protoze jeden bit je urité 1 a ostatni nevime
« Tento rozdil v Hammingové vaze se promitne i ve spotfebé

* Dokazeme zaznamy rozdélit na ty odpovidajici LO a L1, protoze
kryptosystém nam vréti ciphertext
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DPA — Bit Tracing

* Spustili jsme tedy systém na mnoha vzorcich, ty potom zpétné
rozdélili do dvou kategorii i se zaznamy jejich spotfeby. Zaznamy jsme
zpracovali tak, Ze v grafu vidime rozdil mezi dvéma kategoriemi. Tam,
kde se lisi, bylo evidentné pracovano s bitem, ze kterého vychazi
funkce D

* Pfi pohledu na graf vidime, se kterym bitem bylo manipulovano ve
kterém misté. Vime, Ze jde o ciphertext, tedy data uz byla zasifrovana,
takze jde o kopirovani. Nasli jsme tedy, kdy jsou data v systému
kopirovand

DPA — Bit Tracing

* (Cas,avg(spotreba(t,L1)) — avg(spotreba(t,L0)))

mwNMWJLM..w’w«v:wmﬁn%mv»mwﬁm,.mwmww

B of the 1st bute Bt of the last byte

Elektromagneticky kanal

* VlyuZiva obecnéjsi a detailnéjsi data o pratoku proudu, nez jen celkova
spotieba zafizeni

« Sleduje, kterou &asti zafizeni proud protéka a jak spolu proudy
interferuji

Obrana proti side-channel Gtokim

* Nevétvit program na zakladé tajnych hodnot. Bez ohledu na data by
program mél provést vidy to samé

* Dvé skupiny opatfeni:
* Skryvani
* Zatizenivyrobeno tak, Zze bude mit ndhodnou spotiebu
* Napf. pfidanim Sumu, ¢ekani, Dummy operaci, ...
* Maskovani
+ pfimaskovani ndhodnych hodnot k hodnotdm ve vypoctech

Trezor One — HW kryptopenéZenka

 Realizace dvou profilovanych Gtokd boéniho kanélu na zafizeni
vedouci k:
« ziskani PIN kédu odcizeného zafizeni
« ziskdvani vyznamnych &asti skalaru pouzitého béhem nasobeni eliptické kfivky
(coz vede k obnoveni soukromého klice)

« Utok zvefejnén po opravé firmware

* https://medium.com/ledger-on-security-and-blockchain/details-
about-the-side-channel-attacks-on-trezor-one-hardware-wallet-
62e2d278e803

Trezor One — HW kryptopenéZenka

* Hardwarové penézenky byly navrzeny tak, aby chranily soukromé klice
pouzivané pro pfistup k u¢tim kryptomény
* Tato tajemstvi maji nikdy neopustit zafizeni

* Bylo pouzito zafizeni s modifikovanym firmwarem pro podporu profilovani,
coz umoznilo poslat vice pozadavki na cilené bezpeénostni funkce, napf.
zapisy, které snizuji poget pokusti o PIN (PTC), jsou pro automatizaci
deaktivovany

« Ziskdno 3000 ¢asovych vzorki na stopu

« Stacil by jednoduchy osciloskop se Sitkou pdsma 100 MHz a vzorkovaci
frekvenci 1 G /s, ktery by stal kolem 1 kB S.
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Time ms

Control
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Toktronix

The PIN verification function code extracted
from the firmware source code

4 bool stor n U char *presented_pin)

char diff = G
uint32_t i =
(presented_pin[i]) {

diff |= storageRom->pin[i] - presented_pin[i];

i+

Par komentar( ke kodu

* StorageRom—> pin je hodnota, kterou hledéme: hodnota PIN uZivatele.
Sklada)se z tabulky N ¢islic a kazdd z Eislic mize nabyvat 9 hodnot (Cislici 0 nelze
pouZit

* Jak je napsano v komentafich, funkce neni citlivd na nacasovani Gtoku: ale ¢as
neni postranni kanal, ktery je pouzit

« Cislice ve storageRom-> pin jsou zpracovany ve funkcijedna po druhé v
hlavni smyéce. To znamena, z pohledu postranniho kanélu, Ze se muze cilit na
kazdou ¢islici nezavisle na ostatnich (strategie Divide& Conquer )

« Existuje urcitd citlivd hodnota, kterd zévisi na tajemstvi a které vypada zajimavé:
odcitani v kazdém kroku smycky X
storageRom-> pin [i] - present_pin [i] pro 0 < i <4

* Tatg citliva hodnota zpracovava jak tajny kli¢, tak vstupni hodnotu, coZ otvira
Utoénikovi moznosti vyuziti postranniho kanalu

e

30000

20000

10000

10000

20000

SPA

« Jak vypadaji data z postranniho kanalu?
« Pfiklad: Odbér odpovidajici 10 verifikacim PINu

Prokdzani zavislosti na spotfebé

* 200 tisic méfeni (traces) s nahodnym, ale zndmym vstupem

* Pro kazdé méreni vypocitdna mnozina hodnot k odecteni (Ize, protoze
zname vsechny vstupy)

* Model potvrdil zavislost (podle velikosti odeciténi) a ukdzal i, kdy jsou
jednotlivé Cislice zpracovavany

11
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——~ shape of mean power trace.
nicy on (storageRom->pin{o}-presented_pin{o])

—— nicv on (storagefiom->pin[ ] presented_pin[1]) e s

— nicv on (storageRom->pinl2 - presented_pin(2]) -

— nicv on (storageRom->pin|3]-presented._pinl3]) =

Profilovaci faze

* Pro kazdou &islici PIN ziskana odpovidajici charakterizace (NICV - Normalized
Inter-Class Variance)

* Kazdd stopa mize byt oznacena (pro kazdou islici PIN) hodnotou pfislusného
odecteni

* Faze profilovani je v zésadé instanci Machine Learning Classification

* Znamad ohodnocenéd data pouZivame k sestaveni jednoho klasifikdtoru na kazdou
Cislici PIN. Klasifikator je rozhodovaci funkce urcena k ohodnoceni nové neznamé
stopy

* Vtomto pFipadé je oznaceni stopy hodnotou od¢itdni. ProtoZe vidy zname
hodnotupresent_pin,znalost odcitani znamena znat hodnotu
storageRom-> pin.

« Klasifikdtory nasledné pouZity pro hledani neznamého PINu (15 PING, 300 méfeni

Efektivnost

* Primérovanim byl PIN uhodnut (worst case zlep3en z 10 pokust na 5
vs. aktualné pouzity limit je 16 pokust)

Diky za pozornost!
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Abstract: We show how to exploit the encrypted key import functions of a variety of
different cryptographic devices to reveal the imported key. The attacks are padding oracle
attacks, where error messages resulting from incorrectly padded plaintexts are used as a
side channel. In the asymmetric encryption case, we modify and improve Bleichenbacher’s
attack on RSA PKCS#1v1.5 padding, giving new cryptanalysis that allows us to carry
out the ‘million message attack’ in a mean of 49 000 and median of 14 500 oracle calls
in the case of cracking an unknown valid ciphertext under a 1024 bit key (the original
algorithm takes a mean of 215 000 and a median of 163 000 in the same case). We show
how implementation details of certain devices admit an attack that requires only 9 400
operations on average (3 800 median). For the symmetric case, we adapt Vaudenay’s CBC
attack, which is already highly efficient. We demonstrate the vulnerabilities on a number
of commercially available cryptographic devices, including security tokens, smartcards and
the Estonian electronic ID card. The attacks are efficient enough to be practical: we give
timing details for all the devices found to be vulnerable, showing how our optimisations
make a qualitative difference to the practicality of the attack. We give mathematical
analysis of the effectiveness of the attacks, extensive empirical results, and a discussion of
countermeasures and manufacturer reaction.

Key-words: Chosen ciphertext attack, padding oracles, PKCS#11, HSMs, electronic
ID cards



Attaques Efficaces sur Appareils Cryptographiques
par Oracle de Padding

Résumé : Nous montrons comment exploiter I'interface de plusieurs appareils cryptographiques
pour extraire leurs clés cryptographiques. Nos attaques sont effectué par oracle de padding.

Mots-clés : Cartes a puces, Chosen ciphertext attack, padding oracles, PKCS#11, HSMs
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1 Introduction

Tamper-resistant cryptographic security devices such as smartcards, USB keys, and Hardware Security
Modules (HSMs) are an increasingly common component of distributed systems deployed in insecure
environments. Such a device must offer an API to the outside world that allows the keys stored
on the device to be used for cryptographic functions and permits key management operations, but
without compromising security. The most commonly used standard for designing cryptographic device
interfaces, RSA PKCS#11 [24], is known to have vulnerabilities if the attacker is assumed to have
access to the full API, and can therefore make attacks by combining commands in unexpected ways [4,
5,7]. In this paper, we describe a different way to attack keys stored on the device using only decryption
queries performed by a single function, usually the C_UnwrapKey function for encrypted key import.
These attacks are cryptanalytic rather than purely logical, and hence require multiple command calls
to the interface, but the attacker only needs access to one seemingly innocuous command, subverting
the typical countermeasure of introducing access control policies permitting only limited access to the
interface.

We will show how the C_UnwrapKey command from the PKCS#11 API is often implemented on
commercially available devices in such a way that it offers a ‘padding oracle’, i.e. a side channel allowing
him to see whether a decryption has succeeded or not. We give two varieties of the attack: the first for
when the imported key is encrypted under a public key using RSA PKCS+#1 v1.5 padding, which is
still by far the most common and often the only available mechanism on the devices we obtained, and
the second for when the key is encrypted under a symmetric key using CBC and PKCS#5 padding.
The first attack is based on Bleichenbacher’s well-known attack [2]. Although commonly known as
the ‘million message attack’, in practice Bleichenbacher’s attack requires only about 215 000 oracle
calls on average against a 1024 bit modulus when the ciphertext under attack is known to be a valid
PKCS#1 v1.5 block. This is however not efficient enough to be practical on low power devices such as
smartcards which perform RSA operations rather slowly. We give a modified algorithm which results
in an attack which is 4 times faster on average than the original, with a median attack time over 10
times faster. We also show how the implementation details of some devices can be exploited to create
stronger oracles, where our algorithm requires only 9400 mean (3800 median) calls to the oracle. At
the heart of our techniques is a small but significant theorem that allows not just multiplication (as
in the original attack) but also division to be used to manipulate a PKCS#1 v1.5 ciphertext and
learn about the plaintext. In the second attack we use Vaudenay’s technique [26] which is already
highly efficient. Countermeasures to such chosen ciphertext attacks are well known: one should use
an encryption scheme proven to be secure against them. We discuss the availability of such modes in
current cryptographic hardware and examine what other countermeasures could be used while such
modes are still not available.

In summary, our contributions are the following: i) new results on PKCS#1 v1.5 cryptanalysis
that, when combined with the ‘parallel threads’ technique of Klima-Pokorny-Rosa [25] (which on its
own contributes a 38% improvement on mean and 52% on median) results in an improved version of
Bleichenbacher’s algorithm giving a fourfold (respectively tenfold) improvement in mean (respectively
median) attack time compared to the original algorithm (measured over 1000 runs with randomly
generated 1024 bit RSA keys and randomly generated conforming plaintexts); ii) demonstration of
the attacks on a variety of cryptographic hardware including USB security tokens, smartcards and
the Estonian electronic ID card, where we found various implementations of the oracle, and adapted
our algorithm to each one, resulting in attacks with as few as 9400 mean (3800 median) oracle calls
on the most vulnerable devices; iii) analysis of the complexity of the attacks, empirical data, and
manufacturer reaction.

In the next section, we describe the padding attacks relevant to this work and describe our modi-
fications to Bleichenbacher’s algorithm. The results on commercial devices are described in section 3.
We discuss countermeasures in section 4. Finally we conclude with a discussion of future work in
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section 5.

2 Padding Oracle Attacks

A padding oracle attack is a particular type of side channel attack where the attacker is assumed to
have access to an oracle which returns true just when a chosen ciphertext corresponds to a correctly
padded plaintext under a given scheme.

2.1 Bleichenbacher’s Attack

Bleichenbacher’s padding oracle attack, published in 1998, applies to RSA encryption with PKCS#1
v1.5 padding [2]. Let n,e be an RSA public key and d be the corresponding private key, i.e. n = pq
and ed = 1 (mod ¢(n)). Let k be the byte length of n, so 28¢=1) < n < 285, Suppose we want
to encrypt a plaintext block P where P is | bytes long. Under PKCS#1 v1.5 we first generate a
pseudorandom non-zero padding string PS which is £ — 3 — [ bytes long. We allow [ to be at most
k — 11, so there will be at least 8 bytes of padding. The block for encryption is now created as

0x00, 0x02, PS, 0x00, P

We call a correctly padded plaintext and a ciphertext that encrypts a correctly padded plaintext
PKCS conforming or just conforming. For the attack, imagine, as above, that the attacker has access
to an oracle that tells him just when an encrypted block decrypts to give a conforming plaintext,
and assume he is trying to obtain the message m = ¢ mod n, where ¢ is an arbitrary integer. He is
going to choose integers s, calculate ¢ = ¢ - s¢ mod n and then send ¢’ to the padding oracle. If ¢ is
conforming then he learns that the first two bytes of m-s are 0x00, 0x02. Hence, if we let B = 28(k=2)
2B < m-s mod n < 3B. The idea is to repeat the process for many values of s until only a single
plaintext is possible.

2.2 Improving the Bleichenbacher Attack

Let us first review in a little more detail the original attack algorithm. We are trying to obtain message
m = ¢ mod n from ciphertext ¢. In step 1 (Blinding), we search for a random integer value sy such
that ¢(sg)® mod n is conforming, by accessing the padding oracle. We let ¢y = ¢(s,)¢ mod n and
my = (co)d mod n. Note that mg = msy mod n. Thus, if we recover my we can compute the target
m as mo(so) "' mod n. If the target ciphertext is already conforming, we can set so to 1 and skip this
step.

We let B = 28(k=2) If ¢ is conforming, 2B < mg < 3B. Thus, we set the initial set M of possible
intervals for the plaintext as {[2B,3B — 1]}. In step 2, we search for s; such that ¢(s;)¢ mod n is
conforming. In step 3, we apply the s; we found to narrow the set of possible intervals M; containing
the value of the plaintext, and in step 4 we either compute the solution or jump back to step 2.

We are interested in improving step 2, i.e. the search for s;. We give step 2 of the original algorithm
below, and omit the other steps (in the appendix we give our modified algorithm, of which step 1.a
equals step 1 of the original algorithm, whereas steps 3 and 4 are unchanged from the original).

Step 2a If i =1 (i.e. we are searching for s;), search for the smallest positive integer s; > n/(3B)
such that co(s1)¢ mod n is conforming. It can be shown that smaller values of s; never give a
conforming ciphertext.

Step 2b If ¢ > 1 and |M;_1| > 1, search for the smallest positive integer s; > s;_; such that
co(8;)€ mod n is conforming.
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Step 2c¢ Ifi>1and |M;_1| =1, ie. M;_; ={]a,b]}, choose small r;, s; such that

2B+r;n ) 3B+r;n
b <8 < a

ri > 2 and

bs;j—1—2B

n
until co(s;)¢ mod n is conforming. Intuitively, the bounds for s; derive from the fact that we want
co(si)¢ mod n conforming, i.e. 2B < mgs; — rin < 3B, for some r;, and from the assumption
a < mg < b. As explained in the original paper, the constraint on r; aims at dividing the remaining
interval in half so to maximize search performance.

Some features of the algorithm’s behaviour were already known from the original paper. For
example, step 2a/b will in general be executed only very few times (in roughly 90% of our trials,
step 2b was executed a maximum of once, and in 32% of cases not at all). However, a lot of the
expected calls are here, since each time we just search naively for the next s;, which takes an expected
1/Pr(P) calls where Pr(P) is the probability of a random ciphertext decrypting to give a conforming
block. Step 2c¢, meanwhile, is highly efficient, but is only applicable if there is only one interval left.
Furthermore it cannot be directly applied to the original interval {2B,3B — 1} (since the bound on
i, S; collapses and we end up with the same search as in step 2a). Based on this observation, we
devised a new method for narrowing down the initial interval so that ‘step 2c-like’ reasoning could be
applied to speed up the search for s;.

Trimming M, First observe that as well as multiplying the value of the decrypted plaintext (mod n)
by some integer s, we can also divide it by an integer ¢ by multiplying the original ciphertext by
t=¢ mod n. Multiplication modulo n is a group operation on (Z,)*, so inverses are unique. If the
original plaintext was divisible by ¢, the result mq - t~! mod n will just be mg/t, otherwise it will be
some other value in the group that we in general cannot predict without knowing mg. The following
holds.

Proposition 1. Let u and t be two coprime positive integers such that u < %t and t < 92%. If mgy and
mo - ut ' mod n are PKCS conforming, then mq is divisible by t.

Proof. We have mou < mO%t < 3B%t < n. Thus, mou mod n = mou. Let = mg - ut~* mod n. We
know x < 3B since it is conforming. Thus xt < 3Bt < n and xt mod n = xt. Now, xt = xt mod n =
mou mod n = mou which implies t divides my. ]

By Proposition 1, if we find coprime positive integers u and ¢, u < %t and t < 92% such that for

a PKCS conforming mg, mg - ut~! mod n is also conforming, then we know that myg is divisible by ¢
and mg - ut™! mod n = moy. As a consequence

2B -t/u < my<3B-t/u.

Note that since we already know 2B < mg < 3B we can restrict our search to ¢ and u such that
2/3 < u/t < 3/2. We apply this by constructing a list of suitable fractions u/t that we call ‘trimmers’.
In practice, we use a few thousand trimmers and take ¢ < 2'2 as the implementations typically satisfy
n > 2851 For each trimmer u/t, we submit cout—° to the padding oracle. If the oracle succeeds, we
can trim the bounds of Mj.

A large denominator ¢ allows for a more efficient trimming. The trimming process can be thus
optimised by taking successful trimming fractions wi/t1,..., up/t,, computing the lowest common
multiple ¢’ of t1,...,t,, using this value as a denominator and then searching for the highest and
lowest numerators uy, u; that imply a valid padding, giving 2B -t/ /u; < m < 3B -t/ Juy,.
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Skipping Holes In the original algorithm step 2a, the search for the first s; starts at the value
[n/3B]. However, note that to be conforming we require in fact that m-s > n+2B. Since 3B—1>m
we get (3B — 1)s > n + 2B. So we can start with s = [(n + 2B)/(3B — 1)]. On its own this does
not save us much: about 8000 queries depending on the exact value of the modulus. However, when
we have already applied the trimming rule above to reduce the upper bound on My to some b, this
translates immediately into a better start bound for sy of (n + 2B)/b.

Observe that in general for a successful s we must have 2B < ms — jn < 3B for some natural
number j. Given that we have trimmed the first interval My to the range [a, b], this gives us a series

of bounds 0B 1+ i 3B + i
ﬁ < s < ﬂ

b - a
Observe further that when _ .
3B4+ijn 2B+ (j+1)n
<
a b
we have a ‘hole’ of values where a suitable s cannot possibly be. When used in combination with the
trimming rule, we found that we frequently obtain a list of many such holes. We use this list to skip
out the holes during the search for the s;. Note that this is similar to the reasoning used to calculate
s values in step 2c¢, except that here we are concerned with finding the smallest possible s; in order to
have the fewest possible intervals remaining when searching for s5. As we show in the results below,
the combination of the trimming and hole skipping techniques is highly effective, in particular against
more permissive oracles than a strict PKCS padding oracle.

2.3 Existing Optimisations

In addition to our original modifications, we also implemented changes proposed by Klima, Pokorny
and Rosa (KPR) [25]. These are mainly aimed at improving performance in step 2b, because they
were concerned with attacking a weaker oracle where most time was spent in step 2b (see below).
They are therefore naturally complementary to our optimisation of step 2a.

Parallel thread method The parallel thread method consists of omitting step 2b in the case where
there are several intervals in M;_;, and instead forking a separate thread for each interval and using
the method of step 2c to search for s;. As soon as one thread finds a hit, all threads are halted and
the new intervals are calculated. If there is still more than one interval remaining, new threads are
launched. In practice, since access to the oracle may not be parallelisable, the actions of each thread
can be executed stepwise. This heuristic is quite powerful in practice, as we will see below.

Tighter bounds and Beta Method KPR were concerned with attacking the weaker ‘bad version’
oracle found in implementations of SSLi patched against the original vulnerability. This meant that
when the oracle succeeds, they could be sure of the length of the unpadded plaintext, since it must
be the right length for the SSL ‘pre-master secret’. This allowed them to tighten the 2B and 3B — 1
bounds. We also implemented this optimisation where possible, since it has no significant cost, but its
effects are not significant. We implemented a further proposal of KPR, the so-called ‘Beta Method’
that we do not have space to describe here(see appendix A), but again found that it caused little
improvement in practice.

2.4 Stronger and Weaker Oracles

In order to capture behaviour found in real devices (see section 3), we define stronger and weaker
Bleichenbacher oracles, i.e. oracles which return true for a greater or smaller proportion of values x
such that 2B < x < 3B. We characterise them by three Booleans specifying the tests they apply or
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skip on the decrypted plaintext. The first Boolean corresponds to the test for a 0 somewhere after the
first ten bytes. The second Boolean corresponds to the check for Os in the non-zero padding. The third
Boolean corresponds to a check of the plaintext length against some specific value (e.g. 16 bytes for an
encrypted AES-128 key). More precisely, we say an oracle is FFF if it returns true only on correctly
padded plaintexts of a specific fixed length, like the the KPR ‘bad version’ oracle found in some old
versions of SSL. An oracle is FFT if it returns true on a correctly padded plaintext of any length.
This is the standard PKCS oracle used by Bleichenbacher. An oracle is FTT if it returns true on a
correctly padded plaintext of any length and additionally on an otherwise correctly padded plaintext
containing a zero in the eight byte padding. An oracle is TFT if if returns true on a correctly padded
plaintext of any length and on plaintexts containing no Os after the first byte. The most permissive
oracle, TTT, returns true on any plaintext starting with 0x00,0x02. We will see in the next section
how all these oracles arise in practice.

In Table 1, we show performance of the standard Bleichenbacher algorithm on these oracles, apart
from FFF for which it is far too slow to obtain meaningful statistics. Attacking the strongest oracles
TTT and TFT is substantially easier than the standard oracle. We can explain this by observing that
for the original oracle, on a 1024 bit block, the probability Pr(P) of a random ciphertext decrypting
to give a conforming block is equal to the probability that the first two blocks are 0x00,0x02, the
next 8 bytes are non-zero, and there is a zero somewhere after that. We let Pr(A) be the probability
that the first two bytes are 0x00,0x02, i.e Pr(A) ~ 2716, We identify Pr(P|A), the probability of a
ciphertext giving a valid plaintext provided the first two bytes are 0x00, 0x02, i.e

255 ° 255\ "

— ) . [1-(=—= ~ 0.358

256 256
Pr(P) is therefore 0.358 - 2716, Bleichenbacher estimates that, if no blinding phase is required, the
attack on a 128 byte plaintext will take

2/ Pr(P) + 16 - 128/ Pr(P|A)

oracle calls. So we have
(2-21% 416 - 128)/Pr(P|A) = 371843

In the case of, say, the TTT oracle, Pr(P|A) is 1, since any block starting 0x00, 0x02 will be accepted.
Hence we have
2'7 416 - 128 = 133120

oracle queries. This is higher than what we were able to achieve in practice in both cases, but the
discrepancy is not surprising since the analysis Bleichenbacher uses is a heuristic approximation of the
upper bound rather than the mean. However, it gives an explanation of why the powerful oracle gives
such a big improvement in run times: improvements in the oracle to Pr(P|A) make a multiplicative
difference to the run time. Additionally, the expected number of intervals at the end of step 2a is
[s1-B/n] [2, p. T, so if s1 is less than 2!, the expected number of intervals is one. For the FFT oracle,
the expected value of s1 (calculated as 1/2-1/Pr(P)) is about 91 500, between 2!6 and 2'7, whereas
for TTT it is 2'5. That means that in the TTT case we can often jump step 2b and go straight to
step 2c, giving a total of
216 116 - 128 = 34816

i.e. the TTT oracle is about 10 times more powerful than the FF'T oracle, which is fairly close to what
we see in practice (our mean for FFT is about 5.5 times that for TTT).

In comparison, if the modulus is 2048 bit long, then Pr(P|A) ~ 0.599. Because the modulus is
longer, the probability that 0x00 appears after the 8 non-zero bytes is higher than in the 1024 bit case.
Furthermore, following the same argument as above, we obtain that the attack on a 2048 bit plaintext
will take about 335 065 calls to the FFT oracle, fewer than in the 1024 bit case. Note however that
RSA private key operations slow down by roughly a factor of four when key length is doubled.
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Oracle || Original algorithm Modified algorithm
Mean Median | Mean Median Trimmers | Mean skipped
FFF - - 18 040 221 | 12 525 835 | 50 000 7 321
FFT 215982 | 163 183 | 49 001 14 501 1 500 65 944
FTT 159 334 | 111 984 || 39 649 11 276 2 000 61 552
TFT 39 536 | 24 926 10 295 4 014 600 20 192
TTT 38 625 | 22 641 9 374 3 768 500 18 467

Table 1: Performance of the original and modified algorithms.

14501 163183 500000

Figure 1: Graph comparing distribution of oracle calls for original (lower peak, thinner line) and
optimised version of the algorithm on the FFT oracle. Median is marked for each.

2.5 Performance of the Modified Algorithm

Referring again to Table 1, we give a summary of our experiments with our modified algorithm. As
well as mean and median, we give the number of trimming fractions tried and the average number
of oracle calls saved by the hole skipping modification we presented in section 2.2. Observe that
as the oracles become stronger, the contribution of the KPR ‘parallel threads’ method becomes less
significant and our hole skipping technique more significant. This is to be expected, since as discussed
above, for the stronger oracles, fewer runs need to use step 2b. Similarly, when trimming the first
interval My, we find that more fractions can be used because of the more permissive oracle, hence we
find more holes to skip. For the most restrictive oracle, FFF, the addition of our trimming method
slightly improves on the results of KPR (which were 20 835 297 mean and 13 331 256 median). Note
also that the trimming technique contributes more than just the oracle calls saved by the hole skipping,
it also slightly improves performance on all subsequent stages of the algorithm. We know this because
we can compare performance using only the parallel threads optimisation, where we obtain a mean
of 113 667 and a median of 78 674 (on the FFT oracle). In Figure 1, we give the density distribution
for 1000 runs of the original algorithm and our optimised algorithm on the classical FFT oracle, with
medians marked. Notice the change in shape: we have a much thinner tail.

2.6 Vaudenay’s Attack

Vaudenay’s attack on CBC mode symmetric-key encryption [26] is somewhat simpler and highly
efficient. Recall first the operation of CBC mode [8]: given some block cipher with encryption,
decryption functions E(.), D(.) and a fixed block size of b bytes, suppose we want to encrypt a message
P of length [ = j - b for some integer j, i.e. P = Pj,...,P;. In CBC mode, we first choose a fresh
initialisation vector IV. The first encrypted block is defined as C; = E(IV @ Py), and subsequent
blocks as C; = E(C;—1 @ P;). The need for padding arises because [ is not always a multiple of b.
Suppose I = j - b+ r. Then we need to encrypt the last r bytes of the message in a b bytes block in
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Device PKCS#11 | PKCS#1 v1.5 Attack CBC-PAD Attack
version Token Session Token Session

Aladdin eTokenPro | 2.01 v v v v

Feitian ePass 2000 | 2.11 X X N/A N/A
Feitian ePass 3003 | 2.20 X X N/A N/A
Gemalto Cyberflex | 2.01 v N/A N/A N/A
RSA Securid 800 | 2.20 v N/A N/A N/A
Safenet Ikey 2032 | 2.01 v v N/A N/A
SATA DKey 2.11 X X X X

Siemens CardOS 2.11 v v N/A N/A

Table 2: Attack Results on Tokens

such a way that on decryption, we can recognise that only the first r bytes are to be considered part
of the plaintext. One way to do this is the so-called RC5 padding, also known as PKCS padding and
described in RFC 5652 [11]. The r bytes are encoded into the leftmost bytes of the final block, and
then the final b — r bytes are filled with the value b — r. Under this padding scheme, if the plaintext
length should happen to be an exact multiple of the block size, then we add a whole block of padding
bytes b.

To effect Vaudenay’s attack, suppose that the attacker has some ciphertext C4,...,C, and access
to an oracle that returns true just when a ciphertext decrypts with valid padding. To attack a given
block Cj, we first prepend a random block R = rq,...,7,. We then ask the padding oracle to decrypt
R | C;. If the padding is valid most probably the final byte is 1, hence the final byte p,, of the plaintext
P; satisfies p, = 1, @ 1. If the padding is not accepted, we iterate over i setting r;, = r, @ and retrying
the oracle until eventually it is accepted. There is a small chance that the final byte of an accepted
block is not 1, but this is easily detected. Having discovered the last byte, it is easy to extend the
attack to obtain pp_1 by tweaking r,_1, and so on for the whole block. Given this ‘block decryption
oracle’ we can then apply it to all the blocks of the message. Overall, the attack requires O(nb) steps,
and hence is highly efficient.

Since the original attack appeared, many variations have been found on other padding schemes
and block cipher modes [1,6,13,16,19,21]. Bond and French recently showed that the attack could
be applied to the C_UnwrapKey command as implemented on a hardware security module (HSM) [3].
We will show in the next section that many cryptographic devices are indeed vulnerable to variants
of the attack.

3 Attacking Real Devices

We applied the optimised versions of the attacks of Bleichenbacher and Vaudenay presented in section
2 to the unwrap functionality of PKCS#11 devices. RSA PKCS#11, which describes the ‘Cryptoki’
APT for cryptographic hardware, was first published in 1995 (v1.0). The latest official version is v2.20
(2004) which runs to just under 400 pages [24]. Adoption of the standard is almost ubiquitous in
commercial cryptographic tokens and smartcards, even if other additional interfaces are frequently
offered. In a PKCS#11-based API, applications initiate a session with the cryptographic token, by
supplying a PIN. Once a session is initiated, the application may access the objects stored on the token,
such as keys and certificates. Objects are referenced in the API via handles, which can be thought of
as pointers to or names for the objects. In general, the value of the handle, e.g. for a secret key, does
not reveal any information about the actual value of the key. Objects have attributes, which may be
bitstrings e.g. the value of a key, or Boolean flags signalling properties of the object, e.g. whether the
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key may be used for encryption (CKA_ENCRYPT!), or for encrypting other keys, for signing, verification,
and other uses. New objects can be created by calling a key generation command, or by unwrapping
an encrypted key packet using the C_UnwrapKey command, which takes a handle, a ciphertext and a
template as input. A template is a partial description of the key to be imported, giving notably its
length. The device attempts to decrypt the ciphertext using the key referred to by the handle. If
it succeeds, it creates a new key on the device using the extracted plaintext and the template, and
returns a new handle.

Observe that a padding check immediately following the decryption could give rise to an oracle that
may be used to determine the value of the newly stored key. To test for such an oracle on a device, we
create a key with the CKA_UNWRAP attribute set to allow the C_UnwrapKey operation, create encrypted
key packets with deliberately placed padding errors, call the function on these ciphertexts and observe
the return codes. For the case of asymmetric key unwrapping, constructing test ciphertexts is easy
since the public key of the pair is always obtainable via a query to the PKCS#11 interface. For
symmetric key unwrapping, it is not quite so trivial since the device may create unwrapping keys
marked with the Boolean key attribute CKA_SENSITIVE which prevents them from being read via
the PKCS+#11 interface. In this case there are various tricks we can use: we can try to set the
attribute CKA_ENCRYPT and then use the PKCS#11 function C_Encrypt to construct the test packets
if a suitable mode is available, or if the device does not allows this, we can explicitly try to create a
key with CKA_SENSITIVE set to false, assuming the same unwrap algorithm will be used as for sensitive
keys. In the event, we were always able to find some way to do this with the devices under test.

3.1 Smartcards and Security Tokens

In Table 2 we give results from implementing the attacks on all the commercially available smartcards
and USB tokens we were able to obtain that offer a PKCS#11 interface and support the unwrap
operation. A tick means not only that we were able to construct a padding oracle, but that we were
actually able to execute the attack and extract the correct encrypted key. A cross notes that the attack
fails. We explain these failures below. Not applicable (N/A) means that the token did not support
the cryptographic mechanisms and/or unwrap modes required for this attack. Note that relatively
few devices support unwrap under symmetric key algorithms. We tested the attacks using both token
keys and session keys for the unwrapping. The exact semantics of the difference between these key
types is not completely clear from the standard: there is an attribute CKA_TOKEN which when set to
true indicates a token key and when false indicates a session key. Session keys are destroyed when the
session is ended, whereas token keys persist. However, we have noticed that devices often enforce very
different policies for token keys and session keys, so it seemed pertinent to test both types.

In Table 3 we give the class of padding oracle found in each device in the PKCS#1 v1.5 case.
To obtain this table we construct padded plaintexts with a single padding error and observed the
return code from the token (the exact return codes are in the appendix, Table 4). Note that we give
separate entries for token and session keys in this table only when there is a difference in the device’s
behaviour in the two cases. We report median attack time, computed from the results of table 1 and
from a measure of the unwrap rate of the hardware. Notice how the tenfold improvement in median
attack time of our modified algorithm makes attacks even against FFT oracles on slow devices quite
practical. Unwrap calls using session keys are often many times faster than token keys though it is not
clear why, unless perhaps these devices are carrying out session key operations in the driver software
rather than on the card.

We will briefly discuss each line of Table 2 in turn. The Aladdin eToken Pro supports both
unwrapping modes required, though the CBC_PAD unwrap mode does not conform to the standard: a

!Throughout the paper we will refer to commands, attributes, return codes and mechanisms by their names as
defined in the PKCS#11 standard, so C_ prefixes a (cryptoki) command, CKA_ prefixes a cryptoki attribute, CKR- prefixes
a cryptoki return code and CKM_ prefixes a cryptoki mechanism.
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Device Token Session

Oracle Time Oracle Time
Aladdin eTokenPro | FTT 21m FTT 17m
Gemalto Cyberflex | FFT 92m N/A N/A
RSA Securid 800 TTT 13m N/A N/A
Safenet Tkey 2032 FTT 88m FTT 17m
Siemens CardOS TTT 21m FFT 89s

Table 3: Oracle Details and Median Attack Times

block containing a final byte of 0x00 is accepted. According to the standard, if the final byte of the
plaintext is zero and it falls at the end of a block, then an entire block of padding should be added
(see section 2). This causes a small problem for the attack since it gives us an extra possibility for
the last byte, but we easily adapted the attack to take account of this. The PKCS#1 v1.5 padding
implementation ignores zeros in the first 8 bytes of the padding and gives a separate error when the
length of the extracted key does not match the requested one (CKR_-TEMPLATE_INCONSISTENT). Based
on this we can build an FTT oracle. The Feitian tokens do not support CBC_PAD modes. They also
do not implement PKCS#1 v1.5 padding correctly as shown in Table 4: in our tests, any block with
0x02 in the second byte was accepted, except for very large values (e.g. for one key, anything between
0x00 and O0xE2 in the first byte was accepted). The result is that the attack does not succeed. The
Gemalto Cyberflex smartcard does not allow unwrapping under symmetric keys. However, it seems
to implement standard PKCS#1 v1.5 padding correctly, and the Bleichenbacher attack succeeds (FFT
oracle, since the length is ignored). The RSA SecurID device does not support unwrapping using
symmetric keys, hence the Vaudenay attack is not possible. However, the Bleichenbacher attack works
perfectly. In fact, the RSA token implements a perfect TT'T oracle. The device also supports OAEP,
but not in a way that prevents the attack (see next paragraph). The Safenet ikey2032 implements
an asymmetric key unwrapping. The padding oracle derived is more accepting than the Bleichenbacher
oracle since the Os in the first 8 bytes of the padding string are ignored (FTT oracle). The SATA
DKey does not implement standard padding checks. In CBC_PAD mode, only the last byte is checked:
it seems that as long as the last byte n is less than the number of bytes in a block, the padding is
accepted and the final n bytes discarded. This means we cannot use the attack to recover the whole
key, just the final byte. In PKCS#1 v1.5 mode, many incorrectly padded blocks were accepted, and
we were unable to deduce the rationale. For example, any block with the first byte equal to 0x02 is
accepted. The wide range of accepted blocks prevents the attack. The Siemens CardOS supports
only unwrapping under asymmetric keys. The Bleichenbacher attack works perfectly: with token keys
the oracle is T'T'T, while with session keys it is FFT.

Attacking OAEP Mode Unwrapping A solution to the Bleichenbacher attack is to use OAEP
mode encryption, which was first added to PKCS#1 in v2.0 (1998) and is recommended for all new
applications since v2.1 (2002). RSA OAEP was included as a mechanism in PKCS#11 in version 2.10
(1999). However, out of the tokens tested (all of which are currently available products), only one, the
RSA SecurelD, supports OAEP encryption. The standard PKCS#1 v2.1 notes that it is dangerous
to allow two mechanisms to be enabled on the same key [23, p. 14], since “an opponent might be able
to exploit a weakness in the implementation of RSAES-PKCS1-v1_5 to recover messages encrypted
with either scheme.”. An examination of the developer’s manual for the RSA SecurlD reveals that for
private keys generated by the token, the relevant attribute “CKA_ALLOWED MECHANISMS is always set to
the following mechanism list : CKM_RSA_PKCS, CKM_RSA_PKCS_OAEP, and CKM_RSA_X_509.”. We created
a key wrapped under OAEP and then performed Bleichenbacher’s attack on it using a PKCS#1 v1.5
unwrap oracle. The attack is only slightly complicated by the fact that the initial encrypted block
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does not yield a valid block when decrypted, requiring us to use the ‘blinding phase’ where many
ciphertexts are derived form the original to obtain one that passes the padding oracle. In our tests
this added only a few hundred seconds to the attack.

3.2 HSMs

Hardware Security Modules are widely used in banking and similar sectors where a large amount
of cryptographic processing has to be done securely at high speed (verifying PIN numbers, signing
transactions, etc.). A typical HSM retails for around 20 000 Euros hence is unfortunately too expensive
for our laboratory budget. HSMs process RSA operations at considerable speed: over 1000 decryptions
per second for 1024 bit keys. Even in the case of the FFF oracle, which requires 12 000 000 queries,
this would result in a median attack time of 12 000 seconds, or just over three hours.

We hope to be able to give details of HSM testing soon.

3.3 Estonian ID Card

Estonia’s Citizenship and Migration Board completed the issuing of more than 1 million national
electronic ID (eID) cards in 2006 [15]. The eID is the primary national identification document in
Estonia and it is mandatory for all Estonian citizens and alien residents 15 years and older to have
one [9]. The card contains two RSA key pairs [12]. One key pair is intended to be mainly used for
authentication (e.g., for mutual authentication with TLS/SSL) but can also be used for encrypting
and signing email (e.g., with S/MIME). The other key pair is attributed only to be used for digital
signatures. Only this latter key pair can be used for legally binding digital signatures [15]. Since
January 1, 2011, the eID cards contain 2048 bit RSA keys, therefore these cards comply with NIST’s
recommendation [17]. However, cards issued before January 1, 2011 continue to use 1024 bit keys.

Attack Vector Unlike the cryptographic devices discussed above, the Estonian eID card does not
allow the import of keys, so our attack here does not rely on the unwrap operation. Instead we consider
attacks using the padding oracle provided by the decryption function of the DigiDoc software, part
of the official ID software package developed by the Estonian Certification Center, Estonia’s only
CA [10]. We note that the attack succeeds with any application that returns whether decryption
with the elD card succeeds. Our experiments were conducted using the Java library of DigiDoc,
called JDigiDoc. DigiDoc encrypts data using a hybrid encryption scheme, where a 128-bit AES key
is encrypted under a public key. First we tested the Estonian ID card’s decryption function using
raw PKCS#11 calls and confirmed that it checks padding correctly. We then observed that with the
default configuration, when attempting to decrypt, e.g., an encrypted email, JDigiDoc writes a log file
of debug information that includes the padding errors for the 128-bit AES key that is encrypted under
the public key. This behavior has been observed with JDigiDoc version 2.3.19, and the latest version
(3.6.0.157) does not seem to change it. Any application built on JDigiDoc, that reveals whether
decryption succeeds, e.g., by leaking the contents of the log file, provides an attacker with a suitable
padding oracle. The information in JDigiDoc’s log file gives an attacker access to essentially an FFT
oracle but with additional length information. The length information allows us to adjust the 2B and
3B — 1 bounds used in the attack, though in our experiments this made little difference.

In tests, the Estonian ID card, using 2048 bit keys, was able to perform 100 decryptions in 340
seconds. This means that for our optimised attack, where 28 300 decryptions are required, we would
need about 96 200 seconds, or about 27 hours to decrypt an arbitrary valid ciphertext. For ID cards
using 1024 bit keys, each decryption should be four times faster, while 49 000 decryptions are required;
therefore we estimate a time of about 41 700 seconds, or about 11 hours and 30 minutes to decrypt an
arbitrary valid ciphertext. To forge a signature, we require, due to the extra blinding step, a mean
of 109 000 oracle calls and a median of 69 000 oracle calls to get a valid signature on an arbitrary
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message, giving an expected time of 103 hours on a 2048 bit Estonian eID. On a card using 1024 bit
keys, we require a mean of 203 000 calls and a median of 126 000 calls; therefore expect to sign an
arbitrary message in around 48 hours.

4 Countermeasures

A general countermeasure to the Bleichenbacher and Vaudenay attacks has been well known for years:
use authenticated encryption. There are no such modes for symmetric key encryption in the current
version of PKCS#11, but version 2.30, which is still at the draft stage, includes GCM and CCM
(mechanisms CKM_AES_GCM and CKM_AES_CCM). While these modes have their critics [22], they do in
theory provide secure authenticated encryption and hence could form the basis of secure symmetric
key unwrap mechanisms. Unfortunately, in the current draft (v7), they are given only as modes for
C_Encrypt. Adoption of these modes for C_UnwrapKey would provide a great opportunity to give
the option of specifying authenticated data along with the encrypted key to allow secure transfer
of attributes between devices. This would greatly enhance the flexibility of secure configurations
of PKCS#11. To prevent the Bleichenbacher attack one must simply switch to OAEP, which is
already in the standard. PKCS#11 should follow PKCS#1’s long-held position of recommending
OAEP exclusively for all new applications. Care must also be taken to remind developers not to allow
the two modes to be used on the same key, as is the case in RSA’s own SecurelD device. In fact,
the minutes of the 2003 PKCS workshop suggest that there was a consensus to include the single
mechanism recommendation in version 2.20 [20], but it does not appear in the final draft. Note that
care must be taken when implementing OAEP as otherwise there may also be a padding oracle attack
which is even more efficient than our modified Bleichenbacher attack [14], though we are yet to find
such an oracle on a PKCS#11 device.

If unauthenticated unwrap modes need to be maintained for backwards compatibility reasons,
there are various options available. For the CBC case, Black and Urtubia note that the 10* padding,
where the plaintext is followed by a single 1 bit and then only 0 bits until the end of the block, leaks
no information from failed padding checks while still allowing length of the plaintext to be determined
unambiguously [1]. Paterson and Watson suggest a refinement that additionally preserves a notion of
indistinguishability, by ensuring that no padded blocks are invalid [18]. They also give appropriate
security proofs for the two schemes. If PKCS#1 v1.5 needs to be maintained, we have seen that
an implementation of the padding check that rejects anything other than a conforming plaintext
containing a key of the correct length with a single error code gives the weakest possible (FFF) oracle.
This may be enough for some applications, but one is well advised to remember the maxim that attacks
only get better, never worse. An alternative approach would be to adopt ‘SSL style’ countermeasures,
proceeding to import a randomly generated key in the case where a block contains invalid padding.
However, this may not fix the hole: if an attacker is able to replay the same block and detect that two
different keys have been imported, he knows there is a padding error. One could also decide to ignore
padding errors completely and always import just the number of bytes corresponding to the size of
the key required, but this looks dangerous: if the same block can be passed off as several different
kinds of key, this might open the possibility of attacking weaker algorithms to obtain keys for stronger
ones. Thus it seems clear that authenticated encryption is by far the superior solution.

We detail manufacturer responses in Appendix C. There is a broad spectrum: while some man-
ufacturers offer mitigations and state a clear need to get authenticated encryption into the standard
and adopted as soon as possible, others see their responsibility as ending as soon as they conform to
the PKCS#11 standard, however vulnerable it might be.
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5 Conclusions

We have demonstrated a modified version of the Bleichenbacher RSA PKCS#1 v1.5 attack that allows
the ‘million message attack’ to be carried out in a few tens of thousands of messages in many cases.
We have implemented and tested this and the Vaudenay CBC attack on a variety of contemporary
cryptographic hardware, enabling us to determine the value of encrypted keys under import. We
have shown that the way the C_UnwrapKey command from the PKCS#11 standard is implemented
on many devices gives rise to an especially powerful error oracle that further reduces the complexity
of the Bleichenbacher attack. In the worst case, we found devices for which our algorithm requires
a median of only 3 800 oracle calls to determine the value of the imported key. Vulnerable devices
include eID cards, smartcards and USB tokens.

While some theoreticians find the lack of a security proof sufficient grounds for rejecting a scheme,
some practitioners find the absence of practical attacks sufficient grounds for continuing to use it. We
hope that the new results with our modified algorithm will prompt editors to reconsider the inclusion
of PKCS#1 v1.5 in contemporary standards such as PKCS#11.
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Modified Bleichenbacher Algorithm

We present the algorithm of the optimised Bleichenbacher attack. It incorporates existing and new
optimisations as presented in section 2.2. Notation is as before.
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Step 1 - Initialization

Step 1l.a - Blinding For an integer ¢, choose different random integers sg and check whether
¢ (s0)¢ mod n is PKCS conforming, by accessing the padding oracle. (If ¢ mod n is conforming then
choose sy < 1 instead.) For the first successful value s, set ¢y < ¢+ (sg)¢ mod n, My < {[2B,3B—1]},
14+ 1.

Step 1.b - Trimming M, Generate pairs of coprime integers and, for each pair (u,t), check whether
cout™® mod n is PKCS conforming. For successful pairs (u1,t1), (u2,%2), ..., (uq,tq), compute the
lowest common multiple ¢’ of t1,ts, ..., tq, search for the smallest integer umi, and the largest integer
Umax such that coué . t'~¢ mod n and coul,, t'~¢ mod n are PKCS conforming. Set

a <+ 2B - t' /umin

b+ (3B—1) t'/umax

My < {[a,b]}.

Step 2 - Searching for PKCS conforming message

Step 2.a - Starting the search while Skipping Holes If i = 1, then search for the smallest
positive integer s; > [(n 4 2B)/b] such that c¢q - s§ mod n is PKCS conforming. While searching for

s1, skip all values s’ such that
(3B +jn)/a<s < (2B+(j+1)n)/b

and do not access the padding oracle to check whether ¢ - s’ mod n is PKCS conforming.
Step 2.b - Searching with more than one interval left If i > 1 and |M;_1| > 1, then

Step 2.b.i - Parallel Threads Method If |[M; 1| < Pyax?, then for each interval I; € M;_4, start
its own thread T} following Step 2.c, for j = 1,2,...,|M;_1|. The threads T} take rounds making each
one oracle call per round. If one of the threads finds a s; such that cg - s mod n is PKCS conforming,
then go to Step 3.

Step 2.b.ii - Beta Method 3 If |M;—1| > Ppax, then search for the smallest integer 2 < 5 < Bmax >
such that for

s; ¢ Bsi—1— (B —1)so
co - 8§ mod n is PKCS conforming. If failed to find s;, go to Step 2.b.iii.

Step 2.b.iii - No optimisation If Step 2.b.ii failed, then search for the smallest integer s; > s;_1
such that cp - s{ mod n is PKCS conforming. If such a s; is found, go to Step 3.

Step 2.c - Searching with one interval left Ifi > 1 and |M,;,_1| =1, i.e., M;_1 = {[a,b]}, then
choose small integers 7;, s; such that

. 1—2B
T > gbsiz1=2B -

2B+r;n . 3B+r;n
b <5 < a

until ¢y - 5§ mod n is PKCS conforming.

°Tn practice we take Pnax = 40.
3We did not use beta method for most experiments. (See section 2.5.)
“In practice we take Bmax = 40.
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Step 3 - Narrowing the set of solutions After s; is found, let

My | {[max (@, [Z2E27), min (5, | 22212

S; S;
(a,b,7) ! !

DIy

for all [a,b] € M;_1 and (wi%wﬂ <r< bs,-%.

Step 4 - Computing Solution If M; = [a,a], then set m < a(so)”™! mod n, and return m as
solution of m = ¢? mod n. Otherwise, set i <— i + 1 and continue with Step 2.b or Step 2.c.

B Actual Padding Errors Reported by Smartcards and USB Tokens

Table 4 reports actual padding errors returned by the devices we tested.

Device First byte | Second byte | 0x00 in first No 0x00 from | Length
not 0x00 | not 0x02 8 bytes padding | byte 3 to 128 | incorrect
Aladdin eToken PRO 1 1 4 1 4
Feitian epass 2000 0 5 ) ) 0
Feitian epass 3003 0 3 ) 5 )
Gemalto Cyberflex 2 2 2 2 0
RSA SecurelD 800 1 1 0 0 0
Safenet Tkey 2032 1 1 4 1 4
SATA Dkey (session) 1 0 5 5 1
SATA Dkey (token) 1 1 5 5 1
Siemens CardOS (session) | 5 5 5 5 0
Siemens CardOS (token) |5 5 0 0 5

Table 4: Variations found on PKCS#1 v1.5 Padding Tests. Error 0 = CKR.OK (key is im-
ported), Error 1 = CKR_ENCYRYPTED DATA INVALID, Error 2 = CKR_WRAPPED KEY INVALID, Error 3
= CKR_DATA_LEN RANGE, Error 4= CKR_TEMPLATE _INCONSISTENT, Error 5 = CKR_FUNCTION_FAILED,
CKR_GENERAL_ERROR, CKR_DEVICE_ERROR or similar.

C Manufacturer Reaction

We have notified all manufacturers of our findings and we summarize their reactions so far.

SafeNet is planning to release a security bulletin where they confirm the vulnerability on eToken
Pro, eToken Pro Smartcard, eToken NG-OTP, eToken NG-FLASH, iKey 2032 using Aladdin eToken
PKI Client or SafeNet Authentication Client software. As a workaround they suggest to use SafeNet
Authentication Client 8.0 or later to enable PKCS#1 v2.1 padding for RSA and to avoid wrapping
symmetric keys using other symmetric keys. They plan enhancements in their products for enabling
symmetric keys wrapping with other symmetric keys using GCM and CCM modes of operation (dis-
cussed in section 4). They also plan to add a key wrapping policy that enforces the usage of only
GCM and CCM modes of operation for symmetric encryption, and PKCS#1 v2.1 padding for RSA
encryption.

RSA recognises that an attacker can obtain the corresponding plaintext through a padding oracle
attack against RSA SecurelD faster than would be possible with standard Bleichenbacher attack.
They however claim that “this attack is unnecessary since the prerequisites to the attack are already
enough to call C_UnwrapKey and C_GetAttributeValue and receive the same plaintext”. Instead,
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they regard these flaws as incomplete compliance with the standard and they are planning to fix
this. Our perspective is that (1) full compliance with the standard would only slow down the attacks
and not prevent them; (2) the attacker could have indirect attacks to the unwrapping functionality
without accessing other functionalities such as C_GetAttributeValue and without knowing the PIN,
e.g. though a network protocol

Siemens has also recognised the flaws and we have been informally told that they have fixed the
verification of the padding and added a check of the obtained plaintext with respect to the given key
template in the most recent version.

We filed a vulnerability report of our attack on the Estonian eID card to the Estonian Certification
Center. They showed concern about the vulnerability of the card we reported and informed CERT
Estonia about the flaw. However, according to the Estonian Certification Center the authentication
certificate is mainly used for authentication with SSL (in 95% of the cases), and our attack would be
too slow to forge an SSL client response before a server timeout. At the time of our communication
they had not decided on any countermeasures. The most recent release (v3.6.0.157) of digiDoc does
not change the default output to the debug file.
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constant, timing measurements can leak informations about the secret
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pose several improvements on Kocher’s ideas, leading to a practical
implementation that is able to break a 512-bit key in a few minutes,
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A practical implementation of the timing attack 2

1 Introduction

Implementations of cryptographic algorithms often perform computations in
non-constant time, due to performance optimizations. If such operations in-
volve secret parameters, these timing variations can leak some information
and, provided enough knowledge of the implementation is at hand, a care-
ful statistical analysis could even lead to the total recovery of these secret
parameters (fig. 1).

Protocol, smartcard, ...

Implementation
Question Secret

A
Time

difference
Y

Answer

Figure 1: The timing attack principle.

This idea was first presented by Kocher [Koc96], who laid the foundations
of the basic ideas exploited in this paper. However, the results of Kocher were
quite theoretical* and we found them rather difficult to exploit in practice.
This paper presents an effective and efficient attack of a cryptographic al-
gorithm running on a smart card. The first practical timing attack to our
knowledge was described at the rump session of CRYPTO’97 by Lenoir. Our
paper, however, develops quite different ideas.

Another problem of the attack presented by Kocher is that the attacker
needs a very detailed knowledge of the implementation of the system he is
attacking, as he has to be able to compute the partial timings due to the
known part of the key. As for this paper, the knowledge needed is very
limited, which makes the attack quite general and easy to carry out.

Last but not least, some completely new ideas, such as the attack of the
square rather than the multiply, are presented.

We begin by presenting the model we are attacking and the characteristics
it must present to be vulnerable. We then describe the attack that was carried
out, as well as its results and possible improvements. Finally, we describe
some countermeasures that would allow to defeat it.

tKocher identified several targets for the timing attack and ran simulations to determine
what the success rate would be for an attack of the modular multiplication, but did
apparently not carry out the attack itself.

CG-1998/1
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We try to present both a formal and an intuitive view of the timing attack,
our goal being to make the principle of the attack easy to understand, but
also to provide a detailed enough description to allow the reader to implement
it without encountering major problems.

2 The general framework

We here give the characteristics that the system must present to be vulner-
able, and briefly formalize the model in which our attack will be drawn.

Given a message m as input, an algorithm A performs a computation
(that we call a signature) using a secret key k. We note:

M, the set of messages,

K, the set of keys,

S, the set of signed messages,

A:Mx K — S:(m,k)— A(m,k), the signature of m with the secret key
k:

B ={0,1},

T:MxK—R:m—t="T(m,k), the time taken to compute A(m, k).
O: M — B :m — O(m), an oracle, based on our knowledge of the im-
plementation, that provides us some information about the details of the
computation of A(m, k).

Remark: Tt may look surprising that the oracle does not depend on the
key k, although the computation of A(m, k) does, but this is precisely the
idea of this paper: typically, we want to build a decision criterion (formalized
by the oracle) that will be meaningful or not, depending on the actual value
of some bit of the key. By observing the meaningfulness of our criterion, we
will deduce the bit value.

The scenario of our attack is the following: Eve disposes of a sample of
messages and, for each of them, the time needed to compute the signature
of the message with the key k. Her goal is to recover k, which can thus be
considered as an unknown parameter rather than as a variable. To simplify
our notations, we will thus simply note 7'(m) instead of T'(m, k).

To attack the bit ¢ of the key k, Eve will use an oracle O to build two
subsets of messages M, My, C M. We will denote the corresponding timings
by the functions:

Fy: My —-R:m— Fi(m)=T(m)

CG-1998/1
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Fy: My — R :m — Fy(m) =T(m)
Suppose these two functions have the following properties:
0

If k; =0, then Fj is a random variable vy

F5 is a random variable v

If k; = 1, then F) is a random variable v}
F, is a random variable v}

and suppose that, for a parameter of these random variables ¢(v) (e.g. the
mean or the variance) we have:

p(v)) = ¢(v3) and d(v)) > 6(vy)
then with the following statistical test:

Hy : ¢(F1) % ¢(F2)
Hy : p(Fy) > ¢(F)

we deduce that if H is accepted with error probability «, then : = 1 with
error probability a.

In other words, this means that Eve is able to construct two samples of
messages and two functions whose statistical behaviours will depend on the
actual value of the bit 7. By observing the relative behaviours of the two
functions, Eve will be able to determine, with a certain error probability, the
value of the bit i. Of course, couples of ciphertexts / decryption timings,
with the same properties, could also be used.

3 Towards a practical attack

3.1 The implementation

We have attacked an RSA computation (without CRT), performed in an
earlier version of the cryptographic library we developed for the CASCADE
[Cas] smart card:

The computation in the smart card was: m* mod n.
The algorithm is the left to right square and multiply (fig. 3.1).

Both the multiplication and the square are done using the Montgomery
algorithm. The time for a Montgomery multiplication is constant, indepen-
dently of the factors, except that, if the intermediary result of the multipli-
cation is greater than the modulus, then an additional subtraction (called a
reduction) has to be performed.

CG-1998/1
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r=m
for : =n — 2 downto 0
x =
if (k; ==1) then
r=x--m
endfor
return

Figure 2: Square and multiply

3.2 A first attempt: attacking the multiply

The most obvious way to take advantage of this knowledge is to aim our
attack at the multiply step of the square and multiply. The idea is the
following:

We start by attacking ks, the second bit? (MSB first) of the secret key.
Performing the Montgomery algorithm step-by-step, we see that, if that bit
is 1, then the value m - m? will have to be computed during the square and
multiply.

Now, for some messages m (those for which the intermediary result of the
multiplication will be greater than the modulus), an additional reduction will
have to be performed during this multiplication, while, for other messages,
that reduction step will not be necessary. So, we are able to divide our set of
samples in two subsets: one for which the computation of m - m? will induce
a reduction and another for which it will not. If the value of k, is really 1,
then we can expect the computation times for the messages from the first set
to be slightly higher than the corresponding times for the second set.

On the other hand, if the actual value of k5 is 0, then the operation
m -m? will not be performed. In this case, our “separation criterion” will be
meaningless: there is indeed no reason for which a m inducing a reduction for
the operation m-m?, would also induce a reduction for m?-m?2, or for any other
operation. Therefore, the separation in two subsets should look random, and
we should not observe any significant difference in the computation times.

Let us rewrite this a little more formally:

The algorithm A(m, k) could be split into L(m, k) and R(m,k) where
L(m, k) is the computation due to the additional reduction at the multipli-
cation phase for bit k; and R(m, k) the remaining computations. This gives
for the computation times: T'(m) = T*(m) + T*(m), where T*(m), T#(m)

§We can of course suppose that the first bit of the key is always 1.

CG-1998/1
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are the times to compute L(m, k) and R(m, k) respectively.
The oracle O is:

O:m 1 if m - m? is done with a reduction,
0 if m - m? is done without a reduction.

As in section 2, define

M, = {me M:O(m) =1},

— {m e M:0(m) =0},
F1:M1—)R:m—>F1( ): (m),
FQZMQ—)RZ’ITL—)FQ( ) (m)

We have
F,=TF if ko =0
F1 :TR+TL lfkgz]_
while,
F,=TF
independently of the value of k.

Now, analyzing the mean as parameter ¢, and testing:

Hy : ¢(F1) % ¢(F2)
H, : (Fy) # 6(F)

should reveal the value of k.

Once this value is known, we can simulate the computation up to the
multiplication due to bit k3, attack it in the same way as described above,
and so on for the next bits.

3.3 Problems

Using the previous attack, we were able to recover 128-bit keys by observing
samples of 50 000 timings.

However, this method is not fully satisfying. Mainly two problems arise:
Firstly, the operations we observe are multiplications by a constant value
m, and these operations seem to be much more correlated than expected.
Rather surprisingly, we observed that, while the probability for an additional
reduction to be necessary when the two factors and the modulus are random
is about 0.17, this probability will, when the modulus and one factor are fixed,
vary between 0 and 0.5, depending on modulus and factor (see figure 3). So,

CG-1998/1
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300

250 b

2001 b

150 b

1001 b

501 b

0 | | | | |
0 0.1 0.2 0.3 0.4 0.5 0.6 0.7

Figure 3: With fixed modulus, probability for an additional reduction to take
place when multiplying by a constant factor. The test has been carried out
with 4500 factors and, for each of them, with 20000 multiplications.

although it seems difficult to explain theoretically, our selection criterion
seems to be highly biased.

Secondly, the decision we have to make is of the type: “are these two
samples different or not”. That is, we have to decide, on the basis of a
finite set of measures, whether the differences we observe between the two
sets is significant or not. Statistics can be of some help, but not as much
as could be expected. As we said before, Montgomery multiplication by a
constant seems to be a biased operation, so that the two subsets we build
always appear different, even if the corresponding bit is 0. The answer to the
statistical tests we tried is always positive, at a very high level of confidence.
So, the question we have to ask is rather: “are these two samples ‘very’
different, or simply different 7”.

Luckily, statistics can though be used to answer that question: we can
simply decide that our two subsets are very different when the observed value
for the statistic is ‘very high’, and that they are simply different when the
value is ‘not so high’. The problem will now be to decide what “very high”
and “not so high” mean¥, and we will have to tune up some swap value for

YFor example, attacking a 128-bit key using 50 000 samples and the x? test, a typical

CG-1998/1
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each key we attack. Some heuristics can help us in this tuning operation,
but we will not describe them here, as there is a more efficient approach:

Aiming our attack at the square operation solves both of these problems.

3.4 Attacking the square

There is a more subtle way to take advantage of our knowledge of the Mont-
gomery algorithm: instead of the multiplication phase, we could turn our-
selves to the square phase.

The idea is quite similar to that of section 3.2: suppose we know the first
© — 1 bits of the key and attack the ith. We begin by executing the first ¢ — 1
steps of the square and multiply algorithm, stopping just before the possible
- but unknown - multiplication by m due to bit k; ; we denote by mep, the
temporary value we obtain.

First, we suppose k; is set. If this is the case, the two next operations to
be performed are

1. multiply myemp by m,
2. square the result,

and both of these operations will be done using the Montgomery algorithm.
We simply execute the multiplication and then, for the square, determine
whether an additional reduction will be necessary or not. Doing this for every
message, we divide our samples set in two subsets M; (additional reduction)
and M, (no reduction).

Next, we suppose k; = 0. In this case, no multiplication will take place,
and the next operation will simply be

2
mtemp'

Once again, we divide the samples set in two subsets M3 and M}, depending

on whether this square requires a reduction or not.

Clearly, only one of these separations makes sense, depending on the
actual value of k;. All we have to do now is to compare the separations:
if the timing difference between M; and M, is more important than that
between Mj; and M,, then conclude k; = 1, otherwise, conclude k; = 0.

observed value for the statistic was about 4300, which is much, much higher than x2 45. We
can however decide that values above 4320 correspond to “very different”, while values
beyond 4320 correspond to “simply different”. This may look tedious on a theoretical
point of view, but works well in practice and allowed us to recover the secret key.

CG-1998/1
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Back to formalization, to attack bit k; knowing bits ko, ..., k;_1, we split
the algorithm A(m, k) into L(m, k), which is the computations due to the
additional reduction at the square phase at step i + 1, and R(m, k), the
remaining computations.

Compute
Miemp = (M®)?>  where b= koky ... k;_.
We need two oracles,

O L if (myemp - m)? is done with a reduction,
1 0 if (Myemp - )? is done without a reduction,

Os:m 1 if (myemp)? is done with a reduction,
2 0 if (Myemp)? is done without a reduction.

Define

=T(m), for1 <k < 4.

If k&, =1, we have

F1 - TR + TL
F2 — TR
Fy,=F, (= TR+ T" - Oy, but this is not so important)

and thus p(Fy) > p(Fy), while p(F3) = p(Fy).
On the other hand, if k; = 0, we have

F1:F2
Fy=TF+ Tt
F,=T*%

and thus p(F3) > p(Fy), while p(Fy) = p(Fy).
Testing which of these conditions is true should reveal the value of k;.

Remark: The last bit cannot be revealed by this attack and must thus
be guessed.

This attack does not suffer from the problems mentioned in previous
section:

CG-1998/1
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e Firstly, the operation we are observing (i.e. the square) does not involve
a constant factor, and its behaviour appears to be much less biased than
for the multiplication.

e Secondly, we do not have anymore to decide whether a separation makes
sense or not: we have now to compare two separations and decide which
is the most significant. We are thus relieved of the difficult task to tune
up an appropriate swap value for a given key.

Using this attack, we were able to recover 128-bit keys with 20 000 timings.
Some keys were disclosed with only 12000 timings.

4 Statistics

We have not yet said very much about the statistics we have to use to compare
samples, and that is mainly because they were not very useful in practice. We
tried several of the tools that statistics offers to compare two samples, such
as the Chi-square, Student, Hotteling, and even a test from non-parametric
statistics, the Wald-Wolfowitz [Sie56] test. None of them offered really effi-
cient results. Chi-square and Student provided criteria upon which a right
decision could be made, but a simple comparison of the means of the two
populations allowed the same decision, with a similar, if not better, success
rate.

There is, however, a possible use for statistics: as the Chi-square test, for
example, does not seem to yield the same errors as the means comparison,
it can be used to provide us with some sort of level of confidence in the
goodness of our choices. When both tests agree on the value of some bit, it
is more probably right than when they disagree, and this can help us to detect
erroneous deductions. We implemented this in practice, and it appeared to be
of some help, but did not produce any significant breakthrough in efficiency.

The reason for this uselessness of statistics is probably the one we men-
tioned before, that is, Montgomery multiplications with constant modulus
are not independent events, and our decision criteria are thus biased!l. Per-
haps a better understanding of why this bias appears would allow to derive
an useful statistical test? Up to now, however, they seems to be limited to a
role of confirmation.

IThis is also true for square, even it is at a much less extend than for multiplication
by a constant factor.

CG-1998/1
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5 Error-detection

One remarkable property of our attack is that it has an error-detection prop-
erty. This is easy to understand on an intuitive point of view: remember
that the attack basically consists in simulating the computations until some
point, then build two decision criteria, with only one of them making sense,
depending on the searched value, and finally decide the bit value by observing
which criterion actually makes sense. Also note that each step of the attack
relies on the previous ones (we need the previous bits values to simulate the
computation).

Now, suppose we made an erroneous decision for the value of bit k;. In
the following step, we will not correctly simulate the computations, so that
the value 1y, we will obtain will not be the one involved in step 7+ 1. Our
attempts to decide whether the Montgomery multiplications will involve an
additional reduction or not will thus not make sense, and the criteria we will
build will both be meaningless. This remains true for the following bits.

In practice, this translates to abnormally close values for the two sepa-
rations: while, as long as the choices were right, the two separations were
generally** easy to distinguish, one of them being clearly more significant
than the other, they appear much more similar (and both bad) after an erro-
neous choice has been made. This fact is well illustrated in figure 4, showing
the attack of a 512-bit key on the basis of 350 000 observations. The decision
criterion is simply the difference between the mean times for the two subsets,
and the graph shows the absolute value of diff, (the difference between M;
and M) minus diff , (difference between Mz and M,). Clearly, an error has
occured near bit 149.

Once an error has been detected, it is not difficult to take back, make
a different choice for the last chosen bit, and go ahead a few steps to see if
things go better; if they do not, then we go back two steps, change the bit
value, and so on.

In practice, this error-correction scheme allowed us to reduce significantly
the amount of measures needed. Samples of 10 000 timings, for example, were
sufficient to recover 128-bit keys, and some of them were revealed with as
few as 6000 timings.

**There are however some tedious cases, were the two criteria are uneasy to differentiate
although no error has been made. That is why it is better to wait until several contiguous
low values are observed before to conclude to an error.
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1 16 31 46 61 76 91 106 121 136 151 166 181 196 211 226 241 256 271 286 301 316 331 346 361 376 391 406 421 436 451 466 481 496 511

Figure 4: Detection of an error for a 512-bit key

6 Practical results

Our attack was first implemented in Visual C++ 4.2 on a 200 MHz Pen-
tiumPro PC under Windows N'T.

Timings were collected using an emulator of the CASCADE smart card,
that was able to monitor the number of cycles between two points. This
seems to be quite a realistic scenario: the amount of measures required for a
real attack of the electronic device would probably be slightly larger, to filter
out additional noise, but we believe it should not grow too much.

With about 10 000 samples (couples messages, time for modular exponen-
tiation), we were able to break 128-bit keys, at a rate of about 4 bits/s. The
speed for a 512-bit key was of a little more than 1 bit/minute and approxi-
mately 350 000 samples were needed. The implementation was not optimized
for speed.

Our results summarize as follows:

Result
Key size without error correction with error correction
sample size | speed sample size | speed
64 1500-6500 | > 20 bits/s | 1500-4500 | > 20 bits/s
128 12000-20 000 2 bits/s | 6000-10000 4 bits/s
256 70 000-80 000 1 bit/4s | 1500050 000 1 bit/2s
512 4350 000 1 bit/65s
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However, these results correspond to a very high success rate: the error-
correction algorithm we implemented was very simple and allowed us to cor-
rect errors only if they occur for a very small percentage of the bits. Exper-
iments showed that the sample size grows very fast with the desired success
rate (see e.g. figure 5).

100 : :
99

95— X200 =
90 % .|
|- X -
85 o
80— —
x

75 : .

Key recovery %

66 : =

50 1 1 1 1 1 1 1 1 1

# Samples x10°

Figure 5: Sample size / success rate dependence

A more sophisticated algorithm, that would for example explore several
choices when a possible error is detected, handle the case of two successive
errors, ..., would probably resist to a higher error rate, thus allowing to
reduce drastically the amount of measures needed.

As most of the computational effort consists in simulating the exponen-
tiation steps for a large amount of data, the attack would also be very easy
to parallelize. Experiments on a network of 20 Sparc Ultra-5 workstations
(with is, nowadays, a reasonable computing power) showed that 512-bit keys
could be recovered in few minutes.
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7 Remarks about the attack

7.1 Accuracy of measures

The timing variation we are basing our attack on is that of one modular re-
duction. This timing is of course very small regarding the total computation.
For example, a 512-bit exponentiation on the CASCADE chip takes about
7400000 cpu cycles, and the time for a modular reduction is 422 cycles!

The accuracy in measures is therefore of great importance. As the round-
ing effect induced by less accurate measures can be considered as noise, a
greater amount of measures would still make the attack possible, but the
sample size would rapidly grow.

7.2 Choice of messages

It is worth noting that we simply need to be able to determine the value
of O(m) for each message: we do not have to build messages for which the
oracle will have a given value. This is important because many protocols
will not accept to sign arbitrary message, but will require for these to have a
specific format (e.g. to exhibit some redundancy). As long as we are able to
trace the transformations preceding the modular exponentiation, the attack
can be carried out.

7.3 Knowledge of the implementation

We also insist on the fact that we do not need too many details about the
implementation of the cryptographic algorithm itself. All we have to know
is that the exponentiation is square-and-multiply with Montgomery multi-
plication. It is amazing to note that one of the authors began with the
timing-attack program before the CASCADE library was available for him.
He thus decided to build his own exponentiation routine as a first target.
When he finally received the CASCADE library, he discovered that his at-
tack program did not need any modification to work against it.

7.4 Possible improvements

Even if the number of samples at disposal in not sufficient to discover the
complete key, the attack is likely to reveal a part of it : we observed that
samples twice as small as the required size for complete recovery could re-
veal 3/4 of the key before the first error occurs (as we have seen, nothing
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significant is produced afterwards). Therefore, any method allowing Eve to
guess a part of the key before carrying out the attack or to deduce the last
bits once the first ones are know can dramatically improve performances.

Consider for example the frequent case where:

e the public exponent e = 3,

e the secret exponent k is calculated such that k-e =1 mod (p—1)(¢—1)
(the important point is that we do not use the lem(p — 1,¢ — 1)),

e p and ¢ have the same [-bit length.
We have:
k-3—s(p—1)(¢—1)=1, with s=1or 2,

[1+1n—(p+q) +1]
k'?’_{1+2[n—(§+3)+1]

b { [n—(p+q)+2]/3
2n —2(p +q) +2]/3

Because the length of n is twice the length of p and ¢, there is a great
probability that the [ — 3 most significant bits (depending on the length of
the propagation of a possible carry due to the subtraction by p + ¢) of the
key k are the [ — 3 first bits of n/3. Eve can thus start the attack at the first
unknown bit.

8 Other targets and further research

The attack could easily be extended against some variants of the square and
multiply algorithm. The implementation of RSAREF, for example, processes
the bits two by two, performing two square followed by a multiplication by
1, m, m? or m?, depending on whether the bits are 00, 01, 10 or 11. The
attack could quite easily be adapted to this case.

Other cryptosystems involving a modular exponentiation are of course
subject to the same attack. Consider for example the Diffie-Hellman key
exchange protocol: to build a common secret parameter, Alice and Bob
exchange the values ¢” and ¢Y, where ¢ is public and z, y are secret values,
known only by Alice and Bob, respectively, but often kept constant. The
common parameter, that only Alice and Bob can compute, is obtained by
computing (¢¥)” or (¢%)Y.

CG-1998/1
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Now, suppose Alice wants to discover Bob’s secret parameter y. She
chooses several random values zi,...,zy, sends the values g“ (e.g. pre-
tending to be someone different each time) and collects the corresponding
response times (which can be, for example if Bob is a smart card, measured
with very good accurancy). Clearly, the conditions of our attack are fullfilled.
As a typical value for a Diffie-Hellman key size is 160 bits, a few thousand
exchanges would suffice to discover the secret key.

Other protocol could probably be attacked in the same way. It must
however be noted that the basis of the exponentiation (i.e., the parameter x
in z¥) has to be known for the attack to be carried out as described here.
Therefore, systems such as DSS, ...seem less vulnerable, although a more
detailed study should have to be carried out.

One important weakness of our attack is that it cannot be carried out
against systems using the Chinese Remainder Theorem for modular expo-
nentiation. Kocher [Koc96] proposes some leads for a timing attack of the
CRT, but it is not known whether such an attack would be practicable.

When developing the attack, we faced many difficulties on building a
rigorous mathematical model explaining why things work. In fact, we en-
countered more than once the strange situation of building a model which
should reveal some information, implementing it, and discovering that the
system behaves differently than expected, although the information is well
revealed. 1t seems that other researchers interested in the timing attack have
faced the same problems with theory. A complete theoretical model would
of course be useful, although we believe it is a real challenge.

9 Countermeasures

Three countermeasures come to mind when we try to protect ourselves against
the above attack.

The first one is to modify the Montgomery algorithm so that an addi-
tional subtraction is always carried out, even if its result is simply discarded
afterwards. This modification is very easy to carry out, does not decrease
the performances very much and clearly defeats this attack. However, it can-
not be guaranteed that it makes the system immune to any type of timing
attack, only against those which exploit the reduction of the multiplication
algorithm.

Another countermeasure, suggested by [Koc96], would be to use some
blinding: before computing the modular exponentiation, choose a random
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pairf (v;, v¢) such that v;l = v¢; multiply the message by v; (mod n) and
multiply back the output by vy (mod n) to obtain the searched result. As
Eve can no more simulate the internal computations, she can hardly exploit
her knowledge of the timing measurements.

It is worth noting that the attack is quite general, in the sense that it was
not directed against the peculiar case of a Montgomery multiplication, but
against the fact that this algorithm is constant-time, except for a potential
final reduction. This means that the use of other modular multiplication
schemes, such as the standard versions of the Barrett or Quisquater algo-
rithms, would not protect the system against our timing attack.

However, Dhem [Dhe98] recently proposed an improvement of these mul-
tiplications schemes, allowing several modular multiplications to be chained
with only one extra reduction being performed after the last multiplication.
This scheme seems to be especially interesting here, as it would suppress our
attack’s main target.

10 Conclusion

This paper shows that the timing attack represents a practical, important
threat against cryptosystems implementations, namely in the case of a smart
card, where the attacker can quite easily collect large amount of message
decryptions.

It is important to note that the attack is quite general, in the sense that it
does not require a very detailed knowledge of the implementation: all we have
to know, besides some general hardware characteristics such as the word size,
is that the modular exponentiation is done using the square and multiply and
Montgomery algorithm. Computation details, timings necessary for specific
operations, ..., are not necessary. This is an important improvement on
Kocher’s attack.

As shown in previous section, the attack is also general in the sense that
it could have been directed against other classical modular multiplication
schemes, if they are used in there standard form and not with Dhem’s im-
provement.

In view of these results, the design of the CASCADE smart card has
been modified to make it immune against the timing attack. It is however
our belief that few smart cards take care of this, and that similar attacks
could be successfully conducted against many of them.

T1[Koc96] proposes a way to generate such pairs at a reasonable cost.
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Diffie-Hellman, RSA, DSS, and Other Systems
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Abstract. By carefully measuring the amount of time required to per-
form private key operations, attackers may be able to find fixed Diffie-
Hellman exponents, factor RSA keys, and break other cryptosystems.
Against a vulnerable system, the attack is computationally inexpensive
and often requires only known ciphertext. Actual systems are potentially
at risk, including cryptographic tokens, network-based cryptosystems,
and other applications where attackers can make reasonably accurate
timing measurements. Techniques for preventing the attack for RSA and
Diffie-Hellman are presented. Some cryptosystems will need to be re-
vised to protect against the attack, and new protocols and algorithms
may need to incorporate measures to prevent timing attacks.

Keywords: timing attack, cryptanalysis, RSA, Diffie-Hellman, DSS.

1 Introduction

Cryptosystems often take slightly different amounts of time to process different
inputs. Reasons include performance optimizations to bypass unnecessary op-
erations, branching and conditional statements, RAM cache hits, processor in-
structions (such as multiplication and division) that run in non-fixed time, and
a wide variety of other causes. Performance characteristics typically depend on
both the encryption key and the input data (e.g., plaintext or ciphertext). While
it is known that timing channels can leak data or keys across a controlled perime-
ter, intuition might suggest that unintentional timing characteristics would only
reveal a small amount of information from a cryptosystem (such as the Ham-
ming weight of the key). However, attacks are presented which can exploit timing
measurements from vulnerable systems to find the entire secret key.

2 Cryptanalysis of a Simple Modular Exponentiator

Diffie-Hellman[2] and RSA[8] private-key operations consist of computing R =
y® mod n, where n is public and y can be found by an eavesdropper. The at-
tacker’s goal is to find x, the secret key. For the attack, the victim must com-
pute y* mod n for several values of y, where y, n, and the computation time are
known to the attacker. (If a new secret exponent z is chosen for each operation,



the attack does not work.) The necessary information and timing measurements
might be obtained by passively eavesdropping on an interactive protocol, since
an attacker could record the messages received by the target and measure the
amount of time taken to respond to each y. The attack assumes that the attacker
knows the design of the target system, although in practice this could probably
be inferred from timing information.

The attack can be tailored to work with virtually any implementation that
does not run in fixed time, but is first outlined using the simple modular expo-
nentiation algorithm below which computes R = y* mod n, where x is w bits
long:

Let sg =1.
For k=0 upto w—1:
If (bit k of ) is 1 then
Let Ry = (st -y) mod n.

Else
Let Ry = si.
Let sgy1 = R} mod n.
EndFor.

Return (Ry—1)-

The attack allows someone who knows exponent bits 0..(b-1) to find bit b. To
obtain the entire exponent, start with b equal to 0 and repeat the attack until
the entire exponent is known.

Because the first b exponent bits are known, the attacker can compute the
first b iterations of the For loop to find the value of s;,. The next iteration requires
the first unknown exponent bit. If this bit is set, Ry = (sp - y) mod n will be
computed. If it is zero, the operation will be skipped.

The attack will be described first in an extreme hypothetical case. Sup-
pose the target system uses a modular multiplication function that is nor-
mally extremely fast but occasionally takes much more time than an entire
normal modular exponentiation. For a few s, and y values the calculation of
Ry, = (sp - y) mod n will be extremely slow, and by using knowledge about the
target system’s design the attacker can determine which these are. If the total
modular exponentiation time is ever fast when R, = (s5-y) mod n is slow, expo-
nent bit b must be zero. Conversely, if slow R, = (s,-y) mod n operations always
result in slow total modular exponentiation times, the exponent bit is probably
set. Once exponent bit b is known, the attacker can verify that the overall oper-
ation time is slow whenever sp11 = Rf mod n is expected to be slow. The same
set of timing measurements can then be reused to find the following exponent
bits.

3 Error Correction

If exponent bit b is guessed incorrectly, the values computed for Ry>; will be
incorrect and, so far as the attack is concerned, essentially random. The time



required for multiplies following the error will not be reflected in the overall
exponentiation time. The attack thus has an error-detection property; after an
incorrect exponent bit guess, no more meaningful correlations are observed.

The error detection property can be used for error correction. For example,
the attacker can maintain a list of the most likely exponent intermediates along
with a value corresponding to the probability each is correct. The attack is
continued for only the most likely candidate. If the currently-favored value is
incorrect, it will tend to fall in ranking, while correct values will tend to rise.
Error correction techniques increase the memory and processing requirements
for the attack, but can greatly reduce the number of samples required.

4 The General Attack

The attack can be treated as a signal detection problem. The “signal” consists
of the timing variation due to the target exponent bit, and “noise” results from
measurement inaccuracies and timing variations due to unknown exponent bits.
The properties of the signal and noise determine the number of timing measure-
ments required to for the attack.

Given j messages yo,y1,...,¥j—1 with corresponding timing measurements
To,T1,...,Tj—1, the probability that a guess x; for the first b exponent bits is
correct is proportional to

P(xp) o 1:[ F(T; — t(yi, zp))

where t(y;, xp) is the amount of time required for the first b iterations of the
y7 mod n computation using exponent bits z;, and F' is the expected probability
distribution function of 7' — t(y, xp) over all y values and correct x;. Because F'
is defined as the probability distribution of T; — t(y;, z) if ) is correct, it is the
best function for predicting T; — t(y;, xp). Note that the timing measurements
and intermediate s values can be used improve the estimate of F.

Given a correct guess for xy_1, there are two possible values for ;. The
probability that x; is correct and x} is incorrect can be found as

, [Tl F(Ti — t(yi, ) '
1725 F(T; — t(yi, @) + [Ti=y F(Ti — t(ys, 7))

In practice, this formula is not very useful because finding F' would require
extraordinary effort.

5 Simplifying the Attack

Fortunately it is generally not necessary to compute F'. Each timing observation
consists of T' = e + E;":Bl t;, where t; is the time required for the multiplication
and squaring steps for bit ¢ and e includes measurement error, loop overhead,



etc. Given guess z;, the attacker can find Zf;é t; for each sample y. If z; is
w

correct, subtracting from 7' yields e + E;.”:Bl t; — Zf;é t,=e+ Zi;bl t;. Since
the modular multiplication times are effectively independent from each other
and from the measurement error, the variance of e + E:”:_bl t; over all observed
samples is expected to be Var(e) + (w — b)Var(t). However if only the first ¢ < b
bits of the exponent guess are correct, the expected variance will be Var(e) +
(w—0b+2c¢)Var(t). Correctly-emulated iterations decrease the expected variance
by Var(t), while iterations following an incorrect exponent bit each increase the
variance by Var(t). Computing the variances is easy and provides a good way to
identify correct exponent bit guesses.

It is now possible to estimate the number of samples required for the attack.
Suppose an attacker has j accurate timing measurements and has two guesses
for the first b bits of a w-bit exponent, one correct and the other incorrect with
the first error at bit c¢. For each guess the timing measurements can be adjusted
by Z?;é t;- The correct guess will be identified successfully if its adjusted values
have the smaller variance.

It is possible to approximate ¢; using independent standard normal variables.
If Var(e) is negligible, the expected probability of a correct guess is

P (JXE (\/w —bX; +/2(b— C)Yi)2 > Ji (\/MXif)

=P (2\/2(b—c)(w—b)]ZXiYi +2(b—c)JiYi2 > 0)

where X and Y are normal random variables with ;1 = 0 and o = 1. Because j
is relatively large, Y770 V2 ~ j and Y277, X,YV; is approximately normal with

w=0and o =+/j, yielding

, , Jj(b—c)
P(2 2(b—c)(w—b)(\/}Z)+2(b—C)J>0)=P<Z>—m>

where Z is a standard normal random variable. Finally, integrating to find the

probability of a correct guess yields @ ( 23 ((3;_?) ), where &(zx) is the area under

the standard normal curve from —oo to x. The required number of samples (j) is
thus proportional to the exponent size (w). The number of measurements might
be reduced if attackers choose inputs known to have extreme timing character-
istics at exponent locations of interest.

6 Experimental Results

Figure 1 shows the distribution of 10 modular multiplication times observed
using the RSAREF toolkit[10] on a 120-MHz Pentium ™™ computer running
MSDOS™ _ The distribution was prepared by timing one million (a - b mod n)
calculations using a and b values from actual modular exponentiation operations



with random inputs. The 512-bit sample prime #1 from the RSAREF Diffie-
Hellman demonstration program was used for n. A few wildly aberrant samples
(which took over 1300us) were discarded. The Figure 1 distribution has mean pu
= 1167.8us and standard deviation o = 12.01us. The measurement error is small;
the tests were run twice and the average measurement difference was found to
be under 1us. RSAREF uses the same function for squaring and multiplication,
so squaring and multiplication times have identical distributions.

RSAREF precomputes y? and y® mod n and processes two exponent bits
at a time. In total, a 512-bit modular exponentiation with a random 256-bit
exponent requires 128 iterations of the modular exponentiation loop and a total
of about 352 modular multiplication and squaring operations. Each iteration
of the modular exponentiation loop does two squaring operations and, if either
exponent bit is nonzero, one multiply. The attack can be adjusted to append
pairs of exponent bits and to evaluate four candidate values at each exponent
position instead of two.

Since modular multiplications consume most of the total modular exponen-
tiation time, it is expected that the distribution of modular exponentiation
times will be approximately normal with p > (1167.8)(352) = 411, 065.6us and
o > 12.01v/352 = 225.3us. Figure 2 shows measurements from 5000 actual mod-
ular exponentiation operations using the same computer and modulus, which
yielded p = 419,901us and o = 235us.

FIGURE 1: RSAREF Modular Multiplication Times FIGURE 2: RSAREF Modular Exponentiation Times
> >
1 1
< c
5] 5]
E 3
=4 =3
o 2
e re
o o

S <«

- - - - = = = = v
— e - v e = e e e e v e o~

419200
419400
419600
419800
420000
420200
420400
420600

Time (10°° sec) ) "
Time (10 sec)

With 250 timing measurements, the probability that subtracting the time for
a correct modexp loop iteration from each sample will reduce the total variance

more than subtracting an incorrect iteration is estimated to be @ (1 / gé;:%))),

where j = 250, b = 1, ¢ = 0, and w = 127. (There are 128 iterations of the
RSAREF modexp loop for a 256-bit exponent, but the first iteration is ignored.)

Correct guesses are thus expected with probability @ ( %;)0)) ~ 0.84. The




5000 samples from Figure 2 were divided into 20 groups of 250 samples each,
and variances from subtracting the time for incorrect and correct modexp loop
iterations were compared at each of the 127 exponent bit pairs. Of the 2450
trials, 2168 produced a larger variance after subtracting an incorrect modexp
loop time than after subtracting the time for a correct modexp loop, yielding a
probability of 0.885. The first exponent bits are most difficult, since b becomes
larger as more exponent bits become known and the probabilities should improve.
(The test above did not take advantage of this property.) It is important to note
that accurate timing measurements were used; measurement errors which are
large relative to the total modular exponentiation time standard deviation will
increase the number of samples needed.

The attack is computationally quite easy. With RSAREF, the attacker has
to evaluate four choices per pair of bits. Thus the attacker only has to do four
times the number of operations done by the victim, not counting effort wasted
by incorrect guesses.

7 Montgomery Multiplication and the CRT

Modular reduction steps usually cause most of the timing variation in a modu-
lar multiplication operation. Montgomery multiplication[6] eliminates the mod n
reduction steps and, as a result, tends to reduce the size of the timing character-
istics. However, some variation usually remains. If the remaining “signal” is not
dwarfed by measurement errors, the variance in t, and the variance of Z;”;bi_l t;
would be reduced proportionally and the attack would still work. However if the
measurement error e is large, the required number of samples will increase in

: 1
proportion to Var)®

The Chinese Remainder Theorem (CRT) is also often used to optimize RSA
private key operations. With CRT, (y mod p) and (y mod ¢) are computed first,
where y is the message. These initial modular reduction steps can be vulnerable
to timing attacks. The simplest such attack is to choose values of y that are
close to p or g, then use timing measurements to determine whether the guessed
value is larger or smaller than the actual value of p (or ¢q). If y is less than
p, computing y mod p has no effect, while if y is larger than p, it is necessary
to subtract p from y at least once. Also, if the message is very slightly larger
than p, y mod p will have leading zero digits, which may reduce the amount of
time required for the first multiplication step. The specific timing characteristics
depend on the implementation. RSAREF’s modular reduction function with a
512-bit modulus the Pentium computer with y chosen randomly between 0 and
2p takes an average of 42.1us if y < p, as opposed to 73.9us if y > p. Timing
measurements from many y could be combined to successively approximate p.

In some cases it may be possible to improve the Chinese Remainder Theorem
RSA attack to use known (not chosen) ciphertexts, reducing the number of mes-
sages required and making it possible to attack RSA digital signatures. Modular
reduction is done by subtracting multiples of the modulus, and exploitable timing
variations can be caused by variations in the number of compare-and-subtract




steps. For example, RSAREF’s division loop integer-divides the uppermost two
digits of ¥ by one more than the upper digit of p, multiplies p by the quotient,
shifts left the appropriate number of digits, then subtracts the result from y. If
the result is larger than p (shifted left), a extra subtraction is performed. The
decision whether to perform an extra subtraction step in the first loop of the
division algorithm usually depends only on y (which is known) and the upper
two digits of p. A timing attack could be used to determine the upper digits
of p. For example, an exhaustive search over all possible values for the upper
two digits of p (or more efficient techniques) could identify value for which the
observed times correlate most closely with the expected number of subtraction
operations. As with the Diffie-Hellman /non-CRT attack, once one digit of p has
been found, the timing measurements could be reused to find subsequent digits.

It is not yet known whether timing attacks can be adapted to directly attack
the mod p and mod ¢ modular exponentiations performed with the Chinese
Remainder Theorem.

8 Timing Cryptanalysis of DSS

The Digital Signature Standard[5] computes s = (k~'(H(m) + z - r)) mod g,
where r and ¢ are known to attackers, k=! is usually precomputed, H (m) is the
hash of the message, and x is the private key. In practice, (H(m) + x - r) mod ¢
would normally be computed first, then is multiplied by k! (mod g).

If the modular reduction function runs in non-fixed time, the overall signa-
ture time should be correlated with the time for the (z - r mod ¢) computation.
The attacker can calculate and compensate for the time required to compute
H(m). Since H (m) is of approximately the same size as g, its addition has little
effect on the reduction time. The most significant bits of « - r are typically the
first used in the modular reduction. These depend on r, which is known, and
the most significant bits of the secret value xz. There would thus be a correla-
tion between values of the upper bits of  and the total time for the modular
reduction. By looking for the strongest probabilities over the samples, the at-
tacker would try to identify the upper bits of 2. As more upper bits of & become
known, more of - r becomes known, allowing the attacker to proceed through
more iterations of the modular reduction loop to attack new bits of z. If k71 is
precomputated, DSS signatures require just two modular multiplication opera-
tions, potentially making the amount of additional timing noise which must be
filtered out relatively small.

9 Masking Timing Characteristics

The most obvious way to prevent timing attacks is to make all operations take
exactly the same amount of time. Unfortunately this is often difficult. Making
software run in fixed time, especially in a platform-independent manner, is hard
because compiler optimizations, RAM cache hits, instruction timings, and other



factors can introduce unexpected timing variations. If a timer is used to delay
returning results until a pre-specified time, factors such as the system respon-
siveness or power consumption may still change detectably when the operation
finishes. Some operating systems also reveal processes’ CPU usage. Fixed time
implementations are also likely to be slow; many performance optimizations
cannot be used since all operations must take as long as the slowest operation.
(Note: Always performing the optional R; = (s; - y) mod n step does not make
an implementation run in constant time, since timing characteristics from the
squaring operation and subsequent loop iterations can be exploited.)

Another approach is to make timing measurements so inaccurate that the
attack becomes unfeasible. Random delays added to the processing time do in-
crease the number of ciphertexts required, but attackers can compensate by col-
lecting more measurements. The number of samples required increases roughly
as the square of the timing noise. For example, if a modular exponentiator whose
timing characteristics have a standard deviation of 10 ms can be broken success-
fully with 1000 timing measurements, adding a random normally distributed
delay with 1 second standard deviation will make the attack require approxi-
mately (M)Z (1000) = 107 samples. (Note: The mean delay would have to

10ms
be several seconds to get a standard deviation of 1 second.) While 107 samples
is probably more than most attackers can gather, a security factor of 107 is not

usually considered adequate.

10 Preventing the Attack

Fortunately there is a better solution. Techniques used for blinding signatures|[1]
can be adapted to prevent attackers from knowing the input to the modular ex-
ponentiation function. Before computing the modular exponentiation operation,
choose a random pair (v;,vs) such that v;l = v;* mod n. For Diffie-Hellman,
it is simplest to choose a random v; then compute vy = (vi_l)m mod n. For
RSA it is faster to choose a random vy relatively prime to n then compute
v; = (v;l)e mod n, where e is the public exponent. Before the modular expo-
nentiation operation, the input message should be multiplied by v; (mod n), and
afterward the result is corrected by multiplying with vy (mod n). The system
should reject messages equal to 0 (mod n).

Computing inverses mod 7 is slow, so it is often not practical to generate a
new random (v;,vy) pair for each new exponentiation. The v; = (v; ')* mod n
calculation itself might even be subject to timing attacks. However (v;, vs) pairs
should not be reused, since they themselves might be compromised by timing
attacks, leaving the secret exponent vulnerable. An efficient solution to this
problem is update v; and vy before each modular exponentiation step by com-
puting v; = v} and v} = v}. The total performance cost is small (2 modular
squarings, which can be precomputed, plus 2 modular multiplications). More
sophisticated update operations using exponents other than 2, multiplication
with other (v;,vy) pairs, etc. can also be used, but do not appear to offer any
advantages.



If (v, vy) is secret, attackers have no useful knowledge about the input to
the modular exponentiator. Consequently the most an attacker can learn is the
general timing distribution for exponentiation operations. In practice, distribu-
tions are close to normal and the 2% exponents cannot possibly be distinguished.
However, a maliciously-designed modular exponentiator could theoretically have
a distribution with sharp spikes corresponding to exponent bits, so blinding does
not provably prevent timing attacks.

Even with blinding, the distribution will reveal the average time per op-
eration, which can be used to infer the Hamming weight of the exponent. If
anonymity is important or if further masking is required, a random multiple of
(n) can be added to the exponent before each modular exponentiation. If this is
done, care must be taken to ensure that the addition process itself does not have
timing characteristics which reveal ¢(n). This technique may be helpful in pre-
venting attacks that gain information leaked during the modular exponentiation
operation due to electromagnetic radiation, system performance fluctuations,
changes in power consumption, etc. since the exponent bits change with each
operation.

11 Further Work

Timing attacks can potentially be used against other cryptosystems, includ-
ing symmetric functions. For example, in software the 28-bit C and D values
in the DES[4] key schedule are often rotated using a conditional which tests
whether a one-bit must be wrapped around. The additional time required to
move nonzero bits could slightly degrade the cipher’s throughput or key setup
time. The cipher’s performance can thus reveal the Hamming weight of the key,
56

which provides an average of 226:0 % log, (%) ~ 3.95 bits of key infor-
mation. IDEA[3] uses an f() function with a modulo (2'¢ + 1) multiplication
operation, which will usually run in non-constant time. RC5[7] is at risk on
platforms where rotates run in non-constant time. RAM cache hits can produce
timing characteristics in implementations of Blowfish[11], SEAL[9], DES, and
other ciphers if tables in memory are not used identically in every encryption.

Additional research is needed to determine whether specific implementations
are at risk and, if so, the degree of their vulnerability. So far, only a few specific
systems have been studied in detail and the attacks against CRT/Montgomery
RSA and DSS are currently theoretical.

Further refinements to the attack may also be possible. A direct attack
against p and ¢ in RSA with the Chinese Remainder Theorem would be partic-
ularly important.

12 Conclusions

In general, any channel which can carry information from a secure area to the
outside should be studied as a potential risk. Implementation-specific timing



characteristics provide one such channel and can sometimes be used to com-
promise secret keys. Vulnerable algorithms, protocols, and systems need to be
revised to incorporate measures to resist timing cryptanalysis and related at-
tacks.
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