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\ ©Petr Hanacek BZA Side 1 — ©Petr Z
Vpp utok na €ip. karty
« Starsi ¢ipy potrebuji na Vpp kontaktu napéti
15-20 V pro zapis do EEPROM nebo EPROM
« Aktivni utok - odstranénim Vpp zabranit zapisu.
Cilem je:
. — — Nezapsani ¢itace chybnych zadani PINu
Loglcke UtOky — Neodeéteni impulsu (tif. karty)
— Zabranéni zablokovani karty (Infinite Lives Hack)
« Pasivni utok - monitorovanim Vpp zjistit, kdy karta
zapisuje (a jaky objem dat)
— utoky zavislé na protokolech
* Obrana
— nepouzivat karty, které potiebuji Vpp
\ ©Petr Hanacek B2A Bute 3 \ ©Petr Hanacek EZA Bute 4 /
Vyvolani poruchy zakmitem Glitch utok na vystupni cyklus
'_I_t_.l « Typicky program pro vystup dat v ¢ipu:
vce »1 b = answer_address
» 2

CLK _| uﬂﬂ_l [-D.I:I_D_D_D_D_)

RST Ll

» Zakmit (glitch) maze zplsobit
neprovedeni instrukce

zpozdovaci ¢leny
— hodnota RC spoje urc¢uje maximalni —| Cc
frekvenci hodin l
— signal RST neni nékdy vzorkovan, coz
dovoluje ¢astecny reset
— transistory porovnavaji VCC a napéti
na kondenzatoru C, coz dovoluje i
pouziti zakmitt na VCC

— spoje mezi hradly tvofi RC 4 R ﬁ

o

[esegi
» 4

+ Utok:
— Pokud se zakmitem na VCC nebo CLK podafi zpusobit
neprovedeni instrukce 3 nebo 6, program posle na vystup vice
dat (potencialné celou dostupnou pamét’ procesoru)

©Petr Hanacek 524 side 5
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Cile glitch utoku
* Vystupni cyklus
— viz. predchozi pfiklad
+ Casto pouZivany - typicky pro zjisténi kli¢a
» Kontrola hesel a PING
— zabranéni zapisu nespravného pokusu
» Kontrola pristupovych prav, odpovéd’ protokolu
— zména vysledku testu pfistupového prava
— zména kladné odpovédi na zapornou a naopak
» Kryptograficky algoritmus
— pomoci chybného vysledku zjistit klic nebo Sifrovany text
— viz. dale - Diferencialni chybova analyza
* Ochrana na Urovni programu
— vyhybat se algoritmiim, jejichz vysledek zavisi na jedné instrukci
- “vymaskuji-li-t;i"bity z bajtu, mél bych otestovat, zda vysledek

neni vétsi nez

o

©Petr Hanagek 624 Side 7

Teplotni utoky

« Cil utoku:
— Nastavenim teploty mimo povolené meze obvodu zpusobit
nefunkénost nékterych obvoda
— Vyhfatim nebo vyct 1im zafizeni v ter
» Napadané obvody
— Obvod pro mazani paméti v okamziku fyzického utoku
(zeroization circuitry)
— Obvod pro ochranu proti ¢teni paméti
— Znemoznéni zapisu do paméti EEPROM
— Soucinnost s pamét'ovou remanenci

+ udrzeni dat v zalohované SRAM nékolik sekund po odpojeni napajeni pfi
fyzickém utoku

* Protiopatreni:
— Senzory teploty. V pfipadé mimc ich teplot
citlivych informaci.

— Mazani zalohovanych SRAM musi byt aktivni (nikoli pouze
odpojeni napéjeni{

o

©Petr Hanagek BZA Siide &

Opatieni proti glitch ttokiim
* Ochrana proti RST glitch
— zpracovani RST klopnym obvodem
» dobra karty maji
* Ochrana proti VCC glitch
— kontrola tolerance napajeciho napéti
» vétSina karet ma, ale pouziti obvodu zavisi na

Diferencialni chybova analyza
* DeMillo, Boneh, Lipton, 1996

» Vyuziva indukovanych chyb v hardware (napf.
pomoci zakmitu - glitch)

* Nejzranitelnéjsi jsou algoritmy s verejnym klicem
— Biham a Shamir rozsifili i na DES

programatorovi * Pouceni:
» v hodné aplikacich (moZnost kolisani napajeni) se - Chylgy (byt’ i do¢asné) hardware mohou narusit bezpe¢nost
nepouziva systému
* Ochrana proti CLK glitch
— kontrola frekvence hodinovych impulst
— prili§ nizka frekvence (ochrana proti single stepping utoku)
» vétSina karet ma, ne vzdy se pouziva
— prili§ vysoka frekvence (ochrana proti glitch tGtoku)
» ma pomérné malo karet
\ ©Petr Hanacek B2A Side 9 \ ©Petr Hanacek B24 Side 10
Classical Cryptanalysis
m Black-Box Model assumed in classical cryptanalysis:
> ke 2d in the device
> ted inside the ic
Intro
black-box model
FORRTERT TPHERTEXT
slablbtabipianis
blicriobotionis :
Frveroprored g -
i v
®m The attacker has only access to pairs of
NG plaintexts / ciphertexts.
©Petr Hanacek B2A Side 11
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Secure Cipher - Unsecure Implementation (1/2)

m [Kocher +1996] = exploitation of physical leakages
ted in CMOS technology
ges correlated with computed da

ptosystems integ
ysical leak

gray-box maodel
(spy the computation)

PR v T
semtucse] | -
e ey ot
o el
e T
=
o

Pet B2A sie 13
Vic(oﬂoel\m‘?piﬁl%l / Fault-based Cryptanalysis on Block Ciphers

-

Secure Cipher - Unsecure Implementation (2/2)

m [Boneh 4 1997] = exploitation of faulty encryptions

» the attacker can generate faulty encryptions

gray-box model
(perturbate the computation)

PR ¥ A CPmERTERT
[rr— e
prverrm )

e - 9
biyblythyEdybiybly b
=

power gltcn

son:
eotromagnee fieks

m the attacker has access to correct & faulty ciphertexts
m New class of attacks = Fault Attacks (FA)

/

Pet 524 Side 14
Vic(oﬂoewrl\i?pi&%l / Fault-based Cryptanalysis on Block Ciphers

Fault Zoology (1/2)

m Different ways to generate a fault:
» electrical glitch on pins (VCC, CLK, I1/0, ...)
» electrical glitch on the die (FBBI)
» light injection

» ElectroMagnetic (EM) field injection

m The duration of the fault can be:

» transient

» permanent

B2 Side 15

Vic(oﬂwﬂéﬂpﬂﬁ%l / Fault-based Cryptanalysis on Block Ciphers

Fault Zoology (2/2)

m Different effects:

» modification of operation flow
» modification of operands

m Different goals:
» Bypassing a security mechanism

e.g. PIN verification, file access right control, secure
bootchain, ...

» Generating faulty encryptions/signatures

fault-based cryptanalysis

» Combined Attacks
JavaCard based, FA + SCA

/

S~ 4¢ B2A side 16
Vic(oﬂw@pﬂﬁ%l / Fault-based Cryptanalysis on Block Ciphers

Fault Injection Means

o

©Petr Hanacek B2 side 17

[E1okal Faults ] Locol -
Electrical glitch on Power Supply (1/3)

®m Principle:
under/over-power a device during a very short time

m Over-powering cause unexpected electrical phenomenoms
inside the IC
e.g. local shortcuts

m Under-powering slows down the processing of the IC
e.g. bad memory read/write,

Low/medium-cost attack
ex. of equipment: custom electronic board, pulse
generator, ... %

© Petr Hanadek
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Global Faults

Electrical glitch on Power Supply (2/3)

m Adversary can control:
» Amplitude of the glitch
» Duration of the glitch
» Shape of the glitch

m Generally no control of the fault precision:

» On a microcontroller running code, modification of the
current executed opcode and/or operand(s)

» On a hardware coprocessor, modification of (some of) the
current processed words (e.g. registers)

/

Electrical glitch on Power Supply (3/3)

m Recent variant [Tobich+ 2012]:
FBBI: Forward Body Bias Injection

m Consist in putting a needle in contact with the IC
silicon through its backside

"

al
N

: /

Tamper the clock (1/2)

®m Principle:
reduce one or several clock period(s)

® slows down the processing of the IC
e.g. DFF sampling before correct computation of current
instruction/combinational logic ...

m Low/medium-cost attack
ex. of equipment: custom electronic board, signal
generator,

B2A Side 21

Vic(oﬂ'a\'m‘éapﬂﬁ%l / Fault-based Cryptanalysis on Block Ciphers

Petr Han B2A sie 19 — @Petr Han: 628 side 20
Vic(oﬂOeNN?- iﬁgél / Fault-based Cryptanalysis on Block Ciphers Vic(oﬂOeNNE- ﬂlc\gél / Fault-based Cryptanalysis on Block Ciphers
Global Faults i [Global Faults |

Tamper the clock (2/2)

m Adversary can control:

» Duration of the reduced clock period

» Number of reduced clock period(s)

m Generally no control of the fault precision:

*» On a microcontroller running code, modification of the
current executed opcode and/or operand(s)

» On a hardware coprocessor, modification of (some of) the
current processed words (e.g. registers)

B2 side 22

Vic(oﬂ'a\'m‘éapﬂﬁ%l / Fault-based Cryptanalysis on Block Ciphers

[Lecal Faults
Light attacks (1/2)

Principle:
inject a light beam into the device to disturb it

0ld school setups were using flash lamp

Modern setups are based on laser modules

It requires to open the package of the IC in order the
light beam can be injected into the frontside or the
backside of the die

B2 Side 23

vmmﬂ%ﬁ&fﬂ?-"iﬁ"é@ / Fault-based Cryptanalysis on Block Ciphers

© Petr Hanadek

[Cocal Faults |

Light attacks (2/2)

m A photoelectric phenomenom transforms light energy into
electrical energy, provoking unexpected behaviour of
transistors

m On complex ICs with many metal layers, or on secure ICs
with a shield, it can be difficult to inject light on the
frontside of the IC

m As silicon is transparent to infrared light, backside
light injection uses infrared light

e.g. NIR laser diodes

m Medium/high cost attack

B2 side 24

vmmﬂ%ﬁ&fﬂ?-"iﬁ"é@ / Fault-based Cryptanalysis on Block Ciphers
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[Cocal Faults \

Laser Setup example 1 (1/2)

{

Pet
Vic(oﬂoel\m‘?piﬁ%I / Fault-based Cryptanalysis on Block Ciphers

EMI attacks

m Principle:
inject an electromagnetic field inside the device to
disturb it

m Can be done without removing the package of the IC

® In practice, a glitch of high power is injected into an
EM sensor put above the IC
ex. of equipment: high power pulse generator + EM sensor

m Medium/high cost attack

/

B2A side 26

N

ElectroMagnetic Injection Setup example

Victor {GMNE"

[Other Tools

Synchronization Mean

®m In many cases, need of a synchronization mean to trig the
fault at the right instant

®m A classical way consists in monitoring the power
consumption/EM activity of the IC such that finding the
side-channel signature of the event one wants disturb

m Several solutions:

» Using the triggering capabilities of oscilloscopes

» Using a custom synchronization board, with real-time
pattern matching mechanism

B2 side 28

Vic«oﬂ'@rﬂr\iﬁ"ﬂﬁ?& / Fault-based Cryptanalysis on Block Ciphers

Methods

o

©Petr Hanacek 524 side 29

© Petr Hanadek

Vicloﬂ%ﬂl\r&-’ﬁﬁ%l / Fault-based Cryptanalysis on Block Ciphers

Safe Error Attack (SEA) [Biham+ 1997]

m SEA requires two copies of the target device:
» a first copy that the adversary can fully control

» a second copy set at an unknown secret

m SEA requires the ability to encrypt several times the
same plaintext

® SEA does not require any faulty ciphertext

m SEA requires two phases:

» a profiling phase

= an attack phase

B2 Side 30
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Safe Error Attack (SEA) - Sketch

1. Profiling phase
» Use the device the adversary can fully control

» For every bit of the master key, find the fault parameters
allowing to reset this bit

2. Attack phase

Use the device set at an unknown secret

Encrypt a plaintext and keep the ciphertext

v

For every bit of the key, encrypt once again the same
plaintext, while injecting a fault with parameters of
profiling phase for the current bit

If both ciphertexts are equal, the current bit is equal to
\ 0, otherwise equal to 1

Vicloﬂml\i?pi&%l / Fault-based Cryptanalysis on Block Ciphers

B2A Side 31

oFA |

Differential Fault Analysis (DFA) [Piret+ 2003]

m DFA requires the ability to encrypt two times the same
plaintext

m DFA requires to have one or several pairs of correct and
wrong ciphertexts corresponding to the same plaintext
P = (C,T)

m DFA requires to be able to fault only a part of the State
at a particular position in the encryption
e.g. one byte of the AES State before the last MixColumns

B2A side 32

o
Vicloﬂml\i?pi&%l / Fault-based Cryptanalysis on Block Ciphers

Bttt

Statistical Fault Attack (SFA) [Fuhr+ 2013]

m SFA has the property to work even with a set of faulty
ciphertexts corresponding to different unknown plaintexts

Py C
P, — Cy
8 % E??

m Nevertheless it requires a Fixed Fault Logical Effect
e.g. stuck-at a fixed value a State byte with a good
probability

B2 Side 33

Vicloﬂw@pﬂﬁ%l / Fault-based Cryptanalysis on Block Ciphers

Statistical Fault Attack |
Statistical Fault Attack (SFA) - Sketch (1/2)

1. Collect a set of faulty AES ciphertexts Eﬁ,fz,...,fﬁ;, by
injecting a fault on one byte of the State after the
penultimate AddRoundKey. We assume that the fault has a
stuck-at effect to an unknown value e:

SL = Sk AND e, e€[0,255]

2. A collection of correct ciphertext bytes Ci, Cs,...,Cx
would have an uniform distribution
Here, due to the stuck-at fault, the collection of
faulted ciphertext bytes EZ,ZZ,...,EZG has a biaised
distribution

B2A Side 34

Vicloﬂw@pﬂﬁ%l / Fault-based Cryptanalysis on Block Ciphers

Countermeasures

o

©Petr Hanacek 524 side 35

[Analog Level |

(De)synchronization

® A fault injection requires a precise timing to be
effective

m Adding temporal randomness makes the timing of the fault
harder to set

m Classical ways to add temporal randomness:

» jittered clock
» dummy instructions
» randomize operation flow

|

B2 side 36

© Petr Hanadek
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[Analog Level |

IC Package as Countermeasure

m Several kind of fault injection techniques require to
expose the die of the IC to perform the attack
FBBI, laser,

® Depending on the type of package, it can be more or less
easy to expose the die:

» smartcard packages are easy to open

v

metallic packages can be mechanically opened

v

epoxy packages require a chemical attack

Package-on-Package or 3D IC technology make the chip
opening a nightmare

Vicloﬂml\i?pi&%l / Fault-based Cryptanalysis on Block Ciphers

B2 Side 37 /

[Analog Tevel |

Glitch Detectors

m The historical way to inject a fault in an IC is to
under/over-power it during a short time

m Some IC manufacturers add glitch detectors after IC pads,
checking that the current signal voltage stays in a
defined range

m If a signal voltage goes outside from the defined range,
a mechanism triggers an alarm
e.g. flag set, interruption, reset

J

B2A side 38

Vicloﬂml\i?pi&%l / Fault-based Cryptanalysis on Block Ciphers

[Analog Level ]
Laser Detectors (1/2)

® Laser injection often requires to only disturb a small
area of the IC

®m It requires to perform a spatial cartography to find hot
spots
CPU/co-processor registers, memory cells or decoders,

m Laser detectors that are small dedicated blocks are
placed among the other IC cells

-
Laser Detectors (2/2)

|Analog Level

m Different kind of Laser detectors:

» analog based laser detectors

e.g. based on photodiodes

» digital based laser detectors

e.g. based on custom logic cells

m Laser detectors do not cover the whole suface of the IC,
but make the job of the adversary harder

Redundancy

® Redundancy consists in:
» performing two times an operation
» comparing results of both operation executions
require a conditionnal test

m From a code theory point-of-view, it corresponds to the
most obvious code one can construct
duplication code

m A variant consists in performing the operation and the
inverse operation, then checking that the obtained result
is equal to the initial data

B2A Side 41

Viclo@L%eﬂl\rll:a-nXﬁ%l / Fault-based Cryptanalysis on Block Ciphers

4¢ 82a sice 39 / 4¢ B2A side 40 /
Vicloﬂw@pﬂﬁ%l / Fault-based Cryptanalysis on Block Ciphers Vicloﬂw@pﬂﬁ%l / Fault-based Cryptanalysis on Block Ciphers
[pigital Level |
gl tevel | 3 B

Examples of Redundancy

= Redundancy can be used in different ways:

v

Sequential redundancy for a software function

v

Sequential or Parallel redundancy for a hardware function

v

Use of redundant logics (Dual Rail logic — SABL, WDDL,
STy sus)

v

Securization of special registers by duplication or by
storing a value and its inverse
2 flip-flops are necessary to store one bit

B2 side 42

© Petr Hanadek
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Error Detection Codes

m Error Detection Codes are efficient tools to check the
integrity of data

® ECC can protect linear operations (they are based on
linear applications)

m ECC cannot protect non-linear operations
they are not well suited to protect

in particular

ic primitives

B2 Side 43

Vicloﬂml\i?pi&%l / Fault-based Cryptanalysis on Block Ciphers

o

©Petr Hanagek BZA Siide 44

DFA

» DFA targets almost whatever algorithm (known or even

* unknown)

« It works on complex bit operations, such as the ones
involved in secret key cryptography

+ It is demonstrated on DES

— Reference: “Differential Fault Analysis of Secret Key Cryptosystems”,
by Eli Biham, Adi Shamir, CRYPTO 1997, LNCS 1294, pp. 513-525.

Differential Fault Analysis
of Secret Key Cryptosystems

DFA on DES

- Tl
Figure 1. An Iterated Hardware Implementation of DES.

We generate a permanent fault in the least significant bit of
the left-half register, either by destroying the bit or by cutting the wire which enters
or leaves this ceil, and assume that the value of this bit is permanently stuck at zero.

Eli Biham Adi Shamir Figure 2 describes the values computed by this iterated implementation in the last
Computer Science Department Applied Math. and Comp. Sci. Department round.
Technion ~ Israel Institute of Technology The Weizmann Institute of Science
Haifa 32000, Israel Rehovot 76100, Israel
0 i 5 - i1 3 g ac: BZA Siide 46
Sourdh biham8cs technion.ac.il weiz | SourSr eeBE%EK b edu, Cetin Kaya Koc

DFA on DES

Ris
X

Figure 2. The Last Round in the Iterated Implementation of DES.

For any ciphertext the least significant bit (LSB) of the right half of the ciphertext
(Lyg) is zero, and the LSB of Ly is also zero. The LSB of the output of the F-function

of the last round equals the LSB of the left half of the ciphertext (X, since the LSB
of Lis is zero). This bit is the output of S7 in the last round. The input of S7 is
formed by XORing 6 known ciphertext bits with six key bits. We can try all the 64
possible values of the six key bits, and discard any value which does not predict the
LSB of the right balf of the ciphertext. Each ciphertext is used to discard about half
of the remaining key values. Thus, given about six ciphertexts (on whose plaintexts
the attacker has no information of any kind) the right value of the six key bits can
be identified. The other bits of the last subkey can be found by inducing additional
faults, or by enumerating and verifying additional kev bits.

/

B2A Side 47

N~ @Pet k
Source: Eozfgg.cs.ucsb,edu, Cetin Kaya Koc

Asymetrické Sifry

= S /

©Petr Hanacek
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RSA

e Plain RSA signature is universally forgeable

o Messages should be appropriately padded and hashed

o RSA signature primitive

Setup n = p - g with p and g are prime

The public and private exponents satisfy e - d = 1 (mod ¢(n))
Public parameters (e, n)

Private parameters (d, n)

°
o
o
°
o Signature on message m
s=pu(m)? (mod n)
o Verification of the signature s

s p(m) (mod n)

nacel B2 Side 49

Sourgpfocr‘g CS.| ucksb edu, Cetin Kaya Koc

-

@ The binary method of exponentiation leaks information on private key

Key
Messages 3 Ciphertexts
Cryptographic
Box
M; G

v
Adversal
¥ side-channel

/

©Petr Hanaéek B2A Side 50

Source: koclab.cs.ucsb.edu, Cetin Kaya Koc

-

o The binary method is also known as Square-and-multiply algorithm

Input:  m, d = (dx_1...., do)a, n
Output: s =m? (mod n)
1. RQ —1
2. Fori=k—1 downto 0
Ro < R? (mod n)
If di = 1 then Ry < Ro - m (mod n)
3. Return Ry

o It performs exponentiation left to right
o 2 Temporary variables Ry and m
o Susceptible to SPA-type attacks

a2a sice 51
Sourgpfr‘:rc g'(‘:ascfcksb edu, Cetin Kaya Koc

o The key: 2E C6 91 5B F9 4A

2 E c B 9 1 5 B F 9 4 A
0070/1 1 10 310001 70100 10001010 1 101 11 1 1 1100 10100 10 10

; W.Jlﬁ s“ i Hf' .f“"w f
i

ik

nacek B2 side 52

Sourg?%rcr‘ .Cs.Ucsb.edu, Cetin Kaya Koc

o One way to avoid leakage is to square and multiply at every step

Input:  m, d = (dk—1,..., do)2, n
Output: s =m? (mod n)
1. Ro+~1  R+1
2. Fori=k—1 downto 0
Ro « R3 (mod n)
be1—di; Ry + Rp-m (mod n)
3. Return Ry

o When b=1 (i.e., d; = 0), there is a dummy multiplication

o The power trace is a regular succession of squares and multiplies
o 3 Temporary variables: Ry, Ry and m

o Not susceptible to SPA-type attacks

o Susceptible to Safe-Error attacks

aéek B2 Side 53

Source Kocf“g Cs.ucsb.edu, Cetin Kaya Koc

o Timely induce a fault into ALU during multiply operation at step /
o Check the output
o If the result is incorrect (invalid signature or error notification), then
the error was effective = d; = 1
o If the result is correct, then the multiplication was dummy (safe error)
=d =0

o Re-iterate the attack for another value of 7

@Pet B2A side 54
Source: Eo[:f“ %asc\?csb edu, Cetin Kaya Koc

© Petr Hanadek
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Rezerva

o

©Petr Hanagek BZA Siide 56 /

v gy ;s
Napétové utoky
+ Cile atoku:
- Nastavenim teploty mimo povolené meze obvodu zpisobit
nefunkénost nékterych obvodu
* Napadané obvody
— Obvod pro mazani paméti (zeroization circuitry)
— “Security bits”, “Security locks”, ...
— Generatory nahodnych ¢isel
* Protiopatreni:
— Senzory napéti. V pripadé mimomeznich hodnot resetovani.
* Smazani “lock bitu” v neobvyklych podminkach

— PIC 16C84: nastaveni VCC na hodnotu VPP-0.5V a opakovany
zapis tzv. “lock bitu“ zpisobi jeho jeho smazani bez smazani
paméti programu

— Dallas DS5000, Intel 8051 kompatibilni: kratké v&padk
napajeciho napéti obcas vedou ke smazani “lock bitu

— Generator nahodnych ¢&isel v nékterych mikrokontrolérech dava
pfi poklesu napajeciho napéti téméi samé jednicky

o

©Petr Hanacek B2 siide 57

Problém

* Princip RSA:

— Kilice: e,d,n

— Zasifrovani: C = M® mod n

- Dssifrovani: M = C! mod n
* Mozna implementace RSA (binarni umocnéni)
M :=1;
for i from t downto 0 do

M =M * M;

if d; =1 then M := M * C;
endfor

* Co je na tom Spatné?

o

©Petr Hanacek B2 siide 58

Fault attack assumptions

o Precise bit errors
o The attacker can cause a fault in a single bit
o Full control over the timing and location of the fault
o Precise byte errors
o The attacker can cause a fault in a single byte
o Full control over the timing but only partial control over the location
(e.g., which byte is affected)
@ Unknown byte errors

o The attacker can cause a fault in a single byte
o Partial control over the timing and location of the fault

o Random errors
o Partial control over the timing and no control over the location

nacek B2 Side 59

N ©Pets
Sourch! RSB e ésb edu, Cetin Kaya Koo

o

©Petr Hanacek B2 siide 60
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Differential Fault Analysis
of Secret Key Cryptosystems

Eli Biham Adi Shamir
Computer Science Department Applied Math. and Comp. Sci. Department
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Abstract

In September 1996 Boneh, Demillo, and Lipton from Bellcore announced
a new type of cryptanalytic attack which exploits computational errors to find
cryptographic keys. Their attack is based on algebraic properties of modular
arithmetic, and thus it is applicable only to public key cryptosystems such as
RSA, and not to secret key algorithms such as the Data Encryption Standard
(DES).

In this paper, we describe a related attack, which we call Differential Fault
Analysis, or DFA, and show that it is applicable to almost any secret key
cryptosystem proposed so far in the open literature. Our DFA attack can use
various fault models and various cryptanalytic techniques to recover the cryp-
tographic secrets hidden in the tamper-resistant device. In particular, we have
demonstrated that under the same hardware fault model used by the Bellcore
researchers, we can extract the full DES key from a sealed tamper-resistant DES
encryptor by analyzing between 50 and 200 ciphertexts generated from unknown
but related plaintexts.

In the second part of the paper we develop techniques to identify the keys
of completely unknown ciphers (such as SkipJack) sealed in tamper-resistant
devices, and to reconstruct the complete specification of DES-like unknown
ciphers.

In the last part of the paper, we consider a different fault model, based
on permanent hardware faults, and show that it can be used to break DES by
analyzing a small number of ciphertexts generated from completely unknown and
unrelated plaintexts.

1 Introduction

In September 1996 Boneh, Demillo, and Lipton from Bellcore announced an ingenious
new type of cryptanalytic attack which received widespread attention[11,5]. This
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attack is applicable only to public key cryptosystems such as RSA, and not to secret
key algorithms such as the Data Encryption Standard (DES)[17]. According to Boneh,
“The algorithm that we apply to the device's faulty computations works against the
algebraic structure used in public key cryptography, and another algorithm will have
to be devised to work against the non-algebraic operations that are used in secret key
techniques”. In particular, the original Bellcore attack is based on specific algebraic
properties of modular arithmetic, and cannot handle the complex bit manipulations
which underly most secret key algorithms.

This type of attack on a tamper-resistant device shows that even cryptographic
schemes sealed inside such devices might leak information about the secret key. Earlier
papers on this subject, including the papers of Anderson and Kuhn[1], and of Kocher{8],
had shown that tamper-resistant devices are vulnerable to several types of attacks
including attacks against the protocols, attacks using carelessness of the device’s pro-
grammers, and timing attacks.

In this paper, we describe a new attack, related to Boneh, Demillo, and Liptons’
attack, which we call Differential Fault Analysis. or DFA, and show that it is applicable
to almost any secret key cryptosystem proposed so far in the open literature. In
particular, we have actually implemented DFA in the case of DES, and demonstrated
that under the same hardware fault model used by the Bellcore researchers, we can
extract the full DES key from a sealed tamper-resistant DES encryptor by analyzing
between 50 and 200 ciphertexts generated from unknown but related plaintexts. In
more specialized cases, as few as five ciphertexts are sufficient to completely reveal
the key. The power of Differential Fault Analysis is demonstrated by the fact that
even if DES is replaced by triple DES (whose 168 bits of key were assumed to make
it practically invulnerable), essentially the same attack can break it with essentially
the same number of given ciphertexts.

Differential Fault Analysis can break many additional secret key cryptosystems,
including IDEA[9], RC5(19] and Feal[21,16,14,15]. Some ciphers, such as Khufu[13],
Khafre[13] and Blowfish[20] compute their S boxes from the key material. In such
ciphers, it may be even possible to extract the S boxes themselves, and the keys,
using the techniques of Differential Fault Analysis. Differential Fault Analysis can
also be applied against stream ciphers, but the implementation might differ in some
technical details from the implementation described above. At this point we should
note that small differences in the fault models might crucially affect the capabilities
and the complexities of the attacks.

Differential fault analysis is not limited to finding the keys of known ciphers:
We introduce an asymmetric fault model which makes it possible to find the secret
key stored in a tamper-resistant cryptographic device even when nothing is known
about the structure and operation of the cryptosystem. A prime example of such a
scenario is the SkipJack cryptosystem, which was developed by the NSA, has unknown
design, and is embedded as a tamper-resistant chip inside the commercially available
Fortezza PC cards. We have not tested this attack on SkipJack, but we believe that
it is a realistic threat against some smartcard applications which were not specifically
designed to counter it.

Moreover, we show that in most interesting cases we can extract the exact structure
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of an unknown DES-like cipher sealed in the tamper-resistant device, including the
identification of its round functions, S boxes. and subkeys. If the attacker can only
encrypt with the tamper-resistant device with a fixed key (e.g., in PIN verifying
devices), still the attacker can identify the operation of the cipher with this particular
key, which lets him encrypt and decrypt under this key.

The transient fault model used in all these attacks has not been demonstrated in
physical experiments, and was questioned by representatives of the smartcard industry.
We thus suggest a practical attack based on a different fault model which will hopefully
be less controversial. In this model we cut one wire or permanently destroy a single
memory cell in the smartcard using a narrow laser-beam. This model allows us to
mount a pure ciphertext only attack which finds the key with only a few ciphertexts
generated from random unrelated unknown plaintexts. The attack is thus applicable
even when the smartcard chooses the message it wants to encrypt, and even it if uses
counters or random bits to foil differential attacks on related plaintexts.

2 The Attack on DES

Todays’ computers are extremely reliable. Still, it is possible for interested parties to
intentionally induce faults into some kinds of computations. Although this is almost
impossible to do to a remote computer or to a mainframe, it can be done to smartcards.

In many applications (like electronic money, identification systems, or access con-
trol) smartcards are used as secure extensions of the host, and enable their owners to
apply cryptographic computations without knowing the hosts’ secret keys. It is as-
sumed that the smartcards are tamper-resistant, and thus even the owner of a smart-
card cannot open it or reverse-engineer it in order to reveal the secret keys kept inside
the smartcard.

However, due to the simplicity of the smartcards, and the ability of its owner
to control the environment, the owner of the smartcard can force the smartcard to
malfunction in many ways, such as changing the power supply voltage, changing the
frequency of the (external) clock, and applying radiation of many kinds.

Boneh, Demillo, and Lipton suggested using faults induced by the card owner in
order to deduce the private keys in number theoretic public key cryptosystems.

We use the following fault model, similar to the model used by Boneh, Demillo,
and Lipton: The smartcard is assumed to have random transient faults in its re-
gisters, with some small probability of occurrence in each bit, so that during each
encryption/decryption there appears a small number of faults (typically one) during
the computation, and each such fault inverts the value of one of the bits, either from
zero to one or from one to zero.

More accurately, we assume that during each faulty computation there occurs one
(or a few) faults, at random times during the computations, and with random choice
of the registers and positions in the registers. Both the bit location and the exact
timing of the fault are unknown to the attacker.

This model lets the attacker induce errors at some random position during the DES
encryption, i.e., at some random bit of one of the registers in a random round. For
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the sake of simplicity we assume that the only affected registers are those keeping the
right half of the data (the registers keeping the left half do not affect the results till
they are exchanged with the right half), i.e., we assume that faults may occur in one
of the 16 - 32 = 512 bits of the right halves of the 16 rounds, and the fault position is
unknown to the attacker.

In the attack, the attacker uses the smartcard to encrypt some (possibly unknown)
plaintext twice. The attacker compares the two results, and if they differ, he assumes
that a fault occurred during exactly one of the two encryptions. As a result, he obtains
two ciphertexts derived from the same (unknown) plaintext and key, where one of the
ciphertexts is correct and the other is the result of a computation corrupted by a single
bit error during the computation.

In the first step of the attack we identify the round in which the fault occurred.
This identification is very simple and effective: If the fault occurred in the right half
of round 16, then only one bit in the right half of the ciphertext (before the final
permutation) differs between the two ciphertexts. The left half of the ciphertext can
differ only in output bits of the S box (or two § boxes) to which this single bit enters,
and the difference must be related to non-zero entries in the difference distribution
tables(4] of these S boxes. In such a case, we can guess the six key bits of each such
S box in the last round, and discard any value which disagrees with the expected
differences of these S boxes. On average, about four possible 6-bit values of the key
remain for each active S box.

If the faults occur in round 15, we can gain information on the key bits entering
more than two S boxes in the last round: the difference of the right half of the ciphertext
equals the output difference of the F function of round 15. We guess the single bit fault
in round 15, and verify whether it can cause the expected output difference, and also
verify whether the difference of the right half of the ciphertext can cause the expected
difference in the output of the F function in the last round (i.e., the difference of the
left half of the ciphertext XOR the fault). If successful, we can discard possible key
values in the last round, according to the expected differences. We can also analyse
the faults in the 14’th round in a similar way. We use counting methods in order
to find the key. In this case, we count for each S box separately!, and increase the
counter by one for any pair which suggests the six-bit key value by at least one of
its possible faults in either the 14’th, 15°th, or 16’th round. The right value of the
key is expected to be counted more frequently than any wrong value, and thus can be
identified.

We have implemented the algorithmic part of this attack on a personal computer.
Our analysis program found the whole last subkey given between 50 and 200 cipher-
texts, by simulating random single-faults in all the rounds.

This attack finds the last subkey. Once this subkey is known, we can proceed in
two ways: We can use the fact that this subkey contains 48 out of the 56 key bits in
order to guess the missing 8 bits in all the possible 28 = 256 ways. Alternatively, we
can use our knowledge of the last subkey to peel off the last round (and remove faults
that we already identified), and analyse the preceding rounds with the same data, using

'Counting on more than one consecutive $ box should reduce the number of required ciphertexts.
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the same attack. This latter approach makes it possible to attack triple DES (with
168 bit keys), or DES with independent subkeys (with 768 bit keys).

This attack still works even under more general assumptions on the fault locations,
such as faults inside the function F, more than one fault during encryption, or even
faults in the key or the key scheduling algorithm.

To check these claims, we have implemented a variant of this attack in which the
faults may occur also in the inputs of the F function, rather than only in the right half
of the data (i.e., the faults do not affect the following rounds directly), and found that
the number of ciphertexts required to find the key is about the same as in the original
attack, although the faults may occur in twice as many positions.

If the attacker can induce the faults in a chosen position or a chosen time during
encryption, he can improve his results by a large factor. For example, if the attacker
can cause the faults to appear uniformly in the last two, three, or four rounds of the
DES encryption (rather than in all the 16 rounds), our attack requires only about 10
ciphertexts! If the attacker can choose the exact position of the fault, this number can
be further reduced to about 3 ciphertexts.

2.1 Discussion

We described a new attack on ciphers using transient hardware faults. Smartcard
designers can try to counter this attack by computing the encryption function twice,
and outputting the ciphertext only if the results are identical. This solution is however
insufficient: the probability that the same fault occurs during both encryptions may
not be sufficiently small. In the attack there are only 512 possible positions for a
fault. When computing twice with a single random fault in each of the two encryp-
tions, there is a probability of 1/512 to generate the same fault in both computations.
Since the device outputs the doubly-corrupted results, the attacker receives the same
data as in the original attack, if he tries 512 as many encryptions. Thus, instead
of generating about 200 ciphertexts in the original attack, the device performs about
100000 encryptions.

In many cryptographic implementations, the key scheduling algorithm precom-
putes all the subkeys in advance, or computes the subkeys from the key every single
encryption. In such cases, it is easy to find ciphertext pairs whose differences result
only from one faulty subkey bit, when the faults affect the subkeys. In the attack we
should assume that the difference is caused by one faulty subkey bit, or by several
subkey bits caused by one fault during the key scheduling algorithm. The number of
ciphertexts required for such analysis is expected to remain about the same as in the
attack we described.

DFA can also be combined with other types of cryptanalytic attacks: for example,
when the cipher is computed by software in the device, the faults might affect the
program counter or the loop index. In such cases, we can apply more or fewer rounds
than required.

In some implementations, the DES key scheduling is applied with two 28-bit shift
registers, C and D, as in its original definition. The key rotates every round, and
is restored to its original state at the end of encryption, since the total number of
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shifts during the 16 rounds is 28. If the faults affect the shifts of these registers,
then in the following encryptions the key is changed to a related key. Related key
cryptanalysis(3], or differential related kev cryptanalysis(7] might be applied with
DFA in such cases. We expect that linear cryptanalysis[12] can also be combined
with DFA in some cases (in a similar way to differential-linear cryptanalysis[10]),
especially when the identification of the fault position is highly reliable (or when the
fault positions might be chosen by the attacker).

Variants of DFA attacks can in some cases also derive the keys of modes of opera-
tion in which only part of the ciphertext is known to the attacker. This is similar to the
situation studied in [18] for differential cryptanalysis of the CFB mode of operation.

3 Breaking Unknown Cryptosystems

In this section, we introduce a variant of DFA that can find the secret keys of unknown
cryptosystems, even if they are sealed inside tamper-resistant devices, and nothing is
known about their design. In this attack, we assume a slightly different fault model:
the main assumption behind this fault model is that the cryptographic key is stored
in an asymmetric type of memory, in which induced faults are much more likely to
change a one bit into a zero than to change a zero bit into a one (or the other way
around). CMOS registers seem to be quite symmetric, but most types of non-volatile
memory exhibit some degree of asymmetry. For example, a one bit in an EEPROM
cell is stored as a small charge on an electrically isolated gate. If the fault is induced
by external radiation (e.g., ultraviolet light), then the charges are more likely to leak
out of the gate than to be forced into the gate.

To make the analysis simpler, we assume that we can apply a low level phys-
ical stress to the tamper-resistant device when it is disconnected from power, whose
only possible effect is to occasionally flip one of the one bits in the key register to a
zero. The plausibility of this assumption depends on numerous physical and technical
considerations, which are beyond the scope of this paper.

We further assume that we are allowed to apply two types of cryptographic func-
tions to the given tamper-resistant device: We can supply a plaintext m and use the
current key & stored in the non-volatile memory of the device to get a ciphertext ¢, or
we can supply a new n-bit key &’ which replaces & in the non-volatile memory.

The cryptanalytic attack has two stages: In the first stage, we keep the original
unknown secret key & stored in the tamper-resistant device, and use it to repeatedly
encrypt a fixed plaintext mq. After each encryption, we disconnect the device from
power and apply a gentle physical stress. The resultant stream of ciphertexts is likely
to consist of several copies of ¢g, followed by several copies of a different ¢;, followed
by several copies of yet another c,, until the sequence stabilizes on ¢s. Since each
change is likely to be the result of one more key bit flipping from one to zero (thus
changing the current key k; into a new variant k;y;), and since there are about n/2
one bits in the original unknown key k, we expect f to be about n/2, and ¢; to be the
result of encrypting mq under the all-zero key k;.

In the second stage of the attack, we work our way backwards from the known
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all-zero key k; to the unknown original key ko. Assuming that we already know some
intermediate key ki, we assume that k; differs from k4 in a single bit position. If
we knew the cryptographic algorithm involved. we could easily try all the possible
single bit changes in a simple software simulation on a personal computer, and find
the (almost certainly unique) change which would give rise to the observed ciphertext
¢;. However, we do not need either a simulator or knowledge of the cryptographic
algorithm, since we are given the real thing in the form of a tamper-resistant device
into which we can load any key we wish, to test out whether it produces the desired
ciphertext ¢;. We can thus proceed deterministically from the known k to the desired
ko in O(n) stages, trving O(n) keys at each stage. The attack is guaranteed to succeed
if the fault model is satisfied, and its total complexity is at most O(n?) encryptions.

This seems to be the first cryptanalytic attack which makes it possible to find the
secret key of a completely unknown cryptosystem in polynomial time (quadratic time
in our case). It relies on a particular fault model which is stronger than the transient
fault model described above, and which has not been experimentally verified so far. In
the full version of this paper we’ll discuss numerous extensions of the attack, including
the analysis of more complicated fault models in which the sequence of corrupted keys
forms a biased random walk in the space of 2" possible keys.

4 Reconstructing Unknown Ciphers

In this section we show how to reconstruct the full structure of unknown ciphers
hidden in tamper-resistant devices. We assume that the attacked cipher is a DES-
like cipher, which encrypts by applying some initial permutation and then applying
a round function several times. The round function applies some function F to the
right half of the data, XORs the result to the left half, and exchanges the roles of the
halves. Finally, some final permutation is performed.

In our attack we reconstruct the cipher in several steps. In each step we receive
some additional information on the unknown structure of the cipher: we start from
the final permutation and continue backwards through the rounds.

Note that the representation of the ciphers is not unique, and thus we cannot
identify the exact original definition of the cipher. Instead, we actually find a family
of representations, of which the original representation is a member. We can then
choose any member of the family as an equivalent representation of the cipher.

In the first step of the attack we study some information on the final permutation:
We identify which ciphertext bits come from the right half and which from the left
half of the last round, i.e., which bits affect which in the last round. We encrypt
several plaintexts several times, and collect pairs of ciphertexts consisting of the real
ciphertext of the plaintext and a faulty ciphertext resulting from some fault during
encryption of the same plaintext. We identify the faults which occur in the last round
(or two) by counting the bits differing between the real ciphertext and the faulty
ciphertext. We use the pairs in which the number of differing bits in the ciphertexts
is smaller than a threshold (typically about a quarter of the blocksize), in which case,
it is almost certain that the fault occurred in the last round, or in the preceding one.
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Each fault in the last round differs in one bit in the right half and several bits in the
left half. Therefore, the bits of the left half differ more frequently than the bits of the
right half. We can thus identify the bits of the right half as those which differ in the
least number of pairs.

Once we identify the bits of the right half and the bits of the left half, we can
observe which bits of the left half are affected by each bit of the right half via the
function F in the last round. In DES-like ciphers the F function is composed of S
boxes, and each S box takes a few of the bits of the right half, and affects a few of
the bits of the left half. We can easily identify the number of S boxes, and the input
and output bits of each S box: we just choose all the pairs which differ by only one
bit of the right half, and for each such bit we find the set of all the bits of the left half
which differ in those pairs. This information suffices to find the number of S boxes,
their sizes, and to identify the input and output bits of each S box.

Then, we reconstruct the content of the S boxes, with the specific unknown key
mixed into the input of the S boxes and some unknown value mixed into their output
(i.e., we can identify the table T'(z), where T(z) = S(z®k)@u, where k is the (actual)
subkey, and u is derived from the right half of the preceding round). This can be done
since the pairs give us the difference T'(z) & T'(y), for two known values z and y. This
reconstruction is very effective. For example, if the unknown cipher is DES, we miss
information on only 6 + 4 = 10 bits out of the 64 * 4 = 256 unknown bits of each S
box, and if the unknown cipher is LOKI[6], we miss information on only 12 + 8 = 20
bits out of the 2!2 x 8 = 32768 bits of each S box of LOKI. These missing bits do
not reduce the success of the attack since we actually find all the information we need
for peeling off the last round: the subkeys are already mixed into the S boxes and
the extra constants are counted naturally as parts of the subkeys when analyzing the
preceding rounds. This way we can fully analyze the whole cipher, and receive its full
description with the specific key mixed into the S boxes.

Till now we identified the S boxes up to XOR with some unknown constants, some
of which are subkeys. We can further identify the S boxes and the subkeys by analyzing
encryptions under several keys and comparing the differences between the retrieved
tables T. In DES and LOKI the key scheduling algorithm and the S boxes can be easily
identified by such comparisons. In these ciphers, where the key scheduling actually
select key bits into the subkey (rather than making a more complex computation), the
selection pattern of the key bits can be identified by analyzing the effect of different
keys on the T boxes. Then, the effect of the subkeys on the T boxes can be removed,
resulting with the original S boxes and the key scheduling algorithm.

In some ciphers, the function F is not a composition of several S boxes as in DES
and LOKI, but may compute more complex operations. In this case we can model
the function F by a most general structure: for each possible subkey, the F function is
modeled as an arbitrary function. In this case we can view the F function as applying
one huge S box. The number of input and output bits of this huge S box is only half
the block size, and thus even though the identification of this whole S box requires
much work (about 2% in the case of a 16-round 64-bit DES-like cipher), it can still
be done for any particular key. The effect of the key on this § box can be removed in
most cases after repeating this computation for several keys.
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We have implemented major parts of this attack on a personal computer, using
DES as the unknown cipher. Our implementation required only about 500 faulty
ciphertexts to identify the bits of the right half, and up to 5000 faulty ciphertexts to
identify the input and output bits of the S boxes. without reconstructing their actual
entries. Their complete reconstruction would require about 10000 faulty ciphertexts.
Note that the complexity of this S box reconstruction crucially depends on the size of
the S boxes: in DES there are 64 entries in each S box, and thus about 64 faults in the
input of an S box in different ciphertexts suffice to reconstruct the S box (except the
10 missing bits). In LOKI there are 4096 entries in each S box, and thus the number
of required faulty ciphertexts is much larger. If we view the F function as one large S
box, the number of entries of this huge S box is 232, and thus the number of required
faulty ciphertexts in this case is huge, but still practical.

5 Non-Differential Fault Analysis

The main criticism against differential fault analysis was the transient fault model
that was claimed to be unrealistic. Although we still believe that an attack based on
radiation-induced faults is possible, we decided to devise a more practical fault model
that will hopefully be less controversial.

The fault model considered in this section assumes that we can cut a wire or destroy
a memory cell in a register using a narrow laser beam directed into a carefully chosen
location in the silicon. As a result, during computation the values entering the affected
location can be considered to be permanently stuck at a fixed value, and can no longer
affect the rest of the computation. A similar fault model is considered in [2] where it
is used in conjunction with micro-probing to mount other attacks on smartcard-based
cryptosystems.

5.1 The Basic Attack

Based on this fault model we develop a pure ciphertext only attack, which, unlike all
other ciphertext only attacks, does not make any assumption on the statistical distri-
bution of the plaintexts. Moreover, the ciphertext should only be received after the
permanent fault had already been generated; non-faulty ciphertexts are not required
at all in this attack. Therefore, this attack will still work if faulty smartcards, which
already have the appropriate faults due to natural reasons, are given to the attacker.

We describe this attack against a smartcard implementation of DES. We assume
that DES is implemented in hardware as a single round, which is used 16 times as is
described in Figure 1. We generate a permanent fault in the least significant bit of
the left-half register, either by destroying the bit or by cutting the wire which enters
or leaves this cell, and assume that the value of this bit is permanently stuck at zero.
Figure 2 describes the values computed by this iterated implementation in the last
round.

For any ciphertext the least significant bit (LSB) of the right half of the ciphertext
(L1s) is zero, and the LSB of L5 is also zero. The LSB of the output of the F-function
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of the last round equals the LSB of the left half of the ciphertext (X, since the LSB
of Lis is zero). This bit is the output of S7 in the last round. The input of S7 is
formed by XORing 6 known ciphertext bits with six key bits. We can try all the 64
possible values of the six key bits, and discard any value which does not predict the
LSB of the right half of the ciphertext. Each ciphertext is used to discard about half
of the remaining key values. Thus, given about six ciphertexts (on whose plaintexts
the attacker has no information of any kind) the right value of the six key bits can
be identified. The other bits of the last subkey can be found by inducing additional
faults, or by enumerating and verifying additional key bits.

5.2 Attacks on Unrolled Implementations

The attack becomes easier if DES is implemented as 16 separate hardware rounds. In
this case, a permanent fault induced in one round would not directly affect the other
rounds. In this attack, it suffices to destroy the LSB of register Lys. In particular, if
we destroy the whole L5 in this case, we can find the key with only two ciphertexts.
We can even reduce the number of ciphertexts required to find 32 bits of the last
subkey uniquely to exactly one (rather than only in average) by also destroying the
first and sixth input bits entering the S boxes (after they are XORed with the subkey).
In this case, the F function becomes reversible, and thus its remaining inputs can be
computed uniquely from the outputs.

In an alternative attack, we can destroy all the bits of the subkey registers, except
in the first two rounds. Given the ciphertext, remove the last 14 rounds by decrypting
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with zero subkeys. Equivalently, we can destroy the outputs of the F-function in
rounds 3-16, so that the outputs become zero. or even cut the cipher after the 14’th
round. In all these cases, the problem is reduced to attacking a two-round DES, which
can be done using one ciphertext.

We can even attack the independent-key variant of any iterated cipher. We simply
remove a round at a time and prepare the required encrypted data for later analysis.
After all the rounds are removed, we find the subkey of the last removed round using
the prepared data, and use this found subkey in attacking the second-to-last removed
round, etc., till we find all the subkeys. Note that we get two equations on each F-
function from two consecutive removed rounds, and thus we get sufficient information
for finding the 48-bit subkeys, although each equation leaks only 32 bits.

5.3 Additional Attacks on Iterated Implementations

All the above attacks find the key bits horizontally, i.e., a subkey at a time. In iterated
hardware implementations we can do the following vertical attack which finds the first
bits of all the subkeys, then the second bits of all the subkeys, etc. In this attack
we first permanently destroy the plaintext to be zero, and encrypt the zero plaintext
under the unknown key. In the main step of the attack, we cut the wire leaving the last
bit of the subkey in the iterated hardware implementation of the rounds, and encrypt
the zero plaintext under the resultant subkeys. Then, we cut the second-to-last wire,
etc. When all the subkey bits had been cut, we get the zero plaintext encrypted under
the zero subkeys. We can now find the first bits of the subkeys (total of 16 bits in
a 16-round cipher) by trying all their possible values (2! trials), and comparing the
resulting ciphertexts to the last received ciphertext. Then, we try the values of the
second bits of the subkeys, etc, till we find all the bits of the subkeys. For DES in
particular, we can use the fact that the key is divided into two halves. We can cut the
first 23 bits of the subkey before they are XORed to the right half of the data. Then,
we cut the 24’th bit. Then again we cut the next 23 bits. Given the ciphertexts of the
destroyed (i.e., 0) plaintext before and after each of these events (four ciphertexts),
we can exhaustively search for the 16 key bits which still affect the computation after
the last event. When found, we can complete the 12 key bits of the right half of the
key, and then search for the 16 key bits of the right half which affect the encryption
after the first event. Finally, we complete the remaining 12 key bits.

An additional attack against iterated implementations of DES ignores the data
rather than the key. In this attack we cut the 32-bit data input of the F-function (this
position is denoted by (x) in Figure 1), such that the output of the F-function becomes
dependent only of the subkey and independent of the plaintext. If the actual plaintext
is unknown, we also destroy the plaintext register, i.e., set it to zero permanently.
The key scheduling algorithm of DES divides the key into two halves, each of them
affects only four S boxes in each round (S1-S4, and S5-S8). As a result, 32 bits of
the ciphertext depend only on one 28-bit half of the key, and the other 32 bits of the
ciphertext depend only on the other 28-bit half of the key. Thus, given the ciphertext
of the zero plaintext (or similarly of any plaintext) under the modified cipher, we can
easily search for the two halves of the key (2?8 trials for each, each trial costs about
1/4 encryption).

Copyright (c) 1998, Springer-Verlag
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5.4 Remark

Note that in this model it is easy to apply a chosen plaintext attack without choosing
any plaintext — we just destroy the plaintext register. In such a case, even a fault
tolerant design in which the smartcard encrypts the plaintext several times and com-
pares the results, will not detect any difference between the ciphertexts.? Moreover,
if the verification is done by decrypting the ciphertext, the result register can also be
destroyed, and thus will always be the same as the plaintext register.
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A Survey of Differential Fault Analysis against
Classical RSA Implementations

Alexandre Berzati, Cécile Canovas-Dumas, and Louis Goubin

1 Introduction

Since the advent of side channel attacks, classical cryptanalysis is no longer suffi-
cient to ensure the security of cryptographic algorithms. In practice, the implemen-
tation of algorithms on electronic devices is a potential source of leakage that an
attacker can use to completely break a system [29, 15, 21]. The injection of faults
during the execution of cryptographic algorithms is considered as an intrusive side
channel method because secret information may leak from malicious modifications
of a device’s behavior [13, 11]. In this context, the security of public key cryptosys-
tems [13] and symmetric ciphers in both block [11] and stream modes [23] has
been challenged. Recently, some interesting results have been obtained by attacking
public key cryptosystems. More precisely, several papers demonstrated that the per-
turbation of public elements may induce critical flaws in implementations of public
key cryptosystems [10, 14, 25].

We propose here a survey of the applications of fault attacks against different
RSA implementations, classical or sophisticated. After a presentation of the RSA
cryptosystem and its classical implementation, we review chronologically the at-
tacks and some of the proposed countermeasures. Although first attackers focused
their efforts to exploit perturbations of secret elements or related operations (see
Sect. 3), recent works adressed the security of public elements (see Sect. 4). This
new trend is all the more interesting since public elements are usually handled in
a less secure way than private ones. Furthermore it may lead to powerful attacks
regardless to the kind of induced perturbations.
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2 RSA Implementations

The celebrated RSA has been invented in 1977 by Ronald Rivest, Adi Shamir and
Leonard Adleman [36]. This method has been the first one instantiating the principle
of public key cryptography, introduced earlier, as a concept, by Whitfield Diffie and
Martin Hellman [20]. Nowadays, RSA is certainly the most widely used algorithm
to ensure the security of communications or transactions.

The RSA security relies on the Integer Factorization Problem (IFP). The best
known method for solving an instance of this problem is the Number Field Sieve
which complexity is sub-exponential with respect to the size of the RSA field [30].
To the best of our knowledge, the larger RSA modulus ever factored by this method
is a 768-bit one [26]. As a consequence, this method can not be used today to factor
practical sized moduli (i.e. 1024 or 2048 bits).

In practice, the RSA can be declined in both standard and CRT modes. The stan-
dard mode is the straightforward way for implementing RSA. Its principle is recalled
below. The CRT mode of RSA, where CRT stands for Chinese Remainder Theorem,
is usually used to perform efficient signatures in embedded systems. Further details
about CRT-RSA implementations can be found at [35, 31].

2.1 Standard RSA

2.1.1 Key Generation.

Let N, the public modulus, be the product of two large prime numbers p and q.
The length of N, denoted by n, also stands for the RSA length. Let e be the public
exponent, coprime to @(N) = (p—1)- (g — 1), where ¢(-) denotes Euler’s totient
function. Then the pair K, = (N, e) is the RSA public key, that is spread over a net-
work. The public key exponent e is linked to the private exponent d by the following
equation:

e-d=1 mod¢@(N) (1)

This exponent is also called private key Kj, that is kept secret by its owner.

2.1.2 RSA Encryption.

Let m be the plaintext that will be ciphered with the RSA algorithm. Then, the
cipher operation relies on the following modular exponentiation involving the public
exponent e:

C=m* modN )

Here C denotes the ciphertext. After sending this cyphertext throughout a network,
the expected receiver of the message may want to recover the original message by
decrypting C. Then, this operation boils down to compute:
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im=C’ modN 3)

If no error occurs during computation, transmission or decryption of C, then we
expect to get:
m=m modN 4)

One can notice that performing a decryption implies the knowledge of the private
key. This ensures that only its owner, and so the expected receiver, is able to recover
m.

2.1.3 RSA Signature Scheme.

As for the decryption, the RSA signature S of a message m consists in a modular
exponentiation to the power d:

S=m? modN )

To check the validity of the received signature (S,m), the associated public key is
used to ascertain that:

m E) S¢ modN (6)

In general, this is not really the plaintext m that is signed but a hash 7. This opera-
tion is performed by using a hash function ## such that riz = ¢ (m). Then, the sent
signature is (S,71) where S =i mod N. Furthermore, the usage of a hash func-
tion is generally combined with a padding scheme (e.g. RSA-OAEP [3] for the RSA
encryption and RSA-PSS [4] for the signature). For the different fault attacks pre-
sented in this paper, we assume that all RSA decryptions or signatures are performed
with some hash and/or deterministic padding function.

2.2 Modular exponentiation methods

Modular exponentiation is one of the core operations to implement asymmetric
cryptography. Indeed for both RSA decryption and RSA signature schemes, one has
to compute a modular exponentiation of the input message as efficiently as possible.
For a naive implementation of this operation, we may write:

m? modN=m-m-....m modN @)
————

d times

The computational complexity of the algorithm above is exponential with respect to
the exponent length, which is not acceptable to implement the modular exponentia-
tion. However, a method as intuitive as the previous one, but much smarter, consists
in expressing the exponent in a binary basis: d = Z;Zz_ol 2'.d;. Then, we can perform
a modular exponentiation by scanning the bits of the exponent:
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n—1 .
m? modN = Hmztd" mod N (8)
=0

=

As a consequence, the power is no longer performed by multiplying d times a mes-
sage m by itself but by multiplying, at most log,(d) times, square powers of m.
Hence the cost of the exponentiation methods declined from this principle, also
called binary exponentiations, is linear with respect to the exponent length which
is much more efficient than the naive approach. The next section briefly introduces
common implementations of binary exponentiations

2.2.1 “Right-To-Left“ Exponentiation.

The first method to perform a modular exponentiation is to scan the exponent bits
from least to most significant ones. That is why it is also referred as the “Right-
To-Left*“ method. In practice, this method is the most intuitive since it consists in
computing consecutive square powers of the input message and, depending on the
current exponent bit value, multiplying these powers to the accumulation register.
As a consequence, this algorithm exactly transcripts (8). The complete algorithm is
detailed below.

Algorithm 1: “Right-To-Left“ Modular Exponentiation
Input: m,d = Y~} 2" - d;,N
Output: S = m? mod N

A<+ 1;
B <+ m;
fori=0ton—1do
if d; = 1 then
A<+ A-BmodN;
end
B+ B2 mod N;
end
return A;

2.2.2 “Left-To-Right“ Exponentiation.

It is also possible to scan the exponent bits from most to least significant bits. The
associated method is not surprisingly called “Left-To-Right* exponentiation. This
other method differs from the dual one by an accumulation register withdrawal and
a different execution flow. Indeed, each iteration begins with the execution of a
square that can be followed, depending on the current exponent bit value, by a mul-
tiplication. This method is also detailed in Algorithm 2.
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Algorithm 2: “Left-To-Right“ Modular Exponentiation

Input: m,d =Y~} 2 - d;,N
Output: S = m? mod N
A+ 1,
fori=(n—1)to0do

A« A?2 mod N if d; = 1 then

| A< A-mmodN;

end
end
return A;

2.2.3 Other variants.

Although both previously presented algorithms are quite efficient to compute mod-
ular exponentiations, their implementation may leak information on the exponent.
Indeed, the execution of a multiplication directly depends on the current value of
the exponent bits. This makes smart card implementation of modular exponentia-
tion algorithm potentially vulnerable to side channel attacks, such as DPA. A basic
solution to thwart this flaw is to make the execution independent from the exponent
value. Such a variant has been already proposed by J.-S. Coron at CHES 1999 [19]
and is also known as the Square & Multiply Always algorithm. In this case, one
square and one multiplication are sequentially executed at each iteration, whatever
the value that the current exponent bit may take.

The performance of the exponentiation algorithms can also be improved. For
example, we can derive from the previous algorithms the Sliding-Window Exponen-
tiation used in the OpenSSL library. The principle of this variant is to scan the
exponent by, at most, k-bit windows. Hence, after precomputing some odd powers
of the input message m, this method significantly reduces the number of iterations
for a modular exponentiation, and so the performance.

Finally, some variants allow to improve both security and performance. This is
the case of the Montgomery exponentiation algorithm [32]. Obviously, it exists other
efficient implementations of the modular exponentiation, but we advise an interested
reader to take a look at [27] for more details.

3 Classical Fault Analysis of Standard RSA Implementations

Since the introduction of fault attacks at the end of the nineties, the security against
perturbation of CRT-based implementation of RSA has not been the sole implemen-
tation mode targeted [13]. Indeed, the security of standard RSA implementations
have been also challenged, leading to various attack methodologies. Among these
fault attacks, we have chosen to distinguish to main categories. The first one deals
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with the perturbation of intermediate computations. The fault attacks that belong in
this category take advantages of the perturbation of intermediate values or of the
execution flow. The second category we have distinguished gather attacks based on
exploiting modifications of RSA public elements. This trend is quite recent but has
ever led to successful applications against various standard RSA implementations.

The next paragraph details the different attacks that we have identified from our
state-of-the-art study.

3.1 Perturbation of intermediate computations

3.1.1 Register faults.

Bellcore researchers not only introduced the concept of fault attacks [5] but they also
showed how this new concept can be applied to many public key cryptosystems,
including standard RSA, and their various implementations. In more details, they
explained in [13] how to exploit fault injections during the execution of a standard
RSA signature to recover the private exponent. The fault model they considered, the
so-called register fault, is a transient or permanent bit-flip induced in the memory
area containing the current value of the exponentiation algorithm. Under this model,
they showed that the perturbation of standard RSA signature, implemented with the
“Right-To-Left“ exponentiation, may leak some secret information. The principle
of the attack is described in the next paragraph

General Methodology.

The fault attack against standard RSA signature proposed by Bellcore researchers
can be split in two parts. The first one is “on-line“ and consists in gathering suffi-
ciently many message/faulty signature pairs (m,»,ﬁ,-) by inducing permanent faults,
one per faulty signature, on the register that contains a intermediate values. Then,
in the second part, the attackers tries to analyze the collected faulty signatures to
recover the whole secret key. Hence, this part of the attack is completely “off-line“.
The principle of the analysis is recalled below. Let S; be the correct signature and let
€(m;) = +2° be the mathematical representation of a bit-flip with 0 < b < n. Since
this fault is supposed to be permanent, then corresponding faulty signature can be
expressed as:
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=1 g n—l i
$ = ((Hmf "f) i2h> ] )

j=0 j=t
b n—1 2id
=85 +2"- [[m ™ modN (10)
j=t
N d
or §; =84+2"-m;" modN (11)

with dj; = 27;11 2/d ;. If we use the signature’s verification operations, the previous
equation becomes:

mi = (§i+20 ") mod N (12)

One can notice that this equation is interesting because it only depends on the mes-
sage m; and the corresponding faulty signature S; (i.e. the knowledge of the correct
signature is no longer required). Moreover, the fault injection has isolated a part dj;
of the private exponent d. This is precisely this part of exponent that the attacker has
to determine with a guess-and-determine approach.

The whole exponent is gradually recovered, from most to least significant bits,
by repeating the previous analysis on different faulty signatures. In each analysis,
w bits of exponent are retrieved. In more details, for each analysis, the attacker has
to simultaneously guess the values of the part of exponent isolated dj; and the fault
induced +2?% such that (12) is satisfied. According to [13], the whole private ex-
ponent d can be determined by this way, with a probability greater than % from
(n/w) log (2n) message-signature pairs. In this case, the attack complexity is about
0((2"n*log*(n))/w?) exponentiations. We can additionally remark that this fault
attack was later generalized to “Left-To-Right “-based exponentiations by J. Blomer
and M. Otto [34].

3.1.2 Faults on the private exponent.

This attack was published by F. Bao et al. in [1] and then in [2]. The principle is
to induce a transient error during the decryption, that produces the same effect as a
bit modification of the private exponent. In practice, such an effect can be obtained
by flipping a bit of the private exponent, or by corrupting the evaluation made just
before the conditional branch in the classical implementations of the modular expo-
nentiation (see Sect. 2.2). The following paragraph only describes the attack for a
bit error on the exponent d.

General methodology.

Let m be a plaintext and C the corresponding ciphertext obtained from a RSA en-
cryption (see Sect. 2). In case of a faulty computation, the deciphered text 7 is:
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m=C? mod N

The fault is exploited by dividing the erroneous result by a correct one: 71-m~'. The

induced error can be modeled as a bit-flip of the -th bit of d. Therefore, we have:
m= Cziﬁj#l, 2dit2d, mod N

That implies, either m-m~' =C % mod N = d, = 1,

or ii-m~' = C? mod N = d, = 0. This method can be repeated until we obtain

enough information on the private exponent. Note that this attack is also suitable in

case of a multiple error model [1]. Moreover the principle can be adapted to attack

cryptosystems based on discrete logarithm (DSA, El-Gamal, .. .). Finally, this attack

strategy has been later extended and generalized by M. Joye et al. [24], who describe

an improved attack relying on the mere knowledge of the faulty deciphered text.

3.1.3 Exploiting safe-errors.

Classical fault attacks often exploit the difference between a correct and a faulty
output to deduce some secret information. However, M. Joye and S.-M. Yen noticed
that some secret information may leak even if a fault causes no effect on the final
result of the computation [38]. This is why this particular kind of fault attacks is
also called “safe-error* attack. The attacker must be able to perform some pertur-
bation of which he knows the probably effect with a good repeatability. Among
these attacks, two categories are usually distinguished: C-safe-error attacks that
target dummy operations [39] and M-safe-error attacks that target registers allo-
cations [38]. In order to illustrate the principle of safe-error attacks in the context
of RSA, we have chosen to detail the C-safe-error attacks against the Square &
Multiply Always exponentiation [19].

General methodology.

The purpose of the Square & Multiply Always exponentiation is to make its execu-
tion independent from the exponent value. Hence, the conditional branch is with-
drawn (see Sect. 2.2) and an extra dummy multiplication is added such that, re-
gardingless of the value of the exponent, a square and a multiplication are always
executed at each iteration. The principle of the C-safe-error attacks proposed by
S.-M. Yen et al. [39] is to exploit faults induced while dummy multiplications are
performed. To achieve this, the attacker has to inject a fault during a RSA signature
and, if the signature remains “error-free“, it means that a dummy multiplication has
been infected. Therefore, the attacker can deduce that the exponent bit value handled
while the perturbation was provoked is zero. Otherwise, the result would be incor-
rect and the exponent bit value equals to one. The attacker has to repeat the attack
at each iteration to gradually recover the whole private exponent. One can notice
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that this attack does not apply upon classical exponentiation algorithm but upon a
variant expected to defeat Simple Power Analysis. As a consequence, checking only
the output may not be enough to protect and implementation of a cryptographic al-
gorithm against faults. Furthermore, designers of secure solution may be careful not
to add new vulnerability while trying to defeat other ones.

4 Exploiting Perturbations of RSA public modulus

Although the issue of exploiting malicious modifications of public elements was
addressed in the context of Elliptic Curve based cryptosystems [16], it took a half
decade before seeing the first application to RSA. Indeed, the first fault attack
against public key elements is due to J.-P. Seifert with a method for corrupting RSA
signature’s verification [37, 33]. This fault attack aims to corrupt signature verifica-
tion mechanism by modifying the value of the public modulus N. Nevertheless, no
information about the private exponent d is revealed with this fault attack.

Whether it is necessary or not to protect RSA public elements was an open ques-
tion until Brier ef al. attack proposal for recovering the whole private key. This
attack, inspired from Seifert’s one [37, 33], was published in [14] and reviewed
in [17]. It makes it possible to extract the private key using a modulus perturbation.
As in Seifert’s attack, the fault on the modulus is induced before executing the ex-
ponentiation. Hence, if the faulty modulus has a small divisor r, the attacker will be
able to solve an instance of the Discrete Logarithm Problem from the corresponding
faulty signature and obtain d mod r.

A new fault attack against “Right-To-Left“-based implementations of the core
RSA exponentiation [8], completed by the attack of the dual implementation [7] has
been presented lately. Contrary to previous attacks, authors assumed that the fault
is injected during the execution of an RSA signature. Then, from the knowledge of
a correct and a corresponding faulty signature, the attacker guesses-and-determines
simultaneously the faulty modulus and the part of the private exponent that has been
isolated by the fault injection. To recover the whole exponent, the attacker has to re-
peat the analysis for sufficiently many signatures perturbated at different moments
of the execution.

In the next paragraphs, we will detail the different fault attacks published against
RSA public elements.

4.1 Modifying N before a signature to solve small DLP.

Although J.-P. Seifert — with its attack proposal to corrupt a RSA signature verifi-
cation mechanism [37, 33] — first addressed the issue of exploiting RSA signatures
performed under a faulty public modulus N, the first analysis leading to a complete
secret key recovery is due to E. Brier et al. [6]. The main idea of their attack is to an-
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alyze faulty signatures performed under a faulty modulus N to recover small parts of
the private exponent d (i.e. 20 to 30 bits from each faulty signatures). All the parts of
exponent extracted from different faulty RSA signatures are finally combined with
the Chinese Remainder Theorem to build the full private exponent.

General Methodology.

This fault attack can be split into two distinct phases. The first one is “on-line“ and
consists in gathering K pairs message/faulty signatures (m;,S;)1<i<x computed with
faulty moduli N; # N such that:

S,‘ :Wl,’d mod1\7, (13)

The authors assumed that the values of the different faulty (N;)1<;<x are not known
by the attacker. However, they have also supposed that theses values are uniformly
distributed over the n-bit long integers [14, 17]. From this set of faulty signatures,
the attacker performs an “off-line“ phase which consists in recovering the private
exponent by parts. The proposed analysis is declined in different variants depending
the choice of the attacker to generate, or not, a table of possible values for faulty
moduli. But, generating such a table, also referred as the dictionary of moduli [14],
requires to choose a fault model. Finally, one can notice that the number of signa-
tures to gather (i.e. the parameter K) depends on the method chosen to perform the
analysis. Both methods are detailed below.

Analysis without dictionary.

This first method is used when the attacker is not able to identify a fault model from
the set of gathered faulty signatures or, if the identified model induce a dictionary
too large to be handled (i.e. more than 232 entries). In this case, it is not possible
to retrieve faulty moduli used to perform the faulty signatures. To overcome this
difficulty, the authors give a mean to find some factors p? of N; thanks to the equation
(14) that it satisfied under some conditions ! with probability 1 if p¢ | N; and 1
otherwise (where r is a small prime that divides the multiplicative order of ;).

S,’ = mid mod ¢(p*) mod pa (14)

Then, for such a p?, if @(p“) is divisible by a small enough prime r; (i.e. 20 to
30-bit long), the attacker can take advantage of the bias (see [14, Proposition 1]
for details) with a counting method that enables to determine parts of the private
exponent d; = d mod r; by solving small discrete logarithms on the faulty signa-
tures gathered. Hence, when R = [, r¢ is bigger than N (and obviously bigger than
¢©(N)), it is possible to use the Chinese Remainder Theorem to build the whole pri-

! p is a prime number such that p { si; and p1S;
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vate exponent d from the recovered parts.

One can notice that the advantage of this method is that it may lead to a full
key recovery regardingless of the faults injected on the different moduli. Accord-
ing to [14, 17], the implementation of this methodology enables to recover 512-bit
private exponents (1024-bit in case of small public exponent ¢*) by gathering about
25000 faulty signatures. On the other hand, 60000 faulty signatures are enough to
recover 1024-bit secret exponents (2048-bit in case of small public exponent e).

Analysis with a dictionary.

The attack performance can be improved if the attacker is able to identify and vali-
date a fault model from the faulty signatures collected during the “on-line phase.
From this fault model and the knowledge of N, the attacker can establish a list of
possible values for the faulty moduli. This list is also called dictionary of moduli.
Once the dictionary is generated, the attacker tries to guess the pairs (mi,fi) that
result from a computation with one of the dictionary entry. Each successful guess,
or “hit“, brings a certain amount of information on the private exponent d. In terms
of performance, this approach is very interesting since, according to [14, 17], 28
“hits“ and only 1100 faulty signatures are enough for recovering a 1024-bit RSA
private exponent. Moreover, by finding these “hizs“ with a statistical approach, it is
possible to extract the private exponent with a number of faults equal to the num-
ber of “hits“ (which is proved to be optimal). In this case 28 faulty signatures may
suffice to recover a 1024-bit RSA private exponent.

Although fault attacks has been considered as a powerful way to attack implementa-
tions of cryptographic algorithms, the presented attacks highlighted that even non-
critical elements, such as public keys, have to be protected against perturbations.
Whereas public elements are not supposed to reveal secret information, their pertur-
bation may be a source of leakage leading to the corruption of a signature verifica-
tion mechanism [37, 33] or worse, to a full private key recovery [14, 17]. However,
the use of an exponent randomization technique may be an effective way for de-
feating such attacks. Furthermore, these attacks only apply for perturbations that
occur before performing the core exponentiation of the RSA signature. The attack
presented in the next section proved that this claim is no longer true since the per-
turbation of public elements during the signature can also be exploited.

2 When e is small, the authors take advantage of the RSA equation ¢-d =1 mod @N to determine
the most significant part of d. Indeed, knowing that N =N+ 1 — p —g ~ N for its most significant
part, thend ~ M with k < e. Hence, if e is small (e.g. e = 2!6+ 1), the most significant part
of d can be directly deduced from the previous relation completed by an exhaustive search on k.



12 Alexandre Berzati, Cécile Canovas-Dumas, and Louis Goubin

4.2 Exploiting faults on N during a RSA signature.

In J.P Seifert and E. Brier et al.’s proposals [37, 14], authors exploited perturbations
of the public modulus provoked before the core exponentiation so that the whole
signature is performed with a faulty modulus N. The attack presented by A. Berzati
et al. [8] extended the fault model by enabling an attacker to exploit faults injected
of a “Right-To-Left“ based exponentiation. The modification of N was supposed to
be a transient random byte fault modification. It means that only one byte of N is
changed to a random value. Moreover, they also assumed that the value of the faulty
modulus N is not known by the attacker. However, the time location of the fault
is a parameter known by the attacker and used to perform the cryptanalysis. This
fault model has been chosen for its simplicity and practicability in smart card con-
text [22, 12]. Furthermore, it can be easily adapted to 16-bit or 32-bit architectures.
This attack was later generalized to “Left-To-Right“ based implementations includ-
ing Montgomery or Sliding-Window exponentiations. Finally, the authors proved at
CHES 2010 that the exponent randomization method — also referred as exponent
blinding — suggested by P. Kocher [28] may not be efficient for protecting RSA
implementations against faults on public key elements.

General Methodology.

In order to detail the general methodology, we assume that the implementation of
the modular exponentiation is “Right-To-Left “-based (see Sect. 2.2.1) and that an
attacker is able to transiently modified one byte of the public modulus N at the ¢-
step of the exponentiation. If we denote by A; and B; the internal register values,
then for a fault occurring while B; is computed, we have:

A A Ao (n—1)—t, N
S, =A-B" .. B D1 mod N (15)
gl .
=A;-B;? mod N (16)

where dj; = Zf’;tl 2! d; Hence, the fault injection splits the computation into a cor-
rect and a faulty part. The main consequence is that a part of the private exponent,
namely d|;) is isolated by the fault injection. In practice this part of exponent is com-
posed of a known (already determined) part and part to guess. So, if the part to
guess is small enough, it is possible to guess-and-determine it from a faulty/correct
signature pair (S’,,S,). Therefore, since the faulty modulus is also unknown by the
attacker, the attacker has to choose a candidate value N’ (built according to the fault
model) and another candidate value for the part of dj;) to guess. Then he computes

o
from the correct signature A} = S, - i1 “t mod N and:

—1 A
S, i) A7 (mz’ mod N) " od V' (17)
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Then, if this re-built faulty signature satisfies (18) then the pair of candidate values
(N 7dfz]) is the expected one with high probability. Otherwise, the attacker has to
choose another candidate pair and perform this test again.

S’(d[,t]ﬂ,) =S, mod N (18)
The whole exponent is gradually recovered by cascading the previous analysis with
signatures faulted at different moments of the execution and using the knowledge
of already found parts. The performance of this fault attack mainly depends on the
number of exponent bits w, that the attacker can extract from correct/signature pair.
This parameter is a trade-off between fault number and performance and so, has to
be carefully chosen. Authors estimated that for w = 4 (which ensure a reasonable
execution time), the number of faulty signatures to gather for recovering a 1024-bit
private exponent is about 250 [8]. Finally, one can notice that a similar analysis can
be performed when the first operation infected by the fault is a multiplication (i.e.
the computation of A; is infected first). The details of this variant are provided in [8].

Application to “Left-To-Right* based exponentiations.

After exploiting public key perturbation during execution of “Right-To-Left* im-
plementations of RSA signatures, A. Berzati et al. later generalized their attack
to “Left-To-Right* based exponentiations. Although both dual algorithms are very
similar, the generalization of the previous fault attack was not so easy. To illus-
trate the difficulties induced by this generalization they have considered a classical
“Left-To-Right“ exponentiation (see Sect.2.2.2) and an attacker able to perturbate
the modulus N during its execution as in the previous fault model but, ¢ steps before
the end of the execution. Denoting by A,_; the internal register before the perturba-
tion of N, the faulty signature S; can be expressed as below:

S, =A,_,2 i mod N (19)

and, this time dj,) = Zg;é 2! d; denotes the z-bit least significant part of d. By ob-
serving (19), one can notice that, contrary to the “Right-To-Left* case, t cascaded
squares are induced by the fault injection. Hence, extending the previous analy-
sis supposes that the attacker is able to compute modular square roots (which is a
difficult problem in RSA rings). Fortunately, since these additional squares are com-
puted modulo A, it is possible to efficiently compute square roots when N is prime
(or B-smooth) using the probabilistic Tonelli & Shanks algorithm [18]. To validate
the consistency of considering only prime faulty moduli, the authors provided a
complete theoretical analysis based on number theory. Hence they estimated that,
according to the fault model and for a 1024-bit RSA, 1 faulty modulus over 305 will
be prime [7]. Moreover, they observed that, although two square roots may be com-
puted from a given quadratic residue, the number of z-th square root is not 2 but is
bounded by the bigger power of two dividing N — 1. Since this power is usually quite
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small (i.e. smaller than 5 in their experiments), they concluded that, in practice, the
computation of square roots does not prevent an attacker from using a guess-and-
determine approach declined from “Right-To-Left analysis and recovering parts of
d when “Left-To-Right “-based exponentiations are targeted.

In the previous paragraph, we have detailed a proposal for attacking both dual im-
plementations of the modular exponentiation [8, 7]. In both cases, the attacker takes
advantage of the fault that occurs during the execution of an RSA signature. How-
ever, the previous results show that “Right-To-Left “-based exponentiations seem to
be easier to attack than “Left-To-Right* ones. Moreover, this attack methodology
has been later reused to successfully defeat the randomized exponent countermea-
sure [9]. Although this countermeasure seems to be efficient against perturbations
of public elements that occur before the computation of signatures [14], A. Berzati
et al. showed at CHES 2010 that signatures partially infected by a faulty public
modulus are still exploitable when the private exponent is blinded [9]. However, the
authors suggest to use the Probabilistic Signature Scheme with RSA (RSA-PSS) [4]
for defeating their attacks. Eventually, this work completes the state-of-the-art and
highlights the need for protecting RSA public elements against perturbations, even
during the computation of signatures.

5 Conclusion

The study of the fault injection in RSA implementations shows that a large panel
of different attacks exist. Of course the popularity of RSA is widely accountable,
but the variety of the proposed implementations, even secured ones, leads to dif-
ferent fault exploitations. If first instance of fault attacks has led to very powerful
applications, especially for CRT-RSA where one fault may suffice, standard RSA
implementations seems to be more difficult to attack. Indeed, for such implementa-
tions, the goal of the attacker is not to factor the modulus but gradually recovering
the private exponent by bit windows or by residues. The vulnerability of this kind
of implementations is the modular exponentiation that scans the private exponent
bit by bit. In the both cases, the conditional checks must be avoided or secured and
the public elements have to be protected as the others values. One can conclude that
implementations that parcel the secret elements for the computation, are by con-
struction vulnerable to fault attacks. The countermeasures as masking techniques
lead to confuse the isolated parts, but they may be not enough efficient, as proven
by the number of attacks that nevertheless exploit the residual vulnerabilities.
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