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Fault Analysis in Cryptography
• Marc Joye, Michael Tunstall: Fault Analysis in 

Cryptography

• Volně dostupná pro studenty VUT
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Logické útoky
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Vpp útok na čip. karty
• Starší čipy potřebují na Vpp kontaktu napětí 

15-20 V pro zápis do EEPROM nebo EPROM

• Aktivní útok - odstraněním Vpp zabránit zápisu. 
Cílem je:

– Nezapsání čítače chybných zadání PINu

– Neodečtení impulsu (tlf. karty)

– Zabránění zablokování karty (Infinite Lives Hack)

• Pasivní útok - monitorováním Vpp zjistit, kdy karta 
zapisuje (a jaký objem dat)

– útoky závislé na protokolech 

• Obrana
– nepoužívat karty, které potřebují Vpp
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Vyvolání poruchy zákmitem

• Zákmit (glitch) může způsobit 
neprovedení instrukce

– spoje mezi hradly tvoří RC 
zpožďovací členy

– hodnota RC spoje určuje maximální 
frekvenci hodin

– signál RST není někdy vzorkován, což 
dovoluje částečný reset

– transistory porovnávají VCC a napětí 
na kondenzátoru C, což dovoluje i 
použití zákmitů na VCC 

C

R
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Glitch útok na výstupní cyklus
• Typický program pro výstup dat v čipu:

» 1 b = answer_address

» 2 a = answer_length 

» 3 if (a == 0) goto 8

» 4 transmit(*b) 

» 5 b = b + 1

» 6 a = a - 1

» 7 goto 3

» 8 ...

• Útok:
– Pokud se zákmitem na VCC nebo CLK podaří způsobit 

neprovedení instrukce 3 nebo 6, program pošle na výstup více 
dat (potenciálně celou dostupnou paměť procesoru)
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Cíle glitch útoku
• Výstupní cyklus

– viz. předchozí příklad

• Často používaný - typicky pro zjištění klíčů

• Kontrola hesel a PINů
– zabránění zápisu nesprávného pokusu

• Kontrola přístupových práv, odpověď protokolu
– změna výsledku testu přístupového práva

– změna kladné odpovědi na zápornou a naopak

• Kryptografický algoritmus
– pomocí chybného výsledku zjistit klíč nebo šifrovaný text

– viz. dále - Diferenciální chybová analýza

• Ochrana na úrovni programu
– vyhýbat se algoritmům, jejichž výsledek závisí na jedné instrukci

– “vymaskuji-li tři bity z bajtu, měl bych otestovat, zda výsledek 
není větší než 7”
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Teplotní útoky
• Cíl útoku:

– Nastavením teploty mimo povolené meze obvodu způsobit 
nefunkčnost některých obvodů

– Vyhřátím nebo vychlazením zařízení v termostatu

• Napadané obvody
– Obvod pro mazání paměti v okamžiku fyzického útoku 

(zeroization circuitry)

– Obvod pro ochranu proti čtení paměti

– Znemožnění zápisu do paměti EEPROM

– Součinnost s paměťovou remanencí
• udržení dat v zálohované SRAM několik sekund po odpojení napájení při 

fyzickém útoku

• Protiopatření:
– Senzory teploty. V případě mimomezních teplot smazání 

citlivých informací.

– Mazání zálohovaných SRAM musí být aktivní (nikoli pouze 
odpojení napájení) 
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Opatření proti glitch útokům 
• Ochrana proti RST glitch

– zpracování RST klopným obvodem

» dobrá karty mají

• Ochrana proti VCC glitch
– kontrola tolerance napájecího napětí

» většina karet má, ale použití obvodu závisí na 
programátorovi

» v hodně aplikacích (možnost kolísání napájení) se 
nepoužívá

• Ochrana proti CLK glitch
– kontrola frekvence hodinových impulsů

– příliš nízká frekvence (ochrana proti single stepping útoku)

» většina karet má, ne vždy se používá

– příliš vysoká frekvence (ochrana proti glitch útoku)

» má poměrně málo karet
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Diferenciální chybová analýza
• DeMillo, Boneh, Lipton, 1996

• Využívá indukovaných chyb v hardware (např. 
pomocí zákmitu - glitch)

• Nejzranitelnější jsou algoritmy s veřejným klíčem
– Biham a Shamir rozšířili i na DES

• Poučení:
– Chyby (byť i dočasné) hardware mohou narušit bezpečnost 

systému
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Intro
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• URL

• Text

Victor LOMNE - ANSSI / Fault-based Cryptanalysis on Block Ciphers
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• URL
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Fault Injection Means
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• URL

• Text

Victor LOMNE - ANSSI / Fault-based Cryptanalysis on Block Ciphers
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Methods
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Victor LOMNE - ANSSI / Fault-based Cryptanalysis on Block Ciphers
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Countermeasures
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Victor LOMNE - ANSSI / Fault-based Cryptanalysis on Block Ciphers
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Symetrické šifry
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DFA
• DFA targets almost whatever algorithm (known or even

• unknown)

• It works on complex bit operations, such as the ones 
involved in secret key cryptography

• It is demonstrated on DES
– Reference: “Differential Fault Analysis of Secret Key Cryptosystems”, 

by Eli Biham, Adi Shamir, CRYPTO 1997, LNCS 1294, pp. 513–525.

Source: koclab.cs.ucsb.edu, Cetin Kaya Koc
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DFA on DES

Source: koclab.cs.ucsb.edu, Cetin Kaya Koc
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DFA on DES

Source: koclab.cs.ucsb.edu, Cetin Kaya Koc
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Asymetrické šifry
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RSA
• URL

• Text

Source: koclab.cs.ucsb.edu, Cetin Kaya Koc
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KONEC
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Rezerva
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Napěťové útoky
• Cíle útoku:

– Nastavením teploty mimo povolené meze obvodu způsobit 
nefunkčnost některých obvodů

• Napadané obvody
– Obvod pro mazání paměti (zeroization circuitry)

– “Security bits”, “Security locks”, ...

– Generátory náhodných čísel

• Protiopatření:
– Senzory napětí. V případě mimomezních hodnot resetování.

• Smazání “lock bitu” v neobvyklých podmínkách
– PIC 16C84: nastavení VCC na hodnotu VPP-0.5V a opakovaný 

zápis tzv. “lock bitu“ způsobí jeho jeho smazání bez smazání 
paměti programu

– Dallas DS5000, Intel 8051 kompatibilní: krátké výpadky 
napájecího napětí občas vedou ke smazání “lock bitu”

– Generátor náhodných čísel v některých mikrokontrolérech dává 
při poklesu napájecího napětí téměř samé jedničky
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Problém
• Princip RSA:

– Klíče: e,d,n

– Zašifrování: C = Me mod n

– Dššifrování: M = Cd mod n

• Možná implementace RSA (binární umocnění)

M := 1;

for i from t downto 0 do

M := M * M;

if di = 1 then M := M * C;

endfor

• Co je na tom špatně?
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Fault attack assumptions
• URL

• Text

Source: koclab.cs.ucsb.edu, Cetin Kaya Koc
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KONEC
KONEC





























A Survey of Differential Fault Analysis against
Classical RSA Implementations

Alexandre Berzati, Cécile Canovas-Dumas, and Louis Goubin

1 Introduction

Since the advent of side channel attacks, classical cryptanalysis is no longer suffi-
cient to ensure the security of cryptographic algorithms. In practice, the implemen-
tation of algorithms on electronic devices is a potential source of leakage that an
attacker can use to completely break a system [29, 15, 21]. The injection of faults
during the execution of cryptographic algorithms is considered as an intrusive side
channel method because secret information may leak from malicious modifications
of a device’s behavior [13, 11]. In this context, the security of public key cryptosys-
tems [13] and symmetric ciphers in both block [11] and stream modes [23] has
been challenged. Recently, some interesting results have been obtained by attacking
public key cryptosystems. More precisely, several papers demonstrated that the per-
turbation of public elements may induce critical flaws in implementations of public
key cryptosystems [10, 14, 25].

We propose here a survey of the applications of fault attacks against different
RSA implementations, classical or sophisticated. After a presentation of the RSA
cryptosystem and its classical implementation, we review chronologically the at-
tacks and some of the proposed countermeasures. Although first attackers focused
their efforts to exploit perturbations of secret elements or related operations (see
Sect. 3), recent works adressed the security of public elements (see Sect. 4). This
new trend is all the more interesting since public elements are usually handled in
a less secure way than private ones. Furthermore it may lead to powerful attacks
regardless to the kind of induced perturbations.

Alexandre Berzati · Cécile Canovas-Dumas
CEA Leti, Grenoble, France

Louis Goubin
Versailles Saint-Quentin-en-Yvelines University, France
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2 RSA Implementations

The celebrated RSA has been invented in 1977 by Ronald Rivest, Adi Shamir and
Leonard Adleman [36]. This method has been the first one instantiating the principle
of public key cryptography, introduced earlier, as a concept, by Whitfield Diffie and
Martin Hellman [20]. Nowadays, RSA is certainly the most widely used algorithm
to ensure the security of communications or transactions.

The RSA security relies on the Integer Factorization Problem (IFP). The best
known method for solving an instance of this problem is the Number Field Sieve
which complexity is sub-exponential with respect to the size of the RSA field [30].
To the best of our knowledge, the larger RSA modulus ever factored by this method
is a 768-bit one [26]. As a consequence, this method can not be used today to factor
practical sized moduli (i.e. 1024 or 2048 bits).

In practice, the RSA can be declined in both standard and CRT modes. The stan-
dard mode is the straightforward way for implementing RSA. Its principle is recalled
below. The CRT mode of RSA, where CRT stands for Chinese Remainder Theorem,
is usually used to perform efficient signatures in embedded systems. Further details
about CRT-RSA implementations can be found at [35, 31].

2.1 Standard RSA

2.1.1 Key Generation.

Let N, the public modulus, be the product of two large prime numbers p and q.
The length of N, denoted by n, also stands for the RSA length. Let e be the public
exponent, coprime to φ(N) = (p− 1) · (q− 1), where φ(·) denotes Euler’s totient
function. Then the pair Kp = (N,e) is the RSA public key, that is spread over a net-
work. The public key exponent e is linked to the private exponent d by the following
equation:

e ·d ≡ 1 mod φ(N) (1)

This exponent is also called private key Ks, that is kept secret by its owner.

2.1.2 RSA Encryption.

Let m be the plaintext that will be ciphered with the RSA algorithm. Then, the
cipher operation relies on the following modular exponentiation involving the public
exponent e:

C ≡ me mod N (2)

Here C denotes the ciphertext. After sending this cyphertext throughout a network,
the expected receiver of the message may want to recover the original message by
decrypting C. Then, this operation boils down to compute:
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m̃≡Cd mod N (3)

If no error occurs during computation, transmission or decryption of C, then we
expect to get:

m̃≡ m mod N (4)

One can notice that performing a decryption implies the knowledge of the private
key. This ensures that only its owner, and so the expected receiver, is able to recover
m.

2.1.3 RSA Signature Scheme.

As for the decryption, the RSA signature S of a message m consists in a modular
exponentiation to the power d:

S≡ md mod N (5)

To check the validity of the received signature (S,m), the associated public key is
used to ascertain that:

m
?≡ Se mod N (6)

In general, this is not really the plaintext m that is signed but a hash ṁ. This opera-
tion is performed by using a hash function H such that ṁ = H (m). Then, the sent
signature is (S, ṁ) where S ≡ ṁd mod N. Furthermore, the usage of a hash func-
tion is generally combined with a padding scheme (e.g. RSA-OAEP [3] for the RSA
encryption and RSA-PSS [4] for the signature). For the different fault attacks pre-
sented in this paper, we assume that all RSA decryptions or signatures are performed
with some hash and/or deterministic padding function.

2.2 Modular exponentiation methods

Modular exponentiation is one of the core operations to implement asymmetric
cryptography. Indeed for both RSA decryption and RSA signature schemes, one has
to compute a modular exponentiation of the input message as efficiently as possible.
For a naive implementation of this operation, we may write:

md mod N ≡ m ·m · . . . ·m︸ ︷︷ ︸
d times

mod N (7)

The computational complexity of the algorithm above is exponential with respect to
the exponent length, which is not acceptable to implement the modular exponentia-
tion. However, a method as intuitive as the previous one, but much smarter, consists
in expressing the exponent in a binary basis: d = ∑n−1

i=0 2i ·di. Then, we can perform
a modular exponentiation by scanning the bits of the exponent:
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md mod N ≡
n−1

∏
i=0

m2idi mod N (8)

As a consequence, the power is no longer performed by multiplying d times a mes-
sage m by itself but by multiplying, at most log2(d) times, square powers of m.
Hence the cost of the exponentiation methods declined from this principle, also
called binary exponentiations, is linear with respect to the exponent length which
is much more efficient than the naive approach. The next section briefly introduces
common implementations of binary exponentiations

2.2.1 “Right-To-Left“ Exponentiation.

The first method to perform a modular exponentiation is to scan the exponent bits
from least to most significant ones. That is why it is also referred as the “Right-
To-Left“ method. In practice, this method is the most intuitive since it consists in
computing consecutive square powers of the input message and, depending on the
current exponent bit value, multiplying these powers to the accumulation register.
As a consequence, this algorithm exactly transcripts (8). The complete algorithm is
detailed below.

Algorithm 1: “Right-To-Left“ Modular Exponentiation

Input: m,d = ∑n−1
i=0 2i ·di,N

Output: S = md mod N
A← 1;
B← m;
for i = 0 to n−1 do

if di = 1 then
A← A ·B mod N;

end
B← B2 mod N;

end
return A;

2.2.2 “Left-To-Right“ Exponentiation.

It is also possible to scan the exponent bits from most to least significant bits. The
associated method is not surprisingly called “Left-To-Right“ exponentiation. This
other method differs from the dual one by an accumulation register withdrawal and
a different execution flow. Indeed, each iteration begins with the execution of a
square that can be followed, depending on the current exponent bit value, by a mul-
tiplication. This method is also detailed in Algorithm 2.
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Algorithm 2: “Left-To-Right“ Modular Exponentiation

Input: m,d = ∑n−1
i=0 2i ·di,N

Output: S = md mod N
A← 1;
for i = (n−1) to 0 do

A← A2 mod N if di = 1 then
A← A ·m mod N;

end
end
return A;

2.2.3 Other variants.

Although both previously presented algorithms are quite efficient to compute mod-
ular exponentiations, their implementation may leak information on the exponent.
Indeed, the execution of a multiplication directly depends on the current value of
the exponent bits. This makes smart card implementation of modular exponentia-
tion algorithm potentially vulnerable to side channel attacks, such as DPA. A basic
solution to thwart this flaw is to make the execution independent from the exponent
value. Such a variant has been already proposed by J.-S. Coron at CHES 1999 [19]
and is also known as the Square & Multiply Always algorithm. In this case, one
square and one multiplication are sequentially executed at each iteration, whatever
the value that the current exponent bit may take.

The performance of the exponentiation algorithms can also be improved. For
example, we can derive from the previous algorithms the Sliding-Window Exponen-
tiation used in the OpenSSL library. The principle of this variant is to scan the
exponent by, at most, k-bit windows. Hence, after precomputing some odd powers
of the input message m, this method significantly reduces the number of iterations
for a modular exponentiation, and so the performance.

Finally, some variants allow to improve both security and performance. This is
the case of the Montgomery exponentiation algorithm [32]. Obviously, it exists other
efficient implementations of the modular exponentiation, but we advise an interested
reader to take a look at [27] for more details.

3 Classical Fault Analysis of Standard RSA Implementations

Since the introduction of fault attacks at the end of the nineties, the security against
perturbation of CRT-based implementation of RSA has not been the sole implemen-
tation mode targeted [13]. Indeed, the security of standard RSA implementations
have been also challenged, leading to various attack methodologies. Among these
fault attacks, we have chosen to distinguish to main categories. The first one deals
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with the perturbation of intermediate computations. The fault attacks that belong in
this category take advantages of the perturbation of intermediate values or of the
execution flow. The second category we have distinguished gather attacks based on
exploiting modifications of RSA public elements. This trend is quite recent but has
ever led to successful applications against various standard RSA implementations.

The next paragraph details the different attacks that we have identified from our
state-of-the-art study.

3.1 Perturbation of intermediate computations

3.1.1 Register faults.

Bellcore researchers not only introduced the concept of fault attacks [5] but they also
showed how this new concept can be applied to many public key cryptosystems,
including standard RSA, and their various implementations. In more details, they
explained in [13] how to exploit fault injections during the execution of a standard
RSA signature to recover the private exponent. The fault model they considered, the
so-called register fault, is a transient or permanent bit-flip induced in the memory
area containing the current value of the exponentiation algorithm. Under this model,
they showed that the perturbation of standard RSA signature, implemented with the
“Right-To-Left“ exponentiation, may leak some secret information. The principle
of the attack is described in the next paragraph

General Methodology.

The fault attack against standard RSA signature proposed by Bellcore researchers
can be split in two parts. The first one is “on-line“ and consists in gathering suffi-
ciently many message/faulty signature pairs (mi, Ŝi) by inducing permanent faults,
one per faulty signature, on the register that contains a intermediate values. Then,
in the second part, the attackers tries to analyze the collected faulty signatures to
recover the whole secret key. Hence, this part of the attack is completely “off-line“.
The principle of the analysis is recalled below. Let Si be the correct signature and let
ε(mi) =±2b be the mathematical representation of a bit-flip with 0 6 b < n. Since
this fault is supposed to be permanent, then corresponding faulty signature can be
expressed as:



A Survey of Differential Fault Analysis against Classical RSA Implementations 7

Ŝi ≡

((
t−1

∏
j=0

m
2 jd j
i

)
±2b

)
·

n−1

∏
j=t

m
2 jd j
i (9)

≡ Si±2b ·
n−1

∏
j=t

m
2 jd j
i mod N (10)

or Si ≡ Ŝi±2b ·m
d[t]
i mod N (11)

with d[t] = ∑n−1
j=t 2 jd j. If we use the signature’s verification operations, the previous

equation becomes:

mi ≡ (Ŝi±2b.m
d[t]
i )e mod N (12)

One can notice that this equation is interesting because it only depends on the mes-
sage mi and the corresponding faulty signature Ŝi (i.e. the knowledge of the correct
signature is no longer required). Moreover, the fault injection has isolated a part d[t]
of the private exponent d. This is precisely this part of exponent that the attacker has
to determine with a guess-and-determine approach.

The whole exponent is gradually recovered, from most to least significant bits,
by repeating the previous analysis on different faulty signatures. In each analysis,
w bits of exponent are retrieved. In more details, for each analysis, the attacker has
to simultaneously guess the values of the part of exponent isolated d[t] and the fault
induced ±2b such that (12) is satisfied. According to [13], the whole private ex-
ponent d can be determined by this way, with a probability greater than 1

2 , from
(n/w) log (2n) message-signature pairs. In this case, the attack complexity is about
O((2wn3log2(n))/w3) exponentiations. We can additionally remark that this fault
attack was later generalized to “Left-To-Right“-based exponentiations by J. Blömer
and M. Otto [34].

3.1.2 Faults on the private exponent.

This attack was published by F. Bao et al. in [1] and then in [2]. The principle is
to induce a transient error during the decryption, that produces the same effect as a
bit modification of the private exponent. In practice, such an effect can be obtained
by flipping a bit of the private exponent, or by corrupting the evaluation made just
before the conditional branch in the classical implementations of the modular expo-
nentiation (see Sect. 2.2). The following paragraph only describes the attack for a
bit error on the exponent d.

General methodology.

Let m be a plaintext and C the corresponding ciphertext obtained from a RSA en-
cryption (see Sect. 2). In case of a faulty computation, the deciphered text m̂ is:
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m̂≡Cd̂ mod N

The fault is exploited by dividing the erroneous result by a correct one: m̂ ·m−1. The
induced error can be modeled as a bit-flip of the t-th bit of d. Therefore, we have:

m̂≡C∑i=n−1
i=0,i̸=t 2i·di+2t d̄t mod N

That implies, either m̂ ·m−1 ≡C−2t
mod N⇒ dt = 1,

or m̂ ·m−1 ≡ C2t
mod N ⇒ dt = 0. This method can be repeated until we obtain

enough information on the private exponent. Note that this attack is also suitable in
case of a multiple error model [1]. Moreover the principle can be adapted to attack
cryptosystems based on discrete logarithm (DSA, El-Gamal, . . . ). Finally, this attack
strategy has been later extended and generalized by M. Joye et al. [24], who describe
an improved attack relying on the mere knowledge of the faulty deciphered text.

3.1.3 Exploiting safe-errors.

Classical fault attacks often exploit the difference between a correct and a faulty
output to deduce some secret information. However, M. Joye and S.-M. Yen noticed
that some secret information may leak even if a fault causes no effect on the final
result of the computation [38]. This is why this particular kind of fault attacks is
also called “safe-error“ attack. The attacker must be able to perform some pertur-
bation of which he knows the probably effect with a good repeatability. Among
these attacks, two categories are usually distinguished: C-safe-error attacks that
target dummy operations [39] and M-safe-error attacks that target registers allo-
cations [38]. In order to illustrate the principle of safe-error attacks in the context
of RSA, we have chosen to detail the C-safe-error attacks against the Square &
Multiply Always exponentiation [19].

General methodology.

The purpose of the Square & Multiply Always exponentiation is to make its execu-
tion independent from the exponent value. Hence, the conditional branch is with-
drawn (see Sect. 2.2) and an extra dummy multiplication is added such that, re-
gardingless of the value of the exponent, a square and a multiplication are always
executed at each iteration. The principle of the C-safe-error attacks proposed by
S.-M. Yen et al. [39] is to exploit faults induced while dummy multiplications are
performed. To achieve this, the attacker has to inject a fault during a RSA signature
and, if the signature remains “error-free“, it means that a dummy multiplication has
been infected. Therefore, the attacker can deduce that the exponent bit value handled
while the perturbation was provoked is zero. Otherwise, the result would be incor-
rect and the exponent bit value equals to one. The attacker has to repeat the attack
at each iteration to gradually recover the whole private exponent. One can notice
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that this attack does not apply upon classical exponentiation algorithm but upon a
variant expected to defeat Simple Power Analysis. As a consequence, checking only
the output may not be enough to protect and implementation of a cryptographic al-
gorithm against faults. Furthermore, designers of secure solution may be careful not
to add new vulnerability while trying to defeat other ones.

4 Exploiting Perturbations of RSA public modulus

Although the issue of exploiting malicious modifications of public elements was
addressed in the context of Elliptic Curve based cryptosystems [16], it took a half
decade before seeing the first application to RSA. Indeed, the first fault attack
against public key elements is due to J.-P. Seifert with a method for corrupting RSA
signature’s verification [37, 33]. This fault attack aims to corrupt signature verifica-
tion mechanism by modifying the value of the public modulus N. Nevertheless, no
information about the private exponent d is revealed with this fault attack.

Whether it is necessary or not to protect RSA public elements was an open ques-
tion until Brier et al. attack proposal for recovering the whole private key. This
attack, inspired from Seifert’s one [37, 33], was published in [14] and reviewed
in [17]. It makes it possible to extract the private key using a modulus perturbation.
As in Seifert’s attack, the fault on the modulus is induced before executing the ex-
ponentiation. Hence, if the faulty modulus has a small divisor r, the attacker will be
able to solve an instance of the Discrete Logarithm Problem from the corresponding
faulty signature and obtain d mod r.

A new fault attack against “Right-To-Left“-based implementations of the core
RSA exponentiation [8], completed by the attack of the dual implementation [7] has
been presented lately. Contrary to previous attacks, authors assumed that the fault
is injected during the execution of an RSA signature. Then, from the knowledge of
a correct and a corresponding faulty signature, the attacker guesses-and-determines
simultaneously the faulty modulus and the part of the private exponent that has been
isolated by the fault injection. To recover the whole exponent, the attacker has to re-
peat the analysis for sufficiently many signatures perturbated at different moments
of the execution.

In the next paragraphs, we will detail the different fault attacks published against
RSA public elements.

4.1 Modifying N before a signature to solve small DLP.

Although J.-P. Seifert – with its attack proposal to corrupt a RSA signature verifi-
cation mechanism [37, 33] – first addressed the issue of exploiting RSA signatures
performed under a faulty public modulus N, the first analysis leading to a complete
secret key recovery is due to E. Brier et al. [6]. The main idea of their attack is to an-
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alyze faulty signatures performed under a faulty modulus N to recover small parts of
the private exponent d (i.e. 20 to 30 bits from each faulty signatures). All the parts of
exponent extracted from different faulty RSA signatures are finally combined with
the Chinese Remainder Theorem to build the full private exponent.

General Methodology.

This fault attack can be split into two distinct phases. The first one is “on-line“ and
consists in gathering K pairs message/faulty signatures (mi,Si)16i6K computed with
faulty moduli N̂i ̸= N such that:

Si = ṁi
d mod N̂i (13)

The authors assumed that the values of the different faulty (N̂i)16i6K are not known
by the attacker. However, they have also supposed that theses values are uniformly
distributed over the n-bit long integers [14, 17]. From this set of faulty signatures,
the attacker performs an “off-line“ phase which consists in recovering the private
exponent by parts. The proposed analysis is declined in different variants depending
the choice of the attacker to generate, or not, a table of possible values for faulty
moduli. But, generating such a table, also referred as the dictionary of moduli [14],
requires to choose a fault model. Finally, one can notice that the number of signa-
tures to gather (i.e. the parameter K) depends on the method chosen to perform the
analysis. Both methods are detailed below.

Analysis without dictionary.

This first method is used when the attacker is not able to identify a fault model from
the set of gathered faulty signatures or, if the identified model induce a dictionary
too large to be handled (i.e. more than 232 entries). In this case, it is not possible
to retrieve faulty moduli used to perform the faulty signatures. To overcome this
difficulty, the authors give a mean to find some factors pa of N̂i thanks to the equation
(14) that it satisfied under some conditions 1 with probability 1 if pa | N̂i and 1

r
otherwise (where r is a small prime that divides the multiplicative order of ṁi).

Si ≡ ṁi
d mod φ(pa) mod pa (14)

Then, for such a pa, if φ(pa) is divisible by a small enough prime rk (i.e. 20 to
30-bit long), the attacker can take advantage of the bias (see [14, Proposition 1]
for details) with a counting method that enables to determine parts of the private
exponent dk = d mod rk by solving small discrete logarithms on the faulty signa-
tures gathered. Hence, when R = ∏k rk is bigger than N (and obviously bigger than
φ(N)), it is possible to use the Chinese Remainder Theorem to build the whole pri-

1 p is a prime number such that p - ṁi and p - Si
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vate exponent d from the recovered parts.
One can notice that the advantage of this method is that it may lead to a full

key recovery regardingless of the faults injected on the different moduli. Accord-
ing to [14, 17], the implementation of this methodology enables to recover 512-bit
private exponents (1024-bit in case of small public exponent e2) by gathering about
25000 faulty signatures. On the other hand, 60000 faulty signatures are enough to
recover 1024-bit secret exponents (2048-bit in case of small public exponent e).

Analysis with a dictionary.

The attack performance can be improved if the attacker is able to identify and vali-
date a fault model from the faulty signatures collected during the “on-line“ phase.
From this fault model and the knowledge of N, the attacker can establish a list of
possible values for the faulty moduli. This list is also called dictionary of moduli.
Once the dictionary is generated, the attacker tries to guess the pairs (mi, Ŝi) that
result from a computation with one of the dictionary entry. Each successful guess,
or “hit“, brings a certain amount of information on the private exponent d. In terms
of performance, this approach is very interesting since, according to [14, 17], 28
“hits“ and only 1100 faulty signatures are enough for recovering a 1024-bit RSA
private exponent. Moreover, by finding these “hits“ with a statistical approach, it is
possible to extract the private exponent with a number of faults equal to the num-
ber of “hits“ (which is proved to be optimal). In this case 28 faulty signatures may
suffice to recover a 1024-bit RSA private exponent.

Although fault attacks has been considered as a powerful way to attack implementa-
tions of cryptographic algorithms, the presented attacks highlighted that even non-
critical elements, such as public keys, have to be protected against perturbations.
Whereas public elements are not supposed to reveal secret information, their pertur-
bation may be a source of leakage leading to the corruption of a signature verifica-
tion mechanism [37, 33] or worse, to a full private key recovery [14, 17]. However,
the use of an exponent randomization technique may be an effective way for de-
feating such attacks. Furthermore, these attacks only apply for perturbations that
occur before performing the core exponentiation of the RSA signature. The attack
presented in the next section proved that this claim is no longer true since the per-
turbation of public elements during the signature can also be exploited.

2 When e is small, the authors take advantage of the RSA equation e ·d ≡ 1 mod φN to determine
the most significant part of d. Indeed, knowing that φN =N+1− p−q≈N for its most significant
part, then d ≈ 1+k·(N+1)

e with k < e. Hence, if e is small (e.g. e = 216+1), the most significant part
of d can be directly deduced from the previous relation completed by an exhaustive search on k.
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4.2 Exploiting faults on N during a RSA signature.

In J.P Seifert and E. Brier et al.’s proposals [37, 14], authors exploited perturbations
of the public modulus provoked before the core exponentiation so that the whole
signature is performed with a faulty modulus N̂. The attack presented by A. Berzati
et al. [8] extended the fault model by enabling an attacker to exploit faults injected
of a “Right-To-Left“ based exponentiation. The modification of N was supposed to
be a transient random byte fault modification. It means that only one byte of N is
changed to a random value. Moreover, they also assumed that the value of the faulty
modulus N̂ is not known by the attacker. However, the time location of the fault
is a parameter known by the attacker and used to perform the cryptanalysis. This
fault model has been chosen for its simplicity and practicability in smart card con-
text [22, 12]. Furthermore, it can be easily adapted to 16-bit or 32-bit architectures.
This attack was later generalized to “Left-To-Right“ based implementations includ-
ing Montgomery or Sliding-Window exponentiations. Finally, the authors proved at
CHES 2010 that the exponent randomization method – also referred as exponent
blinding – suggested by P. Kocher [28] may not be efficient for protecting RSA
implementations against faults on public key elements.

General Methodology.

In order to detail the general methodology, we assume that the implementation of
the modular exponentiation is “Right-To-Left“-based (see Sect. 2.2.1) and that an
attacker is able to transiently modified one byte of the public modulus N at the t-
step of the exponentiation. If we denote by At and Bt the internal register values,
then for a fault occurring while Bt is computed, we have:

Ŝt ≡ At · B̂dt
t · . . . · B̂

2(n−1)−t ·dn−1
t mod N̂ (15)

≡ At · B̂t

d[t]
2t mod N̂ (16)

where d[t] = ∑n−1
i=t 2i ·di Hence, the fault injection splits the computation into a cor-

rect and a faulty part. The main consequence is that a part of the private exponent,
namely d[t] is isolated by the fault injection. In practice this part of exponent is com-
posed of a known (already determined) part and part to guess. So, if the part to
guess is small enough, it is possible to guess-and-determine it from a faulty/correct
signature pair (Ŝt ,St). Therefore, since the faulty modulus is also unknown by the
attacker, the attacker has to choose a candidate value N̂′ (built according to the fault
model) and another candidate value for the part of d[t] to guess. Then he computes

from the correct signature A′t ≡ St · ṁ
−d′

[t] mod N and:

S′(d′
[t],N̂

′) ≡ A′t ·
(

ṁ2t−1
mod N

)2·
d′
[t]
2t

mod N̂′ (17)
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Then, if this re-built faulty signature satisfies (18) then the pair of candidate values
(N̂′,d′[t]) is the expected one with high probability. Otherwise, the attacker has to
choose another candidate pair and perform this test again.

S′(d′
[t],N̂

′) ≡ Ŝt mod N̂′ (18)

The whole exponent is gradually recovered by cascading the previous analysis with
signatures faulted at different moments of the execution and using the knowledge
of already found parts. The performance of this fault attack mainly depends on the
number of exponent bits w, that the attacker can extract from correct/signature pair.
This parameter is a trade-off between fault number and performance and so, has to
be carefully chosen. Authors estimated that for w = 4 (which ensure a reasonable
execution time), the number of faulty signatures to gather for recovering a 1024-bit
private exponent is about 250 [8]. Finally, one can notice that a similar analysis can
be performed when the first operation infected by the fault is a multiplication (i.e.
the computation of At is infected first). The details of this variant are provided in [8].

Application to “Left-To-Right“ based exponentiations.

After exploiting public key perturbation during execution of “Right-To-Left“ im-
plementations of RSA signatures, A. Berzati et al. later generalized their attack
to “Left-To-Right“ based exponentiations. Although both dual algorithms are very
similar, the generalization of the previous fault attack was not so easy. To illus-
trate the difficulties induced by this generalization they have considered a classical
“Left-To-Right“ exponentiation (see Sect.2.2.2) and an attacker able to perturbate
the modulus N during its execution as in the previous fault model but, t steps before
the end of the execution. Denoting by An−t the internal register before the perturba-
tion of N, the faulty signature Ŝt can be expressed as below:

Ŝt = An−t
2t · ṁd[t] mod N̂ (19)

and, this time d[t] = ∑t−1
i=0 2i · di denotes the t-bit least significant part of d. By ob-

serving (19), one can notice that, contrary to the “Right-To-Left“ case, t cascaded
squares are induced by the fault injection. Hence, extending the previous analy-
sis supposes that the attacker is able to compute modular square roots (which is a
difficult problem in RSA rings). Fortunately, since these additional squares are com-
puted modulo N̂, it is possible to efficiently compute square roots when N̂ is prime
(or B-smooth) using the probabilistic Tonelli & Shanks algorithm [18]. To validate
the consistency of considering only prime faulty moduli, the authors provided a
complete theoretical analysis based on number theory. Hence they estimated that,
according to the fault model and for a 1024-bit RSA, 1 faulty modulus over 305 will
be prime [7]. Moreover, they observed that, although two square roots may be com-
puted from a given quadratic residue, the number of t-th square root is not 2t but is
bounded by the bigger power of two dividing N̂−1. Since this power is usually quite
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small (i.e. smaller than 5 in their experiments), they concluded that, in practice, the
computation of square roots does not prevent an attacker from using a guess-and-
determine approach declined from “Right-To-Left“ analysis and recovering parts of
d when “Left-To-Right“-based exponentiations are targeted.

In the previous paragraph, we have detailed a proposal for attacking both dual im-
plementations of the modular exponentiation [8, 7]. In both cases, the attacker takes
advantage of the fault that occurs during the execution of an RSA signature. How-
ever, the previous results show that “Right-To-Left“-based exponentiations seem to
be easier to attack than “Left-To-Right“ ones. Moreover, this attack methodology
has been later reused to successfully defeat the randomized exponent countermea-
sure [9]. Although this countermeasure seems to be efficient against perturbations
of public elements that occur before the computation of signatures [14], A. Berzati
et al. showed at CHES 2010 that signatures partially infected by a faulty public
modulus are still exploitable when the private exponent is blinded [9]. However, the
authors suggest to use the Probabilistic Signature Scheme with RSA (RSA-PSS) [4]
for defeating their attacks. Eventually, this work completes the state-of-the-art and
highlights the need for protecting RSA public elements against perturbations, even
during the computation of signatures.

5 Conclusion

The study of the fault injection in RSA implementations shows that a large panel
of different attacks exist. Of course the popularity of RSA is widely accountable,
but the variety of the proposed implementations, even secured ones, leads to dif-
ferent fault exploitations. If first instance of fault attacks has led to very powerful
applications, especially for CRT-RSA where one fault may suffice, standard RSA
implementations seems to be more difficult to attack. Indeed, for such implementa-
tions, the goal of the attacker is not to factor the modulus but gradually recovering
the private exponent by bit windows or by residues. The vulnerability of this kind
of implementations is the modular exponentiation that scans the private exponent
bit by bit. In the both cases, the conditional checks must be avoided or secured and
the public elements have to be protected as the others values. One can conclude that
implementations that parcel the secret elements for the computation, are by con-
struction vulnerable to fault attacks. The countermeasures as masking techniques
lead to confuse the isolated parts, but they may be not enough efficient, as proven
by the number of attacks that nevertheless exploit the residual vulnerabilities.
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