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| Bezpecnostné ciele | o

e Autentifikacia
e Musime overovat identitu
e DoOvernost

e Autentifikovani ludia su schopni interpretovat obsah ramcov
e Je to dostatoCne bezpecné?

e |ntegrita

e Zaistit, aby prendsané data boli chrdnené pred akoukolvek
modifikaciou

e Spolahlivost / Dostupnost




| IEEE 802.11 - Gvod | o

e Radio band 2,4 GHz

e 802.11(1997) - 2 Mb/s

e 802.11b (1999) - 11 Mb/s (DSSS)

e 802.11g (2003) - 54 Mb/s (OFDM)
e Radio band 5GHz

e 802.11a (1999) - 54 Mb/s (OFDM)
e 802.11n

e 2,4 GHz, 5 GHz, 600 Mb/s (MIMO)
e 802.11ac

* 5GHz, 1.69 Gbit/s (MIMO 2+2)



| IEEE 802.11 - étandard | i

IEEE 802.11 - The original 2 Mbit/s, 2.4 GHz standard
J IEEE 802.11a - 54 Mbit/s, 5 GHz standard (1999, shipping products in 2001)

. IEEE 802.11b - Enhancements to 802.11 to support 5.5 and 11 Mbit/s (1999)

o IEEE 802.11d - International (country-to-country) roaming extensions

J IEEE 802.11e - Enhancements: QoS, including packet bursting

. IEEE 802.11f - Inter-Access Point Protocol (IAPP)

. IEEE 802.11g - 54 Mbit/s, 2.4 GHz standard (backwards compatible with b) (2003)

J IEEE 802.11h - 5 GHz spectrum, Dynamic Channel/Frequency Selection (DCS/DFS) and Transmit Power Control

e  (TPC) for European compatibility

. IEEE 802.11i - Enhanced security (ratied 24 June 2004)

o IEEE 802.11]j - Extensions for Japan: 4.9 GHz - 5 GHz Operation

o IEEE 802.11k - Radio resource measurement enhancements

o IEEE 802.11n - Higher throughput improvements: 100+ Mbit/s, based on multiple-input, multiple-output (mimo)
o IEEE 802.11p - WAVE - Wireless Access for the Vehicular Environment (such as passenger cars)

o IEEE 802.11r - Fast Roaming/Fast BSS Transition, makes it easier to use wireless VolP and other real-time interactive
e applications

J IEEE 802.11s - ESS Mesh Networking, extends WLAN range by allowing data to pass through wireless nodes bringing
e  coverage beyond the typical WLAN connectivity limit

J IEEE 802.11t - Wireless Performance Prediction (WPP) - test methods and metrics

o IEEE 802.11u - Interworking with non-802 networks (e.g., cellular)

J IEEE 802.11v - Wireless network management

o IEEE 802.11w - Protected Management Frames



| Bezpeénostné mechanizmy WiFi | o




| WEP | o

e Wired Equivalent Privacy

e zalozené na RC4 stream cipher (bez Sifrovania, 40-bit klic,
128-bit klic)

e stream cipher: data su xorovana pseudonahodnym streamom

e znovupouziti stejného pseudonahodného streamu

e Zaistuje (zaistoval) Dovernost, Integritu a dostupnost




| Schéma systému WEP | HI :

WEP Encryption WEP Decryption

Plaintext 24-bit IV | 40-bit Shared Key

CRC-32

24-bit IV | 40-bit Shared Key

RC4

= I

Random Number Stream

4} Plaintext
Plaintext CRC-32 Value

RC4

Random Number Stream

{}

Ciphertext Ciphertext

24-bit IV | Ciphertext

Transmit Receive




| Autentifikdcia WEP — Open system | i

e Open system
e Bez autentifikacie, po pripojeni je komunikacia Sifrovana
e Stanica sa identifikuje 48bit MAC adresou

e Pouzivané techniky ,zabezpecenia®:
e MAC filtering
e SSID hidding

e Potreba pouzit vyssiu formu zabezpecenia! — Ipsec, SSP, VPN




| MAC Filtering | o

e Autentifikacia na zaklade MAC adresy

e Narocna administracia — kazdy klient musi byt pridany do
systému

e MAC adresa je prenasana ako cleartext

e Utoénik dokaze zachytit paket s MAC adresou a nastavit
svojej wifi kartu tuto adresu

1824 15,962919 Cisco-Li 98:9T:13 Apple 1Z:Ze:b@ IEEE 802 Authenmtication, SN=228, FM=8, Flags=...
| 1826 15.964188 Cisco-Li 98:9f:13 Apple 12:2e:b8 IEEE BPZ Authentication, SN=228, FN=0, Flags=...
1135 17.388974 Cisco-Li 4c:7d:61 Apple 12:Ze:b@ IEEE BBZ Probe Response, SN=2828, FN=8, Flags=..
1141 17.356818 Cisco-L1 38:9T:13 Apple 12:2e:ba IEEE B82 Probe Response, SK=241, FN=8, Flags=...
1143 17 . 260444 Cisco-Li 4c:7d:61 Apple 12:2e:ba IEEE 88Z Probe Response, SN=2838, FN=8, Flags=..
1147 17.41684% Cisco-Li 98:9f:13 Apple 12:2e:b& IEEE 882 Probe Response, SN=243, FM=8, Flags=...
1152 17.424368 Cisco-L1 53:35:3d Apple 12:2e:b3 IEEE 882 Probe Response, SN=795, FN=8, Flags=...
1154 17.428672 Cisco-Li 53:35:3d Apple 12:2e:b3 1IEEE 882 Probe Response, SN=795, FMN=8, Flags=...
1156 17.431758 Cisco-Li 53:35:3d Apple 17:2e:bd TIEEE 882 Probe Response, SN=795, FM=@, Flags=...
1158 17.434207 Cisco-Li 4c:7d:61 Apple 12Z:2e:b& IEEE 802 Probe Response, SN=2831, FN=8, Flags=..
1163 17.469261 Cisco-Li 98:9T:13 Apple 12:2e:b8 IEEE 862 Probe Response, SN=245, FM=0, Flags=...
1165 17.478377 Cisco-Li 4c:Td:61 Apple 12:2e:b8 IEEE 682 Probe Response, SN=2833, FN=8, Flags=..
1169 17.528188 Cisco-Li 28:9T:13 Apple 12:2e:bd IEEE 882 Probe Response, SN=24T7, FM=0, Flags=...

Destination address: Apple 12:2e:h& [8H:23:37:12:7e:bA)
Source address: Cisco-Li 98:9f:13 (06:1c:18:98:9f:13)
Bs5 Id: Cisco-Li_98:9T:13 (88:1c:18:98:9T:13)
Fragment number: 8
Sequence number: 228

v IEEE &82.11 wireless LAM management frame

w Clvad noaramatarce (R hutael



| SSID Hiding | o

e AP nevysiela SSID siete v beacon rdmcoch v snahe skryt
svoju siet

e Siet sa neukazuje len v zozname dostupnych sieti

e Je mozné ho zistit odchytenim komunikacie na sieti
e PROBE request/response, ASSOCIATION request...
e Neefektivna forma ochrany

1960 28.836870 Apple 12:2e:b8 Broadcast IEEE 802 Probe Request, SN=558, FN=8, Flags=........ , S5ID="HiddenSecret"

1961 28.848702 Apple d9:9c:75 Broadcast IEEE 802 Probe Request, SN=2107, FN=0, Flags=........, SSID="UNLV"

1962 28.871838 Apple d9:9c:75 Broadcast IEEE 802 Probe Request, SN=2109, FN=8, Flags=........, SSID="UNLV"

1963 28.876995 Apple 99:8e:33 Broadcast IEEE 802 Beacon frame, SN=494, FN=8, Flags=........, BI=186, SSID="Taylor Rile
1964 28.879717 Apple d9:9c:75 Broadcast IEEE 802 Probe Request, SN=2118, FN=8, Flags=........, SSID="UNLV"

1965 26.890850 Apple 12:2e:b8 Broadcast IEEE 882 Probe Request, SN=551, FN=8, Flags=........, S5ID="HiddenSecret"

1966 28.9083045 Cisco-Li 4c:7d:61 Broadcast IEEE 802 Beacon frame, SN=43, FN=8, Flags=........, BI=100, SSID="Samurai"
1967 28.935361 Cisco-Li 53:35:3d Broadcast IEEE 802 Beacon frame, SN=1461, FN=8, Flags=........, BI=180, 5SID="Bullet Prc
1968 28.938937 Cisc0_26:3e:31 Broadcast IEEE 802 Beacon frame, SN=3148, FN=8, Flags=........, BI=180, SSID="UNLV-Guest
1969 28.943453 D-Link 2c:84:ba Broadcast IEEE 802 Beacon frame, SN=2292, FN=0, Flags=........, BI=180, 5SID="Radar"

T
v IEEE 802.11 wireless LAN management frame

¥ Tagged parameters (41 bytes)
¥ SSID parameter set
Tag Number: @ (SSID parameter set)
Tag length: 12
Tag interpretation: HiddenSecret: "HiddenSecret"
¥ Supported Rates: 1.8 2.8 5.5 11.8

Trmm Mombhae. 1 (Coamnmae +omed Mmdmnnl




| Autentifikdcia WEP — Shared key | i

e Je pouzity WEP pre autetifikaciu
e 4-way handshake

1. Klient posiela AP ziadost o autentifikaciu (48bit MAC adresu a
transaction sequence number of 1)

2. AP posiela spat (transaction sequence number of 2, chalenge text)
3. Klient posiela

e transaction sequence number of 3

o IV pre WEP

e chalenge text zasSifrovany IV a zdielanym kfd¢om WEP

e |CV (integrity check value) — generované a zasifrované WEPom

4. AP desifruje a porovna s vyzvou, ktoru poslal, a kontroluje ICV.
e transaction sequence number of 4
e Vysledok autentikifacie — uspech/neuspech

5. Klient pouziva WEP k Sifrovaniu ramcov




| Zranitelnost autentifikacie zdielaného kltuéa | f

Shared Key Authentication Vulnerability
Valid Client AP Attacker

N o
Step 1 :/ —— Authentication Request —)E}——{ Capturing }b@
Q D)
Step 2 4— Challenge Text I __1 Capturing %
Attacker Calculates:
(@ Captured Challenge Text
Step 3 —— Encrypted Challenge Text| IV [ —-—1 Capturing % @ Encrypted Challenge Text
Key-Stream
@ ()
Step 4 \”/ < Authentication Successful —— ———i Capturing }—}
(i)
Step 5 -
é{— Authentication Request — é

Step 6 (@) Attacker Calculates:
F New Challenge Text P Key-Stream
@ New Challenge Text
- New Encrypted Challenge Text
Step 7 [5‘ IV |[New Encrypted Challenge Text é
()
Step 8 éi Authentication Successful —D@




| Nedostatky WEPu 1/4 | &

e Slaby ICV — pouziva CRC-32 ako hasSovaci alg
e CRC—je kryptograficky slaby alg. (linearna funkcia)
o Uto¢nik dokaze zmenit ktorykolvek bit v $ifrovanom texte a

spravne nastavit Sifrovany has

o C'=CH(A,c(d))
e Key-stream discovery

RC4 sa stava zranitelnym, ak 2 spravy su Sifrované rovnakym key-streamom
IEEE implementovalo 24bit IV
Ale IV sa zacne opakovat po priblizne 5000 spravach — narodeninovy paradox

Ak nastane kolizia, Uto¢nik dokaze pouzit rovnicu C1@C2=P1@P2 a ziskava xor
plaintextov

Ak utocnik odhalil plaintext dokaze najst key-stream CEP=K —> vie desifrovat
vSetky pakety s rovnakym IV

Pre deSifrovanie vSetkych paketov, uto¢nik potrebuje najmenej
2*2724 |1V = 33.5 mil. framov



| Nedostatky WEPu 2/4 | &

e Frame injection

o Utok sa spolieha na to, Ze §tandard nepozaduje, aby sa IV
menil pre kazdy paket

1. Utoé&nik dokaZe znovu poufzit IV a key-stream a generuje
nekonecno validnych paketov

2. Utoénik zachytava ramce od validnych klientov a posiela ich
do siete neobmedzeny pocet krat - DoS




| Nedostatky WEPu 3/4 | o

e Shared key recovery
e Publikovanych niekolko moznych utokov (2001 - 2007)

e Najlepsi utok (2007), redukuje uhadnutie 104bit kl'tuc¢a na 60
sekund.

e 95% uspesnost pri 85 000 ramcoch

e Princip statistického ohodnotenia vsetkych moznych klucov ->
velké mnozstvo dat

e Kluc ziskava ,hlas” ak produkuje rovnaky Ciastocny key-
stream v zachytenych ramcoch




| Nedostatky WEPu 4/4 | &

e (Caffe Latte attack
e Vyuziva slabost klientov pripojovat sa automicky na zname
siet
o Utoénik sleduje probe Ziadosti od klienta a vytvara falosny AP
e Klient sa automaticky snazi autentifikovat do tohoto AP
e KlIU¢ dokaze odhalit behom 20 min.

Postup:
Klient posiela auth. Ziadost

2. Utoénik odpoveda chalenge textom
3. Klient vracia IV a zasifrovany chalenge text
4. Utoénik zistuje key-stream pre IV a posiela info o uspegne;j

autentifikacii

|16




| Caffe Latte attack |

5.

Klient sa asociuje a posiela s zasifrované DHCP ziadosti

Cas poziavky vypréi a Utoénik sa nakonfiguruje sam v bloku
adries 169.254.0.0/16

Utoénik posiela ARP Ziadost zasifrovanu IV a key-stream
pre kazdu adresu v bloku 169.254... (15 min)

Utoénik potom opakuje ARP Ziadost pre kazdd zndmu
adresu priblizne 1000 krat za minutu

Proces pokracuje pokial utocnik neziska dostatok paketov
k Statistickému utoku.




| Nedostatky WEPu - sumar | &

e Znovupouzitie inicializacného vektora a klucov
e Kluc sa meni zriedka alebo vobec
e Nie je definovany spdosob volby IV

e Maly stavovy priestor
e Pouziva CRC
e Autentifikacia pomocou zdielaného kluca




| WPA | o

WiFi Protected Access
e Implementuje ¢ast Standardu 802.11i
e Docasné rieSenie (dokon&enie $tandardu, kompabilita)
e Data Sifruje pomocou RC4 (128b key, 48b 1V)

e TKIP — Temporal Key Integrity Protocol
e Key Mixing — kombinuje tajny root kl'u¢ + IV pred vstupom do RC4
e Sequence counter — pakety mensie ako aktualne Cislo su zahodené
(replay attack)
e MIC — Message integrity check — 64bit

e Slabina algoritmu Michael — TKIP blokuje prevadzku po dobu 1 minv
pripade detekcie 2 ramcou, ktoré nepresli testom integrity, siet sa
restartuje a generuju sa nové kluce a znovu prebehne autentifikacia

|19




| WPA?2 | o

e PIna implementacia Standardu 802.11i

e Pouziva CCMP - Counter Mode with Cipher Block Chaining
Message Authentication Code Protocol

e Zalozeny na blokovej Sifre AES

o Autetifikacia v WPA/WPA2
e Pre-Shared Key (PSK) Authentication

e Navrhnuté pre domacnost a malé firmy

e \/Setko Co pouziva zdielané heslo bezpecné nie je!!
e Enterprise Authentication

e Puziva 802.1x

e Poskytuje per-user or per-system authentication

e Povazujeme ho za bezpecny, ale..




| Hierarchia kltéov - kltice |

e PMK — Pairwise Master key
e PTK—Pairwise Transient Key

e EAPOL key -
e KCK— Key confirmation key
e KEK — Key Encryption key

e TK—Temporal key
e GMK — Group Master key
e GTK- Group Transient Key

e MSK — Master session key




| Hierarchia kltic¢ov - schéma

Pre-shared key 802.11x

PMK Generate GMK
PTK GTK
EAPOL keys+ TK Send GTK to client

TK (unicast) TK (multicast)

CCMP/TKIP

Bezpecnost informacnych systémov 2011/2012 I 23



| Odvodenie klticov pre unicast komunikaciu | il

e PTK kluc (384bit alebo 512bit) je odvodeny pomocou generatora
pseudonahodnych Cisiel so vstupom:
1. PMK
1. =PSK
2. Prvych 256bit MSK z 802.1x
2. MAC adresa klienta a AP
3. Nahodné Cislo generované klientom a druhé AP

e PTK je rozdeleny do troch kltucov:
e EAPOL-Key KCK — prvych 128bit, pouziva sa pre integritu eapol ramcov

e EAPOL-Key KEK - druhych 128 bits, pouziva sa pre Sifrovanie eapol...

e TK - ostavajuce bity (CCMP 128, TKIP 256), Sifrovanie beZnej
komunikacie




| Odvodenie kltéov pre broadcast komunikaciu | HI :

e AP nahodne generuje GMK
e GMK je vstupom pre generovanie GTK

e GTK sa menivzdy pri kazdom prihlaseni a odhlaseni klienta




e \ytvorenie bezpecnej komunikacie, distribucia klucov
e SuU chranené klu€¢om inym od TK

e 128-bit key confirmation key(KCK)

e 128-bit key encryption key(KEK)

e Komunikacia prebieha pomocou skupiny bezpecnostnych
protokolov — distribucia klticov nezavisle k normalnej
komunikacii

e Utoénik dokdaze ziskat dostatok datovych ramcov a
objaveniu TK, ale nedokaze Citat EAPOL ramce

e Utoc¢nik za¢ina od zaciatku




| Dizky kltdcov

I fl

TKIP TK CCMP TK KCK | KEK Total Bits Required
TKIP PTK 256 128 128 512
CCMP PTK 128 128 128 384
TKIP GTK 256 256
CCMP GTK 128 128




| WiFi rdmec? | HI

Physical Layer PDU (PPDU)
Start of i
Physical _
Freamble Sequence | Frame He};der Fhysical Layer SDU (FPSDU)
Delimiter
MAC Layer PDU (MPDU)
Frame Frame
Control Seq|  address Field MAC Layer SDU (MSDU) Correction
Field Nr. Seqguence

802.11 MAC header

Frame | Duration| Address | Address | Address [Sequence| Address | Network Data | FCS
Control ID 1 2 3 Control 4

2Bytes |2Bytes ©6DBytes 6Bytes ©6Bytes 2Bytes 6Bytes 0to2312Bytes 4 Bytes

Protocol To From | More Power | More

Version Type Subtype DS DS Frag Retry Mgmt | Data WEP | Order

2 bits 2 bits 4 bits 1bhit 1bit 1 bit 1 bit 1 bit 1 bit 1 bit 1 bit




Odkial - kam mozu ,cestovat” rdmce

e ToDS=1, ramec je urceny pre distribucny systém

e FromDS=1, ramec pochadza z distribucného systému
e ToDS=1, FromDS=1, komunikacia medzi dvoma AP distribu¢ného systému
e ToDS=0, FromDS=0, komunikacia v Ad-Hoc sieti posiela len pristupovy bod

klientom.

Frame Path

Address 1

Address 2

Address 3

I fl

Address 4

Frame between
two wireless
clients

Destination MAC

Source MAC

BSSID

N/A

Frame from
network through
AP to Client

Destination MAC

AP's MAC

Source MAC

N/A

Frame from
client to network
through AP

BSSID

Source MAC

Destination MAC

N/A

Frame traveling
between two APs
in a WDS

Receiving AP's
MAC

Transmitting AP's
MAC

Destination MAC

Source MAC

|29




| Typy WiFi rdmcov | i

1. Control Frame:
e RTS, CTS, ACK

2. Data Frame
3. Management Frame:

° Beacon 802.11 Mac header

Versiory Type | Subtype| FrameCird (Duratiory Destn| Src | BssID | SegNum
6 byte 6Gbyte 6byte

e Probe Req, Probe Resp

00 0100

e Assoc Req, Assoc Resp Mgrit Probe Reg
0101
Probe K.
e Reassoc Req, Reassoc Resp TabcResp
. e L Beacon
e Disassociation
e Authentication Probe Request Payload
° Deauthentication S5ID| Supported Rated  Extended Supported Rates
Probe Response Payload

Tomestamp [Beacon Interval | Capabilitylrdo (SSID |Supported Rates | DSPS IERPMO Extended Supported Rates

I3O




| ccmp | o

e PN —Cislo paketu
e Nonce — unikatne Cislo kazdého ramca

e MIC— Message Integrity Code
e AAD - additional authentication data




| AES modes

|m

Cipher-Block Chaining

Plaintext 1 Plaintext 2 Plaintext n
<5 == <L
5 HN
128-bit Padded Nonce ) @D &) @D
J5 <L <>
Key :D AES Key :[\V AES Key :ll> AES
e <L <>
Ciphertext 1 Ciphertext 2 Ciphertext n

Counter Mode

104-bit Padded Nonce
+ 24-bit Counter(1)

104-bit Padded Nonce
+ 24-bit Counter(0)

104-bit Padded Nonce
+ 24-bit Counter(n)

Key :L/I\ AES Key :I/,\ AES Key :l/[\ AES
<> <> <>
Plaintext 1 :J\l/ (o5) Plaintext 1 :J\l/ &) Plaintext n :I/[\ <)
<> <> <>
Ciphertext 1 Ciphertext 1 Ciphertext n




p
CCMP Encryption
*‘igy PN QoS Type | |128-bit Temporal Key from PTK
Increment
by 1

Nonce

s

Source
MAC

WH
AAD

CCMP
Header

Payload

64-bit
MIC

OoOmoO wm2>*

C:maog -0 ~3c 00 mm}}h

Encrypted
Payload+MIC

I Header

CCMP
Header

Encrypted Payload+MIC

| o



| ccmp | o

CCMP Decryption

Stored
PN for 128-bit Temporal Key from PTK
QoS
3T 4
- A
it E
S
PN :'\L/ Nonce
Computed g
{} {} A MIC u
Source QoS Construct E 0
MAC AAD S ~ t
- e
C
A
C Received « M
MIC 0
d
e

Payload

CCMP Encrypted
Header Payload+MIC

il

Encrypted Payload+MIC

CCMP

Header Header




| WPA2 Enterprise (802.1x) | i

e Poskytuje autentifikaciu na sietovej vrstve
e EAP zabezpecuje autentifikaciu
e Access point zabezpecuje Sifrovanie (TKIP/CCMP)
e Pozostava z:
e Supplicant (Client)
e Authenticator (AP)
e Authentication Server (RADIUS or IAS server)
e Extensible Authentication Protocol (EAP)
e 802.1X pouziva niekolko typov EAP pre autentifikaciu klientov
e Typy EAP: PEAP, LEAP, EAP-MD5, EAP-TLS, EAP-TTLS
e Spravny vyber typu EAP ma velky vplyv na bezpecénost siete

| =




| WPA2 Enterprise

e 802.1X + RADIUS

- -

Authenticator

(RADIUS)

.
~
L]
'

3%

o

Supplicant *+
Filter: eap|
MNo. Time Source

2 2011-00:4f:62:26:f3:df
3 2011 -IntelCor_73:0d:f4
4 2011-00:4F:62:26:F3:df
5 2011-TntelCor_73:0d:f4
6 2011-00:4F:62:26:T3:df

M/

Authentication Server

Internet or other
LAN resources

I fl

BEIHFESSiDﬁ... Clear Apply

Destination

IntelCor_73:0d:f4
00:4f:62:26:F3:df
IntelCor_73:0d:f4
00:4Ff:62:26 T3 df
IntelCor_73:0d:T4

Protocol Length Info

EAP 73 Request, Identity [RFC3748]
EAP 78 Response, ILdentity [RFC3748]
EAP 88 Request, MD5-Challenge [RFC3748]
EAP 88 Response, MD5-Challenge [RFC3/4&]

EAP 71 success

|36



| EAP-MD5 | o

e Povodne iba pre LAN
e Autentizacia typu challenge-response

e response = md5(user_id+password+challenge_request)
e Postup utoku:

e Odchytenie komunikacie
e “crack” md5 hashe

e eapmd5pass

e eapmd5crack.py
e cca 350tis k/s (WPA-PSK cca 1500 k/s)




| LEAP (Lightweight EAP ) | o

e CISCO proprietarny protokol
e Nepouziva certifikaty
e Challenge-response autentizace

e Postup utoku:
e Odchytenie komunikacie
e crack challenge-response tokenu

e asleap




| PEAP, TTLS | o

e EAP povodne navrhnuty pre drotoveé siete - pre
odpocuvanie bol nutny fyzicky pristup

e Protected EAP (PEAP) and Tunneled Transport Layer
Security (TTLS) pouzivaju TLS k ochrane
autentifikacnych protokolov v bezdrotovom prostredi e

e Nutnost certifikdtu pre overenie RADIUS servera

e PEAP podporuje MS-CHAPv2 ako vnutornu
autentifikacnu metodu.

e TTLS podporuje MS-CHAPv2, CHAP, PAP, ...




| PEAP a MS-CHAPV2 | o |

y Identity request

Identity response (username)
|

—
—

Bezpecnost informacnych systémov 2011/2012 I 40



| DéleZitost validacie certifikatu | i

e SSID mo6ze byt lahko podvrhnuté

e TLS poskytuje metdodu pre validaciu access point
(Authenticator) resp. siete

e Az ked je certifikat overeny, klient posiela autentifikacné
informacie

e Autentifikacny prenos je chraneny pred odposluchom TLS
tunelom




| Zranitelnd konfiguracia PEAP | HI

o M nOhO nasadenll Vypl'na Protected EAP Properties @
When connecting:

validaciu certifikatom E ekt st

e PEAP nasledne doveruje
kazdému RADIUS serveru

[T] Cea HKT Securelet CA Root

[Nca1

[] Certiposte Classe & Personne

[] Certiposte Serveur

[] Certisign - Autoridade Certificadora - AC2

(I

[ ] Certisign - Autoridade Certificadora - AC4
[] Certisign Autoridade Certificadora AC1S
<

%

[

Select Authentication Method:
Secured password (EAP-MSCHAP v2) v

[¥]Enable Fast Reconnect
[ ]Enable Quarantine checks
[ Disconnect if server does not present cryptobinding TLY

I OK ] [ Cancel

| «




| PEAP (Protected EAP) | i

e PEAPVO with EAP-MSCHAPvV?2
e Autentizacia serveru voci klientovi (certifikat)
e Postup utoku:

e Rogue AP (hostapd)

e Vlastny radius server (freeradius-wpe)

e Deautentizacia klienta (airdrop-ng)

e Crack challenge (asleap)




| FreeRADIUS-WPE |

e Wireless Pwnage Edition (WPE) patch pre FreeRADIUS 2.0.2
e Returns success for any authentication requests
e Logs all authentication credentials

e Challenge/response
e Password

e Username

e Performs credential logging on PEAP, TTLS, LEAP, EAP-MDS5,
EAP-MSCHAPv2, PAP, CHAP, and others




| Zranitelnd konfiguracia PEAP | HI

o M nOhO nasadenll Vypl'na Protected EAP Properties @
When connecting:

validaciu certifikatom E ekt st

e PEAP nasledne doveruje
kazdému RADIUS serveru

[T] Cea HKT Securelet CA Root

[Nca1

[] Certiposte Classe & Personne

[] Certiposte Serveur

[] Certisign - Autoridade Certificadora - AC2

(I

[ ] Certisign - Autoridade Certificadora - AC4
[] Certisign Autoridade Certificadora AC1S
<

%

[

Select Authentication Method:
Secured password (EAP-MSCHAP v2) v

[¥]Enable Fast Reconnect
[ ]Enable Quarantine checks
[ Disconnect if server does not present cryptobinding TLY

I OK ] [ Cancel
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| Zranitelnd konfiguracia PEAP | i

e Validacia certifikatu servera Eipiected EAP Rropertics
. ’ , When connecting:
je povolena [ vadate server cotfcae
v , . [ Connect to these servers:
e Standardné nastavenie |
Wireless Zero Configuration e 5

(WZzC) L i o icons

[:] Certiposte Serveur

v 7 ’ . .« g [] Certisign - Autori Certificadora - AC2
e UZivatel potvrdzuje validitu F) ot e Cotedre 404
crer [[] Certisign Autoridade Certificadora AC1S | |
certifikatu < | &
[T Do not prompt user to authorize new servers or trusted
o . 7 ers . certification authorities.
e Minimum informacii v dialog
Select Authentication Method:
boxe Socured passmord (EAP-MSCHAP 2) 7
f ’ , [V]Enable Fast Reconnect
e Utok rovnaky ako predtym, Clensble Quarstine checks y
, ., o, [ IDisconnect if server does not present cryptobinding TLY
ale nutnost potvrdit certifikat o J[Ccone




| Zranitelna konfiguracia PEAP

e Validacia certifikatu servera je
povolena

e Doveryhodna korenova
certifikacna autorita je vybrana

e Nevaliduje sa CN!
o Utok:

e Odchytenie platného loginu a
zistenie CA TLS certifikatu

e Kupa certifikatu od
déveryhodnej CA

e Kazdé CN moze byt pouzité
e Nastavenie RADIUS k pouzitiu
tohto certifikatu

I fl

Protecied EAP Properties

When connecting:
yalidate server certificate

[ Connect to these servers:

Trusted Root Certification Authorities:
[] UTN-USERFirst-Network Applications A |
[] UTH-USERFirst-Object
[¥] VeriSign Trust Network
[] veriSign Trust Network
[] veriSign Trust Network
[] veriSign Trust Network -
[] ¥eriSign Trust Network v ‘
$ | B |

[ ]1Do not prompt user to authorize new servers or trusted
certification authorities.

Select Authentication Method:

v| [ configure... ]

Secured password (EAP-MSCHAP v2)

Enable Fast Reconnect
[]Enable Quarantine checks
[ I Disconnect if server does not present cryptobinding TLY

l OK ][ Cancel ]
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| PEAP a mobilné zariadenia

eduroam

eduroam

Metdda EAP
PEAP

Overenie — 2. faza

MSCHAPV2

Certifikat CA

cacert

Certifikat pouzivatela

(neurcené)

Identita
ikacic@fit.vutbr.cz

Anonymna identita

Zrusit Ulozit

TNINUAUIV Wity GUuwvi. v

Anonymna identita

Zobrazovat heslo

v Zobrazit rozsirené moznosti
Nastavenia servera proxy
Ziadne
Nastavenia adresy IP

DHCP

Zrusit Ulozit




| WPA2: Hole 196 [8/2010] | i

e Pouziva GTK kluc
e Rovnaky pre AP aj vSetkych pripojenych klientov
e Posiela upravené ramce klientom

e Klienti tieto ramce povazuju za validné ramca poslané
pristupovym bodom

e Stealth ARP poisoning, DoS attack, ...

e Narocéna detekcia, obzvlast na mobilnych zariadeniach




| Man in the middle | o

Victim Web Server

Connection




| Stealth ARP cache poisoning | &

IDS/IPS

N

LAN

2
-,bQ

Utoénik Wifi klient Utocnik Wifi klient




I Falosné AP I il

e Neautorizovany pristupovy bod - Rogue AP
e |nStalovany zamestnancom
e |nstalovany utoCnikom

* Pripojeny do LAN siete — backdoor
* Mimo LAN siete -

e Ako detekovat rogue AP?




| Zabezpedovanie bezdrotovych sieti | i

e Pouzit CCMP pre Sifrovanie
e Migrovat z TKIP
e Nikdy nepouzivat WEP
e Pouzit PEAP, TTLS, TLS pre autentifikaciu
e TLS vyzaduje PKI
e VVyhnut sa pouzitiu Pre-Shared Keys (PSK)
e VSetko Co je zdielané nie je bezpecné

e Ak musite pouzit PSK, zvolte unikatne SSID and pouzite
komplexny klu¢ o dizke viac ako 14 znakov




| Zabezpecenie infrastruktary |

e “Harden and patch” infrastruktury :
e Access points
e Wireless controllers
e Authentication servers
e Nepouzivat skryté AP
e \/ypnut nebezpecéné typu EAPu (md5)
e Zabranit nezabezpecenym klientom pouzivat bezdrotovd
siet

e Pouzit Firewall a izolovat bezdrotovu siet od vnutornej siete




| Wireless IDS | i

e 7Zvazit nasadenie Wireless IDS

e Detekuje:
e De-auth attacks
e RTS and CTS denial of service attacks
e Rogue APs

e |DS je iba detekcia a nie prevencia
e POZOR na wireless IPS




| Zabezpecenie klientov | o

e Pouzivanie dlhych a zlozitych hesiel
e Aplikovanie vsetkych aktualizacii rychlo
e Vratane aktualizacie firmwaru pre wireless karty
e Posilnenie bezpecnosti systému (hardening)
e Zakdzat ad-hoc siete
e Zabranit premosteniu siete

e Zaistit, Ze klient je spravne nakonfigurovany




| Zabezpecdenie PEAP konfiguracie | i

Protected EAP Properties

o Zaistit: " t_
2N Connecting.:

o “Validate server certificate” idate: server certificate

e “Connect to these servers” and (‘m ' j)

specify the CN of the RADIUS

I
server [ %aaa Certificate Services ~
[ ] bBa.ECOM Rook Ca =
e “Trusted Root Certificate Al cirmlEiE
[ ] A-CERT ADVANCED
Authorities” —_ POVO I |t' Ie ] CA’ [ ] #gence Mationale de Certification Electronique
, , Crer s [] kgence Mationale de Certification Electronique
ktora odpoveda certifikatu [ fumerica Orline Root Certfication Authority 1 3
| |
servera _ =
(} nok prompt user bo authorize new servers or trusked
rhification aukthorities,

e “Do not prompt user to
authorize new servers

Select Authentication Method:

Secured password (EAP-MSCHAP v2) v
® Vyn l]titl pomOCOU Zésad [+] Enable Fast Reconnect

politiky systému Lok [ concel |
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| WiFish | o

_ Wi-Fish Finder o _
Security Assessment Tool for WiF1 Clients
(c)2009 Mmd sohail Ahmad, Prabhash Dhyani, Ai1rTight Networks

CH 6 [ Elapsed: 5 mins ][ 2009-07-30 11:47]

STATION AUTH ENC Security-Posture  MODE Probed SSID
00:1C:BF:01:E8:99 wWPA2-802.1x CCHMP  Vuln | _ Infra Test-PEAP-Vulnerable
==i==i-=i-=i--i-- WPAZ-802.1x CCHP secure Infra Test-WPAZ-IX-AES
==im-im-i--i--i-- WPAZ-802.1x  TKIP Secure Infra Test-WPAZ-IX-TKIP
==i==i==i--i--i-- WPAZ-PSK CCup Secure Infra Test-WPAZ-PSK-AES
—-immimmiemi-mie- WPAZ-PSK TKIP secure Infra TesT-WPAZ-PSK-TKIP
—=i-=i--i--i--i-- weaAl-802.1x  CCMP secure Infra Test-WPAL-DX-AES
-=i-=i--i--i--i-- WPAL-802.1x TKIP secure Infra Test-wPAL-IX-TKIP
--i==1==1==1-=i-- ‘WPAL-PSK CChP secure Infra Test-wWPAL-PSK-AES
==i==i==i==i==i-- WPAL-PSK TKIP Secure Infra Test-WPAL-PSK-TKIP
==i==i--i--i--i-- WEP -Open WEP  vuln (weP Cracking) Infra Test-WEP-Open
——lmmlemlemtemtae -0pen  OPEN  Vuln (Unencrypted) Infra Test-Open
--i--i--i--1--i-- WEP -SKA  WEP  Vuln (wEP Cracking) Infra WEP_Shared
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| Nastroje pre audit wifi sieti — aircrack-ng | i

http://www.aircrack-ng.org/

airbase-ng -- Multi-purpose tool aimed at attacking clients as opposed to the AP itself.
aircrack-ng -- 802.11 WEP and WPA/WPA2-PSK key cracking program.

airdecap-ng -- Decrypt WEP/WPA/WPA2 capture files.

airdecloak-ng -- Remove WEP Cloaking™ from a packet capture file.

airdriver-ng -- Script providing information and allowing installation of wireless drivers.

airdrop-ng -- A rule based wireless deauthication tool.
aireplay-ng -- Inject and replay wireless frames.

airgraph-ng -- Graph wireless networks.

airmon-ng -- Enable and disable monitor mode on wireless interfaces.
airodump-ng -- Capture raw 802.11 frames.

airolib-ng -- Precompute WPA/WPA?2 passphrases in a database to use it later with aircrack-ng.
airserv-ng -- Wireless card TCP/IP server which allows multiple application to use a wireless card.
airtun-ng -- Virtual tunnel interface creator.

easside-ng -- Auto-magic tool which allows you to communicate to an WEP AP without knowing
the key.

packetforge-ng -- Create various type of encrypted packets that can be used for injection.

tkiptun-ng -- Proof-of-concept implementation the WPA/TKIP attack: inject a few frames into a
WPA TKIP network with QoS

wesside-ng -- Auto-magic tool which incorporates a number of techniques to seamlessly obtain a

WEP kei in minutes.


http://www.aircrack-ng.org/
http://www.aircrack-ng.org/doku.php?id=airbase-ng
http://www.aircrack-ng.org/doku.php?id=aircrack-ng
http://www.aircrack-ng.org/doku.php?id=airdecap-ng
http://www.aircrack-ng.org/doku.php?id=airdecloak-ng
http://www.aircrack-ng.org/doku.php?id=airdriver-ng
http://www.aircrack-ng.org/doku.php?id=airdrop-ng
http://www.aircrack-ng.org/doku.php?id=aireplay-ng
http://www.aircrack-ng.org/doku.php?id=airgraph-ng
http://www.aircrack-ng.org/doku.php?id=airmon-ng
http://www.aircrack-ng.org/doku.php?id=airodump-ng
http://www.aircrack-ng.org/doku.php?id=airolib-ng
http://www.aircrack-ng.org/doku.php?id=airserv-ng
http://www.aircrack-ng.org/doku.php?id=airtun-ng
http://www.aircrack-ng.org/doku.php?id=easside-ng
http://www.aircrack-ng.org/doku.php?id=packetforge-ng
http://www.aircrack-ng.org/doku.php?id=tkiptun-ng
http://www.aircrack-ng.org/doku.php?id=wesside-ng

| Nastroje pre audit wifi sieti — backtrack

e http://www.backtrack-linu

Applications Places System [5 | 4 SunMay 1, 1:48 PM

File Edit View Terminal Help
CH 6 ][ Elapsed: 9 mins ][ 2011-05-01 13:48 ][ WPA handshake: 1A:91:FB:BO:DF:

BSSID PWR RXQ Beacons  #Data, #/s CH MB ENC CIPHER AUTH E
:91:FB:BO:DF:66 -73 80 4172 ;I R o T
:18:E7:CF:81: -83 67 2570 File Edit View Terminal Help

:14:D1:47:28: =8b: WY 254 No source MAC (-h) specified. Using the dev MAC (00:21:29:E2:DE:14)
:1C:10:9F:CE: -84 27 [Read 3147 packets. .. ==

0
:16:B6:2C:CC: -85 0 17 ‘
:18:F8:5B:B7: -84 0 8 Size: 207, FromDS: 1 : 0 (WEP)
|

BSSID STATION PV BSSID 00:18:F8:5B:B7:6A

Dest. MAC 33:33:00:00:00:0C
(not associated) :60:76:57:49:3F -711 Source MAC B4:82:FE:27:CF:11
(not associated) :21:5A:B6:FC:8D -7 B
(not associated) :CA:39:A0:A7:2C -71 0x0000: 0862 0000 3333 0000 0OOC 0018  F85b.b76a
(not associated) :AB:81:5F:F9:6E -8! 0x0010: b482 fe27 cfll 0017 463e 1e00 38fd 4e05
(not associated) :14:A5:DE:F5:0E -8 0x0020: 5dbl 3fb2 be8c 5cce 4275 d525 e5f2 €620

1A:91:FB:B0O:DF:66 :7C:39:AA:68:3C -7] 0x0d80: bc5T 61b2 8574 c58e @33f 22fc 7240 90

1A:91:FB:B0O:DF:66 :27:;&6% —7',. I exgig: ff d&.@;a !22 297b/ 0e3TdH3d

1A:91:FB:B0O :D# 66 :22:3F:ESBAE: 93 Af A" 0x0050: €48elb08c_7e1dfTf54 0445 f26c 9fd® dbes
00:16:B6:2CT€C:F2"™00:1D:4F:DF:39:C9 =6: 0x0060: Db76c 4e81 da44 cd95 4107 c13d 213c facd

0x0070: 1372 a8b2 cb51 528e 1f24 2a36 84b4 7955

0x0080: e67b 260f debc 1f32 b8bc 83fa 7e66 71d5

0x0090: ©la2 160b 4349 b500 fd4l 9bdf 3576 29d1

0x00a0: c34d eld4a bOc7 8ab5 98a4 061b 7618 313d .M. 5
0x00b0: dcee 5T4f 5876 4853 a626 04eb 2383 da36 .. OXVHS.&..#..6
0x00cO: b652 8ef5 0c7d 6b8f 51e9 8a65 5845 fb .R...}k.Q..eXE.

Use this packet ?

=] root@bt: ~ =1 root@bt: ~



http://www.backtrack-linux.org/

| Zaver | o

e Pouzivat
e WPA2 v rezime AES/CCMP
e Silné a dostatocne dlhé hesla
e Certifikaty
e Spravnu konfiguraciu®

e V pripade nezabepecenej siete pouzit vpn, ipsec,...

e Nespoliehat sa slepo na mechanizmy nizsich vrstiev
e Pouzivat https, scp a podobne

e Zvazit pouzitie Wireless IDS/IPS




| Rézne | o

e Vzorova architektura pre WiFi
e DNS tunneling
e Kradez vzdialenej relacie
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Dakujem za pozornost



