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Agenda

§Anonymity

§ IP Addresses
§Onion, garlic routing

§ Interesting projects
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Anonymity?

§The IP address can be bound directly to the user
§ ISP stores communication information
§ Typically stored for a certain time (Data Retention)
§ Law enforcement agency

§Browser fingerprinting
§ Cookies, Flash Cookies, E-Tags, HTML5 Storage
§ Browser fingerprinting
§ Lightbeam extension in FF

§User fingerprinting
§ User Activities - which application it uses, which sites it accesses
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Fingerprinting – OS DNS
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Fingerprinting – browser DNS
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Fingerprinting – user behavior

Dominik Herrmanna,Christian Banseb, Hannes Federratha: 
Behavior-based tracking: Exploiting characteristic patterns in DNS 
traffic
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Anonymity in crowds

§China surveillance 

§Amazon Face recognition
§ Royal wedding: https://news.sky.com/whoswho
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Who uses anonymous access?

§ "If you do nothing wrong, you have nothing to hide."
§ Anonymous only want to be criminals?
§ Journalists
§ Law enforcement
§ Promoting human rights

§Avoiding sanctions
§ Not every country permits the right to freedom of expression

§Avoiding "chilling-effects"
§ Controversial, unpopular thoughts
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Definition?
§Unlinkability

§ Inability to link two events
§ E.g. packets, web access, people, actions

§ Three parts:
§ Sender anonymity (Who sent it?)
§ Receiver anonymity (Who is the recipient?)
§ Relationship anonymity (Are A and B in some connection?)

§Unobservability
§ Monitored events cannot be distinguished from others
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IP address

§ IP - globally unique identifier

§Network entry point
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IP address – allocation IANA to RIR ①

§ Internet Assigned Numbers Authority (IANA)

§http://www.iana.org/assignments/ipv4-address-space/ipv4-
address-space.xml
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IP address–RIR to LIR to ISP ②

§Provider independent / aggregatable addresses

§Who is the ISP of the address - country, city
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IPv4 address – assigned to the user

§DHCP, PPPoE

§The ISP stores the information asked (MAC, DHCP82, 
username) and what address has been assigned

§
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IPv6 address - assigned to the user

Router
LL:  fe80::204:96ff:fe1d:4e30
GL:  2001:67c:1220:80e::1

A
LL: fe80::c9ee:98f6:d621:ee49
GL: 2001:67c:1220:80e:d4a3:cd1b:bac:942b [TENT]

B

Router Advertisement

src: fe80::204:96ff:fe1d:4e30 
dst: ff02::1 (All Nodes)
M:     0
O:     0

Prefix Information
PrfLen: 64
A:      1
Prefix: 2001:67c:1220:80e::



15/41

IP address

§ IPv4
§ Typically, an ISP always has information about which user has 

assigned which IPv4 address

§ IPv6
§ Prefix allocation - similar to IPv4
§ Address allocation (metro Ethernet) - more problematic information 

retrieval

§ ISP keeps this information almost always even without DR
§ Tracing problems, billing…
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Encryption?

Data Traffic

§Content could not be read

§Does not provide anonymity
§ source and destination are known
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Symmetric cryptography

§Shared Key Algorithms, used for both encryption and 
decryption

§The same key is known to both sides, the security lies in 
key protection
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Symmetric cryptography

§Plaintext message M
§ E - symmetric encryption algorithm
§ K - key

M à E(K, M) = C à E(K, C) = M

§Advantages
§ Speed, simplicity

§Disadvantages
§ Key distribution
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Symmetric cryptography
Symmetric 
Encryption 
Algorithm

Key length
(in bits)

Speed Time to 
Crack Description

DES
1976 56 Medium Hours

Days

Designed at IBM during the 1970s and adopted as the NIST standard 
until 1997.
Although considered outdated, DES remains widely in use. 
DES was designed to be implemented only in hardware, and is 
therefore extremely slow in software. 

3DES
1977 112 and 168 Low Days

Months

Based on using DES three times which means that the input data is 
encrypted three times and therefore considered much stronger than 
DES.
However, it is rather slow compared to some new block ciphers such as 
AES. 

AES
2001 128, 192, and 256 High Years

AES is fast in both software and hardware, is relatively easy to 
implement, and requires little memory. 
As a new encryption standard, it is currently being deployed on a large 
scale. 

SEAL
1997 160 High Years

SEAL is an alternative algorithm to DES, 3DES, and AES. 
It uses a 160-bit encryption key and has a lower impact to the CPU 
when compared to other software-based algorithms. 

The RC series
1987,94,98

RC2 (40 and 64)
RC4 (1 to 256)

RC5 (0  to 2040)

RC6 (128, 192, and 
256)

Fast Years

RC algorithms are a set of symmetric-key encryption algorithms 
invented by Ron Rivest. 
RC1 was never published and RC3 was broken before ever being used. 
RC4 is the world's most widely used stream cipher. 
RC6, a 128-bit block cipher based heavily on RC5, was an AES finalist 
developed in 1997. 
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Asymmetric cryptography

§A pair of linked keys - public and private

§Compared to symmetric algorithms, the key length is much 
larger to provide the same level of security

§Asymmetric algorithms are computationally intensive (100x 
to 1000x slower)
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Private and public key

§Only the owner knows and owns the private key

§The public key is available to anyone
§Both keys are different and it is computationally 

"impossible" to derive the one key from the other

§Each key can be used for both encryption and decryption
§ private encrypts, public decrypts
§ public encrypts, private decrypts
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Asymmetric cryptography

§Plaintext message M
§ F - asymmetric encryption algorithm
§ KP (public key), KS (private key)

M à F(KP, M) = C à F(KS, C) = M

M à F(KS, M) = C à F(KP, C) = M
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Authentication

2. Alice sends cipher-text to Bob

1. Alice encrypts the message with its own private key.

3. Bob asks for Alice's public key to verify the message.

4. To verify that the message comes from Alice, Bob uses Alice's public key to decipher it. If 
the message is readable, it is undeniable that Alice sent the message
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Confidentiality

2. Alice uses Bob's public key to encrypt the message

1. Alice asks Bob for his public key.

3. Alice sends cipher-text to Bob.
4. Bob uses his private key to decrypt the message.
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Hash
§A one-way mathematical hash function: takes binary data of

arbitrary length as its input and produces a fixed-length
output called a hash

§Hash is used to ensure integrity

§Hash function should be resistant to collisions

MD5
SHA-1
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Integrity

MD5
SHA-1

MD5
SHA-1

Sender computes a hash of a 
message

The hash is appended to the
original message and sent to 
the recipient.

The recipient calculates the hash
of the received message and 
compares it with the attached
hash. If they are equal, the
integrity of the message has been
preserved.
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Hash-based message authentication code

Secret
Key

Pay to Terry Smith              $100.00

One Hundred and xx/100    Dollars

4ehIDx67NMop9

Secret
Key

HMAC
(Authenticated 

Fingerprint)
4ehIDx67NMop9

If the received HMAC equals the
calculated HMAC, the integrity and 

authenticity is confirmed.

Data

Pay to Terry Smith              $100.00

One Hundred and xx/100    Dollars

Přijatá Data

Pay to Terry Smith              $100.00

One Hundred and xx/100    Dollars

HMAC
(Authenticated 

Fingerprint)
4ehIDx67NMop9
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Assymetric cryptography + HMAC

2. Alice encrypts HMAC with its own private key.

1. Alice encrypts the message using Bob's public key.

3. Bob uses Alicia's public key to validate the HMAC message.

4. Bob uses his private key to decipher the cipher-text.
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Asymetric algorithms
Algorithm

Key length
(in bits)

Description

Diffie-Hellman (DH)
1976 512, 1024, 2048

Public key algorithm invented in 1976 by Whitfield Diffie and Martin Hellman that allows two parties to 
agree on a key that they can use to encrypt messages. 

Security depends on the assumption that it is easy to raise a number to a certain power, but difficult to 
compute which power was used given the number and the outcome.

Digital Signature 
Standard (DSS) and 

Digital Signature 
Algorithm (DSA)

1994

512 - 1024
Created by NIST and specifies DSA as the algorithm for digital signatures. 

DSA is a public key algorithm based on the ElGamal signature scheme.

Signature creation speed is similar with RSA, but is 10 to 40 times as slow for verification. 

RSA encryption 
algorithms

1977
512 to 2048

Developed by Ron Rivest, Adi Shamir, and Leonard Adleman at MIT in 1977.

It is an algorithm for public-key cryptography based on the difficulty of factoring very large numbers.

It is the first algorithm known to be suitable for signing as well as encryption, and one of the first great 
advances in public key cryptography. 

Widely used in electronic commerce protocols, and is believed to be secure given sufficiently long keys 
and the use of up-to-date implementations.

EIGamal 512 - 1024

An asymmetric key encryption algorithm for public-key cryptography which is based on the Diffie-Hellman 
key agreement. 

Developed in 1984 and used in GNU Privacy Guard software, PGP, and other cryptosystems. 

A disadvantage is that the encrypted message becomes very big, about twice the size of the original 
message and for this reason it is only used for small messages such as secret keys.

Elliptical curve
techniques 160

Elliptic curve cryptography was invented by Neil Koblitz in 1987 and by Victor Miller in 1986. 

Can be used to adapt many cryptographic algorithms, such as Diffie-Hellman or ElGamal. 

The main advantage of elliptic curve cryptography is that the keys can be much smaller.
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Public Key Infrastructure (PKI)

§Verifying that the private/public keys are actually owned by 
the user = certificate

§Hierarchy of certificate holders and certification authorities

§Certification Authority = a trusted organization that issues
certificates
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Possible ways to obtain Anonymity

§VPN

§Proxy
§Onion routing

§Garlic routing

§P2P network

§End-to-end encryption
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https://xkcd.com/538/
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VPN ①
33

§Known source

§Unknown
destination

VPN Gateway

¨ Known
destination

¨ Unknown
source

No anonymity!
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VPN ②

§ ISP cannot inspect communication
§ The user acts as someone else (from IP level)
§ Can „unlocking“ some internet services
§ VPN provider has information who has joined from what address
§ Transparent for all applications
§ Payment Bitcoins
§ Many providers: ipredator, privateinternetaccess, torguard, 

btguard…
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Proxy

§Known source

§Unknown 
destination

HTTPS Proxy

¨ Known
destination

¨ Unknown 
source

No anonymity!
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Proxy

§Similiar to VPN

§Traffic go through a proxy server

§HTTP, SOCK proxy
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Mix networks, onion routing

§Chaum, David L. "Untraceable electronic mail, return 
addresses, and digital pseudonyms." Communications of 
the ACM 24.2 (1981): 84-90.

§ Ispiration for:
§ Onion routing
§ Traffic mixing
§ Dummy traffic (cover traffic)
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Mix proxies a Onion Routing

§Cascade of anonymouse proxies/servers

§Traffic is encrypted

<KP, KS>

<KP, KS>

<KP, KS>

<KP, KS>

<KP, KS>

<KP, KS>

<KP, KS>

<KP, KS>[KP , KP , KP]

Encrypted 
Tunnels

Non-encrypted 
data

E(KP , E(KP , E(KP , M))) = C
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<KP, KS> <KP, KS> <KP, KS>
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Return Traffic

§What about return traffic?

§Sender can leave keys on the path

<KP1 , KS1>
<KP2 , KS2>
<KP3 , KS3>

KP1 KP2 KP3
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Traffic Mixing

§Protection against
timing attacks

§Disadvantages:
§ Needs heavy traffic
§ Add delay/latency

1

2

3

4

Arrival Order

1
2
3

4

Send Order
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Dummy / Cover Traffic

§Sending cover traffic that is discarded in the network
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Torproject.org

§Advanced mix network:
§ Guards: enhance source anonymity
§ Relays: mix proxy
§ Hidden services: servers accesible only through Tor (darknet)

§~5000 Tor relays 
§ Run by volunteers, universities, organisations
§ It‘s expected that some run by „intelligence agencies“

§1 – 2 mil. users
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Torproject.org

§Vylepšená mix síť
§ Guards: zlepšení source anonymity
§ Relays: jiný název pro mix
§ Hidden services: servery dostupné pouze skrz Tor (darknet)

§Přibližně ~5000 Tor relays 
§ Provozují dobrovolníci
§ Očekává se, že některé provozují „intelligence agencies“

§500K – 900K uživatelů
§ Nárust po reportech E. Snowdena
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Torproject.org
§ Tor client acts as a SOCKS proxy

§ Creates and manages circuits

§ Support for all application that can connect via SOCKS 
proxy

§How to find a Tor relay?
§ Tor Consensus File

§ Hosted by directory servers
§ IP addresses of all known relays

§ IP address, uptime, measured bandwidth, etc.

§Packets are divided to cells 512 bajtů
§ Decrease speed, increase anonymity

§https://gitweb.torproject.org/torspec.git/blob/HEAD:/tor-
spec.txt

https://gitweb.torproject.org/torspec.git/blob/HEAD:/tor-spec.txt
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Tor Circuits

§Number of relays can be selected
§ Implicitně 3

Entry/
Guard

Middle Exit

Source: known
Dest: unknown

Source: unknown
Dest: unknown

Source: unknown
Dest: known

Source: known
Dest: known
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Communication example
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Guard Relays

§Guard relays protect agains attacker that acts as a entry
relay
§ Tor picks 3 guard relays and use them for some time
§ The latest Tor version choose only one guard relay. Why?

§Guard relay:
§ Large uptime
§ Bandwith
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Guard relays attack

§Assumption:
§ N : number of relays
§ M : number of relays controlled by an attacker

§Attacker‘s goal – control entry and exit relay
§ ~ M/N probability for entry relay
§ ~ (M-1)/(N-1) probability for exit relay
§ ~ (M/N)2 probability for one circuit

§Client creates new circuits
§ Attacker chance increase during long time period
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Hidden services

§Web services can be easily monitored

§Tor Hidden Services
§ Allows run an anonymous server without exposing its IP address or

DNS name

§Services
§ Tor Mail, Tor Char
§ DuckDuckGo
§ Wikileaks
§ The Pirate Bay, Silk Road …
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Tor Bridges

§Tor relays is publicly accessible

§Some countries block these IPs
§ DoS vůči Tor

§Tor Bridges
§ Tor proxy, that is not included in the directory

§Tor packets can be detected using the DPI (fix cells)
§ Traffic obfuscating – traffic acts as HTTP, Bittorrent …



58/41

JohnDonym
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Other projects

§Snapchat – message can be destroyd after some time
§ http://ridgewood.patch.com/groups/police-and-fire/p/nude-photos-of-

ridgewood-high-girls-prompt-police-investigation

§Cjdns – P2P anonymous network using IPv6
§Secret.ly – social network

§Telegram, Whisper, Wickr, Confide

§Reddit

§Vuvuzela

§ freehaven.net/anonbib/

http://ridgewood.patch.com/groups/police-and-fire/p/nude-photos-of-ridgewood-high-girls-prompt-police-investigation

